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'l Whatis GAT?

We build tools that help complement the power of Google Workspace and
Chrome for Enterprise domains with auditing, management, security,
automation and insights.

Today, GAT is the only ‘full stack’ solution covering all layers of Google
Workspace and Chrome.

get it from the
Google Workspace Marketplace



https://workspace.google.com/marketplace/app/gat+/199329000796?pann=b
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Every single tool from the GAT Suite gives IT
Admins unique capabilities, visibility and security

across their Cloud environment:
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Al GAT+* for for Google Workspace

T

(Our core tool)

Granular oversight of users’ Google Workspace activity — all from one place.

e Admin Friendly Workspace Reporting covering Users, Drive, Email, Devices,

Groups, Calendars, Meet, Applications, Contacts and more.
G
@4\' GAT+

: : . : - . DRIVE AUDIT, DISCOVERY AND REMEDIATION
e Monitor high-risk file sharing activity across users, groups and Drives.

. . o . 117088 TOTAL Files/Folders
e Customised policies to keep sensitive data safe.

A Drive 80 Open to Full Public 14998  Open to Specific External User(s)
e Bulk multi dimensional file sharing permission management, detect and revoke
shari ng violations. 970  Private 17283  Shared Drive Files
e |dentify external access to files and folders and local access to external files and
f0|deI‘S. Title Paths Owner Contributor Sharing Flags
° Move ﬁles and f0|del"S in bUIk, eaS”y [@ File alpha /My Drive nick.flowers julia.james, emma.orwell Private
O3 Folder beta /Math 101 emma.orwell sarah.roberts Private
® Third Pa rty Appncation riSk assessment. 03 Folder updates /Math 101 julia.james martin.james
. [® Research_Class  /Finals tom.haines nick.flowers, julia.james Public with link
e Report on user collaboration and measure performance. |
@ Overwiew /Reports sarah.roberts emma.orwell

e Google Meet Reporting
e Deprovision, disable or re-enable Chromebooks and ChromeQOS devices in Bulk.

e Delegated Audit Access for Non-Google Admins
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(Requires GAT+)

Our security model for Google workspace where sensitive
admin tasks are controlled with a unique ‘lock and key’ system.

L Drive functionalities
e Set alerts for suspicious events.
e View/Download file content.
e Change file sharing permissions.
e Change file ownership.
e Add users to files as Contributors/Readers/Commenters.
e Silently copy or view files.
e Bulk download or view email contents.

e Copy externally owned files and folders securely

N‘ Email functionalities
e Delete spam, inappropriate or accidental emails for users.
e Delegate access to an email account.
e Download emails as PDF/EML.

e View email content.

GAT Unlock for for Google Workspace

GAT Unlock Security Approval Workflow

O G| Secu rity Request
A || (Change file permissions, copy
“ — @ T | externalfiles, delete email,
Google Admin or email delegation, etc)
Delegated Auditor GAT Unlock

O® v
Approve or Deny \ — 0 <

Request Security Officer
> @ —> A
Email notification Google Adminor

Delegated Auditor
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User management automation convenience.

Save time and delegate tasks.

e Automated User On/Offboarding and Modification
Workflows.

e Event and Time-Based Workflows.

e Copy Multiple Folders to Multiple Users in Bulk

e Users, Passwords, Groups Contacts, Calendars, Drive
and Shared Drive management.

e Bulk Email Migrations.

e Domain-wide signature management (single or in Bulk)

e Google Licence Assignment (Vault, Cloud ldentity,

Google Voice and more)

P EmMAOCB

-low for for Google Workspace

(Requires GAT+ & Security Officer from GAT Unlock)

GAT Flow Security Approval Workflow

O G Automation Request
A | (Onboarding, offboarding,
“ — @ T | modifying actions)

Google Admin or
Delegated Auditor GAT - ow

O® v
Approve or Deny \ — 0 <

Request Security Officer
> @ —> A
Email notification Google Adminor

Delegated Auditor



GAT -nield forthe Google Chrome Browser

(Requires GAT+ & Chrome Extension Deployment)

Real-time DLP security for Chrome Browser, enhance data protection
and gain detailed reporting and alerts of users activity.

G Google Chrome real-time DLP solution

. GAT Shielo USER/DEVICE BROWSING ACTIVITY TIMELINE
e Customised RegEx. alert rules. T
e L AN like usage visibility over Chrome-based cloud users. Date < > User
e Whitelist or blacklist sites for any given user, OU or group. ® Browsing Overall browsing activity

7.8h time spent, 6 sites visited in 1 device

e Keep track of sites visited, downloads, chats, keyword searches and more.

e Detailed Guest Managed Session reporting ‘ “-‘ .I ‘.l"

Time spent: 2.1 h

G Chromebook Management,Tracking and Monitoring ...

@ gatlabs.com
e Powerful URL Filtering & Blocking. ® crmdomain.com
@ googlefonts.com

® meets.google.com

|
, docs.google.com
| ‘ 4 @ drive.google.com

e Geo-track Chromebooks and ChromeOS devices at all times.

e Manage downloads across all 1:1 Chrome Devices.
e See where the bulk of any user’s online time is spent.

e Investigate a specific activity for any user, on any site, and at any time.

* Manage Guest Chromebooks better. Every Chrome Interaction in One Place!



Vanager Assist

(Requires GAT Shield)
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Employee productivity and collaboration insights from users’

everyday Google Workspace activities for managers.
Emails sent/received for all users on your team from 13/03/2022 to 08/05/2022

e Employee productivity and collaboration insights from users’ everyday Google Top Sent Top Received

Workspace activities for managers.

. . joe@gmail.com
e Email response time report. @ joe@g

® daniel@gmail.com ® nikky@gmail.com

@ olivia@gmail.com

e See top email external interactions. @ mina@gmail.com

- @ mina@gmail.com | @ daniel@gmail.com

e Reportonunreplied and unread emails. nikky@gmail.com

‘. @ katy@gmail.com

@ joe@gmail.com

e Analyse users’ browsing activity.

e |dentify top internal and external file collaborators
e Google Calendar events’ statistics

e Google Drive activity report

User Total sent Sent external Sent internal Total received Received externally
e Topic Expert finder joe@gmail.com 450 350 100 130 79
e Plan, manage, and track employee work with much-needed insight into team daniel@gmail.com 110 > > % >8
performance. olivia@gmail.com 60 37 23 68 44
nikky@gmail.com 44 22 22 44 32

katy@gmail.com 15 10 5 32 12



M Value Proposition of GAT Labs for Google Workspace

Save Big on Google admin time, effort and cost
with higher visibility, Automated workflows,
Security Alert rules, Bulk actions and more!

e Comprehensive One-click reports.

e Powerful Drive management capabilities.
e Cutting edge security mechanisms.

e Chrome OS monitoring and management.
e Real-time Data Loss Prevention (DLP).

e Admin task delegation.

e Full Google Classroom insights and management.

Google Workspace Admins will Multiple
Products with an All-in-One solution.

The "Number of Meetings per Day"

report generated by the GAT+ tool
helps the People Analytics Team at
JerseySTEM analyze volunteer activity
and contributions to the organization.

JerseySTEM

Practical Security in a Non-Practical
World. We have been able to audit
each user and their account to

investigate HR issues as well as

technical questions. Way better intel is

delivered than the competitor

products.
Dane D.

https:/gatlabs.com/testimonials/

All the usage and audit data for
everything in Google Workspace is all
in one place. It makes it easy to find
where data is going, setup alerts for
DLP, and change permissions on a live

environment.

Justin Penchina

| believe they are the only one in their
field! It is comprehensive, it fulfills
our need needs in auditing,
monitoring... etc. We were in search
of competitors to compare, but we
didn't find any competitors initially.

Abdulaziz A.


https://gatlabs.com/testimonials/

B Use cases with our customers on Google Workspace

L Google Drive Management, Migrations, Sharing Remediation, etc...

SEE MORE
Actionable Insights

Understand and report on user collaboration. Measure
performance and flag unusual activities. Generate statistical
analysis and record data for all time.

UNDERSTAND BETTER
Audit File Accessibility

|dentify files based on their accessibility, both inside and
outside your organization. View their granular permissions
and create tags for easier management and filtering.

RECOVER AND MANAGE
Bulk Security Tasks

Change ownership or file access rights. Silently copy or
view files in bulk. Give pre-approved access to all files to a
range of users. Change ownership of an entire folder tree.

e User management, monitoring, protection, etc...

Secure and Automate user Offboarding

Revoke user access, reallocate resources, force sign out,
email migration, etc...

Streamline user Onboarding

Create users, send welcome emails, add users to groups,
preload files, assign contacts, etc.

Delegate Access to non-google admins

To create their own workflow to be approved by a
designated Security Officer to keep your data secure.

Bulk signature management

Create users, send welcome emails, add users to groups,
preload files, assign contacts, etc.



B Use cases with our customers on Google Workspace

J Data Compliance (GDPR, HIIPA, ISO 9001, etc...) G ChromeOS Management, Monitoring, Protection
e Proper workflow to ensure only approved access to sensitive Real-time Monitoring
content

Real-time alerting for inappropriate content and Data Loss
e Real-time monitoring of all sensitive information being typed, Prevention (DLP), on all sites, in all locations and at all times.
copied or pasted

e Covers all Chrome browser-based activity Oversee

e No sensitive content ever has to pass through our servers View granular details of all Chromebook and ChromeQOS
devices on your network. Sort them by model, group, IP, user,

e Report on file loss via email attachment . _ . _
device location or OS version to easily keep track of them.

Google Workspace Data Governance Manage
The ability to show that your staff and customer data is not Deprovision, disable or re-enable Chromebooks and
carelessly exposed via file sharing or email attachments is ChromeQOS devices. Move devices across different
essential for GDPR compliance. organisational units, groups or users, seamlessly.
To achieve that, regular and scheduled testing of all content
and shares should be carried out. Automate
Build a workflow to offboard or modify a set of Chromebooks
Access Contr Policy Management or ChromeOS devices assigned to any user or ‘group to
Data Mapping Risk Management deprovision.
Incident Management Sensitive Data ldentification

PIA DPIA



THANK YOU

get it from the
Google Workspace Marketplace

QAT labs


https://workspace.google.com/marketplace/app/gat+/199329000796?pann=b

	01
	02
	03
	04
	05
	06
	07
	08
	09
	10
	11
	12
	13

