
IBM Cloud Internet 
Services: Optimizing 
security to 
protect your web 
applications
Secure Internet applications and APIs against denial-
of-service attacks, customer data compromise, and 
abusive bots.

WHITE PAPER 

Websites and applications require the resilience and intelligence of a 
scalable network to combat the biggest and newest attacks. It’s important 
to ensure that performance is never sacrificed for security and that systems 
have easy setup and configuration, avoiding configuration errors which can 
introduce security vulnerabilities.
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A proliferation of 
security threats on 
the Internet
As worldwide public, private, and hybrid cloud adoption accelerates and enterprise 
applications are born on the cloud, the scale and scope of the threats to Internet-facing 
applications, websites, and workloads has increased.  

Attackers are now more sophisticated, well-
funded, and motivated in exploiting vulnerabilities 
in the Internet-facing SaaS environments, third-
party applications, and public APIs. With the 
proliferation of smartphones, the surface area for 
attackers has dramatically expanded, making the 
need for mobile security increasingly important.  
The steady drumbeat of data breaches and theft 
has prompted heightened scrutiny from public and 
government entities, resulting in more stringent 
privacy and data protection regulations. 

In an October 2017 report based on surveys 
conducted with 1,021 organizations1, researchers 
found that attacks were prevalent and meant 
significant risks to revenue:

• 76 percent reported two or more Distributed
Denial-of-Service (DDoS) attacks in the
previous 12 months

• 49 percent estimated a DDoS attack could cost
more than $250,000 per hour
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Average cost 
of a US data 
breach:  

more than 
$7 million



Attack vectors:     
In depth
With increased security exposure, 
companies and governments must 
strengthen their defenses.  

The frequency and volume of DDoS 
attacks continues to increase as attackers 
quickly and effectively execute large 
scale volumetric attacks. They leverage 
systems vulnerabilities to create botnets 
and harness millions of unsecured 
Internet-of-Things (IoT) devices online.

Application-layer (Layer 7) attacks are 
harder to detect, often requiring fewer 
resources to bring down a website or 
application and disrupt operations. 

Attackers can monetize their attempts 
to bring down sites or steal sensitive 
data, for example, by holding sites for 
ransom. These attackers are more 
motivated, organized, and pervasive due 
to successful ransom payouts by their 
targets. 
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Greater attack surface area from more 
public APIs, moving to the cloud, an         
increasing third-party integrations

Stronger and more sophisticated 
attackers



Secure Internet-
facing applications

Our powerful suite of cloud security services combines a security immune system with 
advanced cognitive computing. As a proven leader in enterprise security, IBM enables 
organizations to innovate while reducing risk. 

Built on Cloudflare technology, IBM Cloud Internet Services (CIS) is a new offering with a 
full security and performance services suite for IBM Cloud platform workloads. These 
services are easy to deploy and configure, protecting web applications from cyberattacks 
within minutes. IBM CIS simplifies security without sacrificing the breadth of protection 
that our clients expect. Best of all, management of our key capabilities is simple with an 
intuitive user interface, single API, and single sign-on.

Key capabilities:

• Turnkey DDoS protection: Easily enabled and provides a powerful set of capabilities
to mitigate volumetric, protocol, and application attacks

• Web application firewall for Application Layer (Layer 7): Security while traffic from
specific source networks is blocked using the IP firewall

• Standards support and Secure DNS (DNSSEC): Latest encryptions ensure data
security and privacy

• Rate limiting: To mitigate brute force password exploitation and
DDoS attacks

• Log data availability: For integration with IBM Security analytics
applications and solutions

• Mobile device security support: Protect your data on-the-go
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The IBM Cloud 
Internet Services 
advantage
Scale 

Available worldwide on IBM Cloud and utilizing Cloudflare’s Anycast network of over 
150+ global data centers across almost 60 countries, IBM Cloud Internet Services (CIS) 
is engineered to deliver the highest levels of security without sacrificing performance.

By protecting over 7 million customer websites, Cloudfare developed powerful insights 
into emerging global threats and deploys new security rules worldwide within 30 
seconds. IBM CIS customers benefit from these insights and rapid response times that 
mitigate risks that cause downtime and loss of revenue.

Increased security without sacrificing performance 

Clients traditionally had to choose between security and performance, but IBM CIS 
increases application performance thanks to low-latency security services integrated 
with traffic acceleration. Because the IBM CIS security services integrate with traffic 
optimization services, like caching and smart routing, applications experience faster 
performance without running insecurely.

Ease-of-use

Use IBM CIS to secure your websites and web applications within minutes. A security 
solution that’s easy for users and administrators to use goes beyond an intuitive 
interface—it also contributes to improving a company’s security posture. Research from 
Gartner suggests that 99 percent of firewall breaches through 2020 will be caused by 
simple firewall misconfigurations, not flaws.2 

A quality user experience reduces security risks from misconfiguration and improves 
agility in an ever-shifting threat landscape. This enables companies to scale security 
policy management to more employees that aren’t security experts, reduce time to 
change and deploy new policies, and improve timely adjustments to the security posture 
of complex applications. 
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Conclusion
Security in a dynamic, “always-on” threat 
landscape challenges organizations to 
leverage a layered defense approach. 
IBM CIS enhances the security posture 
for clients by protecting against the 
growing sophistication of DDoS attacks, 
data ransomware, or exfiltration caused 
by bad actors, malicious bots, and 
botnets.   

With just a few clicks on the IBM 
Watson and Cloud Platform portal, 
clients have access to quick and cost-
effective security. With security expert-
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validated blocking policies, IBM CIS 
reduces the risk of human errors and 
simplifies security—without sacrificing 
performance. 

Compromise is yesterday’s news.  A 
better Internet experience awaits.

Ready to get started? With our single 
portal and API, a faster, more secure 
Internet is a click away.  

In an era where the customer is king, businesses must 
rethink their strategies and harness the best available 
technology to win loyalty. Where the cloud succeeded 

in bringing businesses closer to their customers, it has 
proven to be a worthwhile investment.



Cloud security 
solutions for your 
workloads are 
available from IBM 
Cloud today
To learn more, visit
ibm.com/cloud/Cloud-Internet-Services
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