@Worldposta

CloudEdqge

CloudEdge Admin Console Manual

In this manual, we are going to discuss how to use the admin Console
In order to perform multiple functions for your WorldPosta CloudEdge
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1-Dashboard CloudEdge

The Dashboard is your central hub for managing and monitoring your account.
Following, are the key actions you can take.

Mine John Doe
<
For more security enable MFA:
Cloud
. = Account Profile
.= Dashboard
Company Name : John Doe Phone : Creation Date : 12/05/2024
Administration .
Country : Canada
M Organizations
All VM's Granted Org CloudEdge Features
E':ﬁ Action Logs
=- Demao Org Mama : Kiina Org Name: I/
. Create Date: |
=] Tickets .
L
Memory © 62 Cores : 16 CPU ..
a Object Storage “
Disk Size : 100 ...
All Reservations
» Object Users .
Action Logs
Mame: MM
» Object Policies Org Name: I/ Action Initiator Target Date
State: /
: : tom plan Wi delet John Doe test 12/05/2024 01232 PM
» Object Buckets Plan e nhe :
VMSs :
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1-Dashboard CloudEdge

1. Enable Multi-Factor Authentication (MFA):

Once enabled, each login attempt will trigger the
sending of a security code to your email address.
This code must be used for login, providing an
added layer of security.

2. View Account Profile:

Review your personal <
InfOI’mCItIOﬂ N YOU I For more security enable MFA: n
. CloudEdge
account profile. 2
sL Account Profile
g2  Dashboard
Company Name : Mine Phone : 604 555 5555 Creation Date : 18/06/2023
Administration Country : Canada City : Toronto Address :
o Users: 2 Organizations : 1 Reservations : 1
M  Organizations
Virtual Machines : 1 Gateways : 1

mh Users

www.worldposta.com
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AllVM's

e Overview of Existing Assets:

Hl ceme
: : .-
Get a quick overview of your current VMs,

Organizations, Reservations, and Actions
Logs.

 Easily add new:

1. Virtual Machines (VMs)

2. Organizations.

3. Reservations.

by following the provided buttons within the
dashboard.

www.worldposta.com

Disk Size : 100 ...

Org Name : Mine

Cores : 16 CPU ..

Granted Org

Org Name: line

Create Date: 158/06/2023

All Reservations

Mame: Mine
Org Name: line
State: Active

Plan: Custorm plan

VMs: 2
Gateways: 1

CloudEdge Features

Action Logs

Action

VM delete

Restore vm

VM wieb Console View

Initiator

John Doe

John Doe

Target

test

test

defr

CloudEdqge

Date

2/05/2024 01:32 PM

2/05/2024 01:32 PM

0572024 0215 PM
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1-Dashboard CloudEdge

e Change Your Active Organization:

Navigate to the top-right corner and click on the
organization dropdown menu to switch between
different organizations.
For more security enable MFA: Mine —_—>

Test

32 Account Profile

Company Name : Mine Phone : 604 555 5555 Creation Date : 18/06/2023
Country : Canada City : Toronto n Address :
Users: 2 Organizations : 2 Reservations : 1
Virtual Machines : 1 Gateways : 1
AllVM's I All Organizations CloudEdge Features
Bl pemo Org Name : Mine Org Name: Tes!
-. 19 Creation Date:1: 2024

Mumber of Users:[

Memory : 62 Cores : 16 CPU Cor... Number of Reservations:

www.worldposta.com
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e Access Invoices:

32 Account Profile

Click on your username in the top-right corner

Company Name : Mine

and select ‘Invoices’ to manage your billing

Country : Canada

Users: 2

information. From there you can:

Virtual Machines : 1

nvoices

1.View, Delete and Print Invoices. #

ﬁo Invoices

Invoice Number: 160424
Invoice Number: 220224

Invoice Mumber: 250923 ...

www.worldposta.com

For more security enable MFA:

Phone : 604 555 5555
City : Toronto
Organizations : 2

Gateways : 1

Invoice Date: Apr 16, 2024 MNet Amount: 500

Invoice Date: Feb 22, 2024 Met Amount:666.67

Invoice Date: Sep 25, 2023 Met Amount:2408 4

CloudEdqge

Mine

Creation Date : 18/06/2023

Address :

Reservations : 1

Receipts
Paid: Organization:Mine Reservation:Ming
Paid: Organization:Mine Reservation:Mine
Paid: Organization:Mine Reservation:Mine

mine

Open Profile
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* Access Receipts:

Click on your username in the top-right corner
and select “Receipts’ to manage your billing
information. From there you can:

2. Access and print receipts.

www.worldposta.com

CloudEdqge

‘EB Invoices ‘

Invoices
Invoice Number: Invoice Date: MNet Amount: Paid: ﬁ E
Invoice Number: Invoice Date: Net Amount: Paid: =
Invoice Number: Invoice Date: Net Amount: Paid: =

Receipt o

Mine
support@worldposta.com

Transaction Name Period From Period To Price Discount Net Amount
Upgrade 16/04/2025 5 5
MNET AMOUNT PAID AMOUNT : REMAINING AMOUNT :

ﬁ ci 2 Print :]
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1-Dashboard

CloudEdqge

Mine John Doe

Manage Your Profile:

For more security enable MFA: Ee Invoices

. . . () Logout Open Proﬂeh
Click on your username in the top-right corner,

#2 Account Profile

G N d C h OOSe ”open PrOfi Ie" tO: Company Name : John Doe Phone : Creation Date : 12/05/2024

Country : Canada

i. Enable or disable MFA. % | Jomos

o0 ° ° o . @ mail: jdoe@worldposta.com i isplay Name: John Doe 0B Creation Date: 12/05/2024
ii. View or modify your user information: Phon L Dirlay N G Creation

Phone: € Country: Canada %) MFA:

.;._. Company: Mine

You can edit your (Display Name, country, city, T
Address and Phone number) —> o seauy

Display Name
John Doe

Please enter user display name

Country
Canada v

Please select country name

www.worldposta.com
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CloudEdqge
Manage Your Profile:

@ Email: jdoe@worldposta.com 1 Display Name: John Doe 08 Creation Date: 12/05/2024
coo . Phone: €& Country: Canada %) MFA:
Ili. Change your password from the Security & Company: Mine
section.

User INFO Security h

Current Password
Password

Please enter current password.

MNew Password
Password

Please enter new password.

www.worldposta.com
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2- Adminstration CloudEdge
Organizations m—  scarch Q s
Under the Administration tab you will find: o

a. Organizations: in this tab you can View, Search

Name: Test Creation Date: Description:

for, Add, Edit and Delete your Organizations. - e

I. To Add a new organization, click on the “+" sign
in the top-right corner, then enter the organization
Name and Description then click on “Save”. Add Organization

Mame

Description

www.worldposta.com
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CloudEdqge

a. Organizations: o
ii. To View an organization, click onthe @ sign
on the right, then click on “Organization Profile”, & o R o B trimnan ™y cuma
[ Descriptio
then you will be able to view the Organization, its 4
Users and Reservations. - -
_ Organizations = Organization (Mine)

™ Organizations

Name: Test Creation Date: 12/05/2024 01:30 PM Description:

| —

0 Qrganization Profile

Creation Date: 18/06/2023 08:59 AM Description:

Name: Mine

Edit Organization

E Creation Date: 18/06/2023

B Organization: Mine
O virtual Machines: 2

-H Reservations: 1 E.E,s Gateways: 1

i Company: Mine
‘&% Users: 0

[ Description:

4

Users Reservation
Name Plan Name Started Date Ends Date
bine Custom plan 25/08/2023 25/0972024
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2-Adminstration CloudEdge
Organizations Search Q :
a. Organizations: R
iii. To Edit an organization, click onthe | signon . | = —

the right, then click on “Edit Organization”, then

Organization Profi
Name: Mine Creation Date: 18/06/2023 08:59 AM Description: © Organization O o

€ Edit Organization

you will be able to Edit the organization’s name

[ Delete

and description then click on “Save”.

Edit Organization

Description

www.worldposta.com
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# | Organizations Search Q =
a. Organizations:
M Organizations
v. To Delete an organization, click on the : sign
. . I7] ” . MName: Test Creation Date: 12/05/2024 01:50 PM Description: é
on the right, then click on “Delete”, then click on
Name: Mine Creation Date: 18/06/2023 08:59 AM Description: © Organization Profile
"confirm". © Edit Organization
. . . M Delete h
*Note: you cannot delete an organization that is

currently in use. To remove an organization, you
must first switch to a different organization and
then proceed with the deletion.*

Are you sure ?

You want to delete this organization Test

= C Confirm )( Cancel )

www.worldposta.com
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2-Adminstration CloudEdge

A& | Users —
b. Users: In this tab, you can perform actions

related to user management, like View, Add,

8} Users

° Email: jane.doe(@worldposta.c... Name: Jane Doe Creation Date: 12/05/2024 Group Name: obs group
Edit or Delete users.
e o u ” o o Email: jdoe@worldposta.com Name: John Doe Creation Date: 12/05/2024 Group Name: abs group
I. To Add a new user, click on the “+" sign in the | | oo
top-right corner, from there you can: " e

Setup User Details

1. Setup User Details by assigning Display Name,
Email, Password, Country and choose the “
Permission Group then click on “Submit”.

Email *

Emez
Flease
Passw
Pas
Please
n Group * (@)
ﬁ Sel Permi P b
1=
Select Country w

—>

www.worldposta.com
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@' Email: jane doeiworldposta.com i Digplay Name: Jane Doe
Phone:

OB Creation Date: C | GU d E Cj IC] e
€& Country: Canada ) MFA:
.1. Company: Mine
Display Name *

é User IMFO Security Granted organization T
ii. to view existing users’ profiles click on the

sign next to the user and choose “User Profile”, .
from there you can:

b. Users:

1. Enable/Disable MFA.
2. View/Edit the User’s info.

3. Change the users’ password.

@ Email: jane doe@worldposta.c

513 .COIm i Display Name: Jane Doe ﬁ Creation Date: 12/05/2024
Phone: @ Country: Canada
.‘g Company: Mine
,ﬁ r

I8 Users

User INFO Security Granted organization

Paz
F d
Email: Nam Creation Date: Organizatio : h
firm Password
0 h
firm P

www.worldposta.com
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S Jane Doe
bo Users: E::ril:qjﬂ”E-dOE@WD”dpDStH-C--- é gr:;:;rizg:;jfne Doe E.; (:ﬂr:::tion Date:
ais Company: Mine
4. View Granted Organization (Organizations, l
Grqnted ROIGS."etC.). User INFO Security Granted organization

5. Add different Organization to the User by
clicking on the + sign on the right.

6. Delete Granted Organization to the User to a by
clicking on the bin sign on the right.

Add Organization

l

www.worldposta.com
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2-Adminstration

m Users
b. Users:

Email: khturnerd@gmail.com

'
¥

iii. To Delete a User, click on the sign on the

right, then choose “Delete”, then click on

Email: jdoe@worldposta.com

“Confirm”.

Email: jane.doe@worldposta.c...

Mame: Kevin_Turner Creation Date: 27/05/2024

Name: Jane Doe

Creation Date: 12/05/2024

Name: John Doe Creation Date: 12/05/2024

Are you sure?

You will delete user Kevin_Turner

= (contim ) (“cancal )

oH

CloudEdqge

Group Mame: test

© User Profile
Group Na

ﬁﬁ Delete @

Group Na

www.worldposta.com
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2-Adminstration CloudEdge
c. Permission Groups: In this tab, you can O
perform actions related to Permission .
groups management, like View, Add, Edit or i
Delete them. Permission groups are a set of 4
roles that you can group to grant to specific N —
users. o ]
1. To Add a Permission Group, click on the “+” sign e remsson Groee
on the top-right. Mo
2. Give a hame to your Permission Group.
3. Select the organization roles you would like to Hl |p
grant to the user by clicking on the “+" sign next 4 —> ®
to the role then click on “Save”. : .

Delete Firewall Policy
Manage Firewall Policy +

www.worldposta.com
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() Action Logs
d. Action Logs:
E:?a Action Logs
Within this tab, you can both Review and Search T
e el e . Status Organization Start Date From Start Date To
for any activities carried out on your account. . D M .
Furthermore, you can download this data as an <D
Excel sheet to your device. You can also filter
o . Action: VM delete Initiator: John Doe Target: test Status: Completed Start: May 12, 2024, 1
your search by Status, Organization, Start
qndlor End Dqtes. YOU CO n GISO CIiCk On the Action: Restore vm Initiator: John Doe Target: test Status: Completed Start: May 12, 2024, 1... é
icon to View mcre detqils about the ac'tion. Action: User login Initiator: John Doe Target: Status: Completed E;Zn l

www.worldposta.com
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2-Adminstration CloudEdae
e. Tickets:
To initiate contact with our support team, simply
click on the “+" sign located at the top-right “
corner. From there, you can credate your support oY oY e
ticket by indicating the Request Type, Priority, D
Department, Subject, and Ticket Description. —
Additionally, you have the option to attach o N
document by selecting "Browse”. When you finish,

click on “Submit”.

é
www.worldposta.com
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2-Adminstration CloudEdge

e. Tickets:

After that, your ticket will be successfully
submitted, and you can access your tickets history

............

within the Tickets tab. You can refine your search —_ —
for tickets by specifying criteria such as Ticket ID,
Subject, Date Range, Status, Level, and Type. T

Additionally, you can make modifications to your
ticket by clicking on it, allowing you to add -
comments or attachments and review the

conversation history, then click on “Submit”. —

N

é
www.worldposta.com
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Under the Organization tab you will find: /

Name:; Reservation: Date Range

Virtual Machine name Select Reservation ~ Start Date End Date

rd Y

a.Virtual Machines: In this tab you can view your

created VMs where you can:
1. Search for a VM using filters such as Name,

.- test

. .. Reservation: Mine Memory: 4 . /CPU: 2 .. /Disk: 100..  Creation: 11/03/2024 m
Reservation, Date Range and Group.
&

i I - Reservation: Mine Memory: 62../CPU: 16 ... /Disk: 10 Creation: 27/02/2024
2. Change view from the top-right corner. oL B
3. Access your deleted Items. # | st —> o=

Ad d v M K 8 Hames Reservation: Date Range
4. a new S. | N ‘
Virtual Machine name elect Reservation Start Date nd Date

[ ] | M °
|- -
Memory Memory
ccccc Cone
Reserval tion Reservat
Creation D, Creation Dat

www.worldposta.com
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a.Virtual Machines:

From this view, once you click on “Profile”, you will

be able to:

1. Edit RAM size.

2. Edit No. of cores.

3. Edit Group.

4. Edit Machine Description.

**Note that you will need to power off your
machine first**

Name:

Virtual Machine name

|/- -\u
[ Clear |
M 4

Minux
SLISE

(_Jos: Linux / SUSE n

pRE ] Memory: B GB rq h

(B P Address:

Disk Gateway Snapshot

Hard disk 1

CloudEdqge

Reservation: Date Range

Select Reservation v Start Date End Date

Reservation: Mine

Memory: 8 .. /CPU: 4 . /Disk: 100...  Creation: 15;“353'202@@

™ Reservation: Mine Q@ Creation Date:
i CPU:4GHZ & Disks: 1 a2 NIC: 1

B Group: & h i Description: & h

100 =
GB

www.worldposta.com
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3-Organization CloudEdge

a.Virtual Machines: .
5. View the Hard disks that you have and Add = e 007 ke 8o T A

another to your VM by clicking on the “+" sign and

Disk Gateway Snapshot

then specifying the hard disk size, then clicking on T —_—
Hsave". -‘-n Hard disk 1 1?3{; =

Add disk to Demo

Size: /

10

www.worldposta.com
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CloudEdge
. . @i inux
GQVIrtuaI MGChlnes: [_:_]DS_' Linux / SUSE i ! Reservation: Mine " ] C_reaticm Date:
° ° % :‘;::E:;JGBB E grpol:.l: G[;fE i" g::ssi::r:il:tinn: = ﬁ e

6.1. View the Gateways you have and Add another

to your VM by clicking on the “+" sign and then \

Selecting the Gateway, then clicking on “Save”. —> HE

ii. You can Remove a Gateway by clicking on the

sign, then clicking on “Remove”.

Add gateway to Linux

Disk Gateway

Gateway
Snapshot
w
+
Name: Metwork adapter 1 Select '_IEIE'H".'EI}' /
m Gateway: Mine-segmenti ﬁ .
Reservation: Mine

Remove

— QI e
www.worldposta.com
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3-Organization CloudEdge

. . g] Linux
a. Virtual Machines:

(_Jos: Linux/ SUSE ™ Reservation: Mine g Creation Date:
% Memory: 8 GB [# = CPU: 4 GHz & =P Disks: 1|3‘ ﬁﬁ NIC: 1. -
7. i. View the Snapshots you have of your VM and = A = e B oo B peserptn
Create another by clicking on the “+" sign and then vk Gaewny | Srapeher
giving your Snapshot a Name, then click on “Save”. T
—> +

ii. You can Remove/Revert a Snapshot by clicking

. Name: Snapshot V1.0 Latest
L Create Time:

on the | sign, then choosing “Remove” or
“Revert”.
;] Linux Add snapshot to Linux
[;]DS: Linux / SUSE W Reservation: Mine & Creation Date:
IIX \lemory: 8 GB [# ¥ cPU: 4GHz[# & Disks: 1 iﬁ NIC: 1 Name:
|_. IP Address: ™ Snapshot: 1 H Group: [ § Description: & '

Enter snapshot name

Disk Gateway Snapshot Please enter snapshot name \
— O Revert Include virtual machine’s memory
[ ]

Delete

Ly |
-
/ — @I
Mame: Snapshot V1.0 Latest
L. Create Time: .

www.worldposta.com
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CloudEdqge

a.Virtual Machines: - L

@05: Linux / SUSE W Reservation: Mine ﬁ Creation Date: P Power0
. R I —ri . IX Memory: 8 GB [# M CPU: 4GHz[# & Disks: 1 pwertn
8. Click on the sign at the top-right corner to: B |! S R fﬁ' ’
1. Power on your machine: Once your machine’s Delete ==
been powered on, when you click on the - sign pisk  Gateway  Snapshot

you will be able to:
i. Open Web console.

] \ L

@DS: Linux / SUSE '™ Reservation: Mine G§ Creation Date: B Web Consol
IOX Memory: 8 GB [ l CPU: 4GHz[# & Dicks: 1 iﬁ eb Console
L. IP Address: ™ Snapshot: 1 H Group: [ 3

Guest Shutdown

Guest Restart

Disk Gateway Snapshot Power Off
Restart
Suspend
y : Assign CDROM
Hard disk 1 g
@D
Delete

www.worldposta.com
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€ Mine | CloudEdge @ WP Console X  + W = 2 X
° ° c 0 2% consolewé@posta.com/apifconsole/showConsole?t=7821dcecTs... o @& |2 | § A .*.H @ O & 9 AP 0 @ even =
[ J
d. Virtual Machines: — o
May 27 13:57 ()

8. 1. i. Open Web console: A new tab will
automatically be opened where you can find your
web console. You will see a “Send Input” box at
the top which you can use to paste copied items "
from your host machine into your virtual il
machine. You can now go ahead and start using

your web console.

www.worldposta.com
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a. Virtual Machines:

8.1.ii. Guest Shutdown/Restart your machine.
iii. Power off/ Restart/Suspend your machine.

v. Assign CDROM to your machine: just click on
“Assign” next to the one you'd like to choose, and

it will be assigned automatically.

-

@05: Linux / SUSE ™ Reservation: Mine
XIX Memory: 8 GB [ # CcPU: 40Hz [
|_. IP Address: ™ Snapshot: 1

Disk Gateway Snapshot

CloudEdqge

s .

Creation Date:
:‘n Disks: 1 f ’ Web Console
E cowp: & 3

Guest Shutdown

Guest Restart

Power Off
Restart
Suspend
AR : ﬁ Assign CDROM
Hard disk 1 9
@D
Delete
Assign CDROM
Name: search by name Search
Name
SOLServer 2014 x64.is0

SOLServer2019 x64.is0

office2013 x64.iso

Office2016 pro plus x64.150

\

www.worldposta.com
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() os: Linux / SUSE ™ Reservation: Mine

3-Organizati = = I gTT
rganization )" CloudEdge
Disk Gateway Snapshot a R—

a. Virtual Machines: & oo

8.2. Delete your machine

*Notes:

1. It is necessary to power off your machine before "

. . O Creation Date: Sower On
attempting to delete it. :.;. Disks: 1 iﬁ ’
. Group:
2. You need to make sure that the VM you're trying to —> i

delete isn't a member of a firewall group.

3. Always copy the name of the item you are trying to
delete to guarantee error-free operations.

4. You can't get your deleted virtual machine data
(0S, hard disks,...) after 24 hour from the time of
deletion.

5. You could always Recover your deleted virtual
machine within 24 hour from the Recycle Bin.

Delete Virtual Machine:Linux

Enter 'Linux' for verification

l\

e ™

www.worldposta.com
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w Virtual Machines o
a. Virtual Machines: i
Name: Reservation: Date Range
9. Recover Or Permq nently Delete your Deleted Virtual Machine name Select Reservation v Start Date End Date
items: (clear )
Go to Virtual Machines, then click on the [ sign
Gt the top_rlght Corner to go to the RecYCIe Bln’ == Trrdows Reservation: Mine Memory: 8../CPU: 4 ../Disk: 7.. Creation: 15/05/2... Profile
then you will find your deleted items, you can then
choose to either Delete or Recover the deleted # | VM Recycle bin —
items by clicking on the sign and choosing the =
M Reservation: Mine Memory: 8../CPU: 4 .. /Disk: 10..  Creation: 15/05/20...
action you would like to perform. You can go back e €
to the Virtual Machines tab by clicking on the S —

sign at the top-right corner.

www.worldposta.com
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3-Organization = CloudEdae

a. Virtual Machines: /
10. Change View:
Go to Virtual Machines, then clickonthe = sign s L
at the top-right corner to Change View. From this e
View, you can view the details of your VM by “ :
clicking on “Details”, from there you can Power —
on/Off your VM, Go to Settings, Create a Snapshot I

and Delete your VM, Add a nhewVM or K8s.

v - -
a Virtual Machines gl Vindo
(|
. ' o |
Name: Reservation: Date Range FOWER Settings )
Memor ¥ GB
Virtual Machine name Select Reservation v Start Date End Date Cores Pow Hz
Disk b
— MIC r o 1
/ \ Create Snapshot
Search (_ Clear ) Reservation
Creation Dat
fffffff I:Ll t
m Windows _
.. Reservation: Mine Memory: 8../CPU: 4 ../Disk: 7... Creation: 15/05/2.. Profile
Server

www.worldposta.com
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3-Organization CloudEdge

a. Virtual Machines:

11. Add a new VM:

Go to Virtual Machines, then click on the “+" sign

at the top-right corner, then choose “Add VM". You @ ==

can now specify the new Virtual Machine’s Name, e @ s concs ® i
Reservation, Group, Platform, Blueprint, Host
Name and Password, Gateway, CPU, Memory,

Storage, and Description, then click on “Create”.

9 :
A Virtual Machines é B —
é Add VM

Mame Reservation: Date Range Add KBs

Select Reservation W Start Date

'd Y
- y

.- Windows
Reservation: Mine Memory: 8 . /CPU: 4 G__/Disk: 70 . Creation: 15/05/2024 m
. ' J
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N Reserva t Date Range B} AddKss h
® ® Virtual Machine name Select Reservation w Start Date . End Date
3-orgqnlzat|0n «c» (o) ClnudEdqe
Y Y o == Tilll.'dows Reservation: Mine Memory: 8 .. /CPU: 4 G... /Disk: 70 Creation: 15/05/2024 m
d. Virtual Machines: -
12. Add K8s:
Create K8s VMs
Go to Virtual Machines, then click on the “+" sign
at the top-right corner, then choose “Add K8s". . w [ grve— -
You can now add new K8s to your account, where
° Master:
you can choose the Reservation and Gateway t : .
Node: -
and specify the Nodes/Master Nodes VM by
giving it a Name, Selecting the Platform,
Blueprintt Host Name and Password, CPU,
Memory, Storage, and Description. You can also @
@ ®

specify the Number of Nodes/Master Nodes VMs
you want to create all at once, then Click on
llAddlI.

—

www.worldposta.com
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3-Organization CloudEdge
A  Reservations
b. Reservations: New
In thIS tOb YOU can VIer Upgrqde or Delete yOur ((#) status: P start Date: Pending [ End Date: Pending X Elapsed Time: Pending s

current reservations. You can also view the Status,
Start and End dates and how much time you have

Mine Custom plan
left for this reservation under Elapsed Time.
1. Click on “Details” to view the reservation where e B s B s e (e (o)
you will find:
I. Your Quota details for this reservation, like your \
VPN, RAM, Flash Disk, and No. of Cores. .

VPN

www.worldposta.com
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3-Organization

b. Reservations:

1. ii. Your Transactions history: Click on “Transactions”
to view the Transaction details, you can then go back

Mine

((-}) Status: Active b Start Date:

B endoate

Quota History h

X Elapsed Time: 245 OF 366 Days

CloudEdqge

Custom plan

i R Y
| Delete ){ Upgrade )
h" PN +

[ J °
to Transactions when you click on “Back To &Y statement: Fcnoss i oo ©; Amoun: ¢
a Statement: Renawal 'fl"; Date: 9" Amount: §
< 174

TranGCtlans . a Statement: Renawal E’.‘;‘ Date ej Amount: 3
Mine Custom plan
({-]} Status: Active b Start Date: S Elapsed Time: 245 OF 366 Days [i Delete ;] [i Upgrade ;]
[ EndDate:

Quota History
Plan: Custom plan Paid Amount: Rest Amount: 0

Paid Start on End on ﬁ
4 Back to Transactions

www.worldposta.com
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b. Reservations:

Mine Custom plan

l. III. Delete thIS ReserVthon GIOng Wlth ItS ({1]} Status: Active ’ Start Date: g Elapsed Time: 245 OF 366 Days é ( Delete )( Upgrade )

Resources: click on “Delete”, then Copy & Paste W endpate

the Name of the Reservation then click on
“Confirm Delete".

Delete Reservation:Mine
**Always copy the name of the item you are
trying to delete to guarantee error-free Enter Mine' for verification

Mine

\

operations.**

==»
_, I (=0

www.worldposta.com
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Mine Custom plan

b. Reservations: T

1. iv. Upgrade your reservation where you can: — T

i. Modify the Subscription Period, Reservation

Name, Flash Disk, Backup, RAM, Cores, Windows

And Linux Licenses, Trend Micro Deep Security, B et I s

Cortex XDR Endpoint Protection, Public Ips, and . — | s 0o

Load Balancers. _pweis /s

ii. You can also Enable/Disable Ransomware _—

Protection, PaloAlto Advanced Firewall and VPN, e . s

then click on “Upgrade Reservation”. . -

Ransomware Protection
PaloAlto Advanced Firewall

PaloAlto Advanced Firewall

VPN @
3 will be added!

www.worldposta.com
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b. Reservations:

1. v. Add a nhew reservation:

To create a new Reservation, go to the
Reservations section and click the “+" sign in the
top-right corner. Here, youll discover available
plans to subscribe to, including pre-configured

reservations or the option to customize your own.

www.worldposta.com

CloudEdqge

w Reservations

New
({-}) Status: Pending ’ Start Date: Pending . End Date: Pending E Elapsed Time: Pending
4 %,
CE-32 *o,%
$ /1 Month $
32 GB RAM 128 GB RAM
6 vCPU Cores 20 vCPU Cores
150 GB Flash NVME 1 TB Flash NVME

Mext Generation Firewall as service
Cortex XDR Antivirus (By PaloAlto)
Ransomware Protection

MNext Generation Firewall as service
Cortex XDR Antivirus (By PaloAlto)
1 GB Internet

6 TB Traffic

99.9% Availability

MNeed a plan that's tailored to your business?
look no further! our custom plans offer a
personalized solution to fit your unique

1 GB Internet needs and budget.

12 TB Traffic
99.9% Availability
@ Free support

@ Free firewall

@ Ransomware recovery 3 days

@ Free support
@ Free firewall
@ Ransomware recovery 3 days

D

Subscribe Custom now
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b. Reservations:

1.v. Add a new reservation:

Click on “Subscribe” on the Reservation you'd like
to subscribe to, then fill out the Name of the new
Reservation and click the button to select your
desired plan. Finally, click "Continue” to proceed.

** For the Custom plan, you will follow the same
steps but after customizing your plan you will
click on “Request reservation”.

CE-32 G CE-128
%
$ {1 Month $ /1 Month

32 GB RAM

6 vCPU Cores

150 GB Flash NVME

MNext Generation Firewall as service
Cortex XDR Antivirus (By PaloAlto)
1 GE Internet

6 TB Traffic

99,9% Availability

@ Free support
@ Free firewall
@ Ransomware recovery 3 days

CE-128 Details
RAM 128 GB
& vCRU

Flash MVME 1TB

CloudEdqge

G, o

128 GB RAM
20 vCPU Cores
1 TB Flash NVME

Next Generation Firewall as service Need a plan that's tailored to your business?
Cortex XDR Antivirus (By PaloAlto) look no further! our custom plans offer a
Ransomware Protection personalized solution to fit your unique

1 GB Internet needs and budget.

12 TB Traffic

99.9% Availability

@ Free support
@ Free firewall
@ Ransomware recovery 3 days

— =

B e /
- tion Name

Choose your desired plan duration.

Total amount Per period Discount

-3 1 Months 60 % OFF

www.worldposta.com
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Pricing = Add Reservation

;
b. Reservations: o

Summary

l.v. Add a new reservation:

CE-128 + contral panel

RAaM: 128/GB

After clicking “Continue,” youll review your 2

as service Cores: 20/ vCPU 1

payment details and confirm the sulbscription. B oo

_ SubTotal:

L i ¥

Discount:

Then, select "Confirm & Pay’ to proceed to the | NerromaL ;
payment page where you can enter your card = T G —
information. Finally, click "Subscribe’ to complete

the payment process.

Subscribe to CE-128

$

Pay with card

é Subscribe
www.worldposta.com



@Worldposta

3-Organization

c. Gateways:

In this tab you can View, Search for, Delete and
Add your Gateways for your reservations.

i. Add a new Gateway by clicking on the “+" sign
at the top-right corner, then fill out the data to
create the new gateway and click on “Save”.

w® G Q
Mine-segmentl
! Reservation: Mine o Subnet: i Description:

D) Create DHCP

UHCH Address

Kange Fram

UMz Address

CloudEdqge

Ly
[ | 2 v
[ | 2
Fange To *
P

www.worldposta.com
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B/ wm 0 Hi, m
c. Gateways: P— a s 2

ii. Delete a Gateway by clickingonthe @ signon

=]

Mine-segmentl

the right, then Copy & Paste the Name of the W Reservation: i [ B oescripton: /
Gateway you want to delete then click on
“Confirm Delete".

. Delete Gateway: Mine-segment1
**Always copy the name of the item you are
trying to delete to guarqntee error-free Enter ‘Mine-segment1’ for verification
operqtions.** Mine-segment]

\

— QI (o)

www.worldposta.com
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CloudEdqge

d. NATs: . / /!

In this tab you can View your NATs and Enable/

Disable and Delete them. MName Reservation Action Type source Destination Translated Service Description Status  Action
You can also Edit/ Add new NATs — N
i. Enable/ Disable the status of the Status your - B

NATSs. Click on the | ' sign under “Status” to disable
the Nat and on » to enable it.

www.worldposta.com
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d. NATs: e T

ii. Add new NATSs: e e

To Add a new NAT, click on the “+" sign at the top- = -

right corner, then fill in the data required such as
Name, and whether it's DNAT or SNAT, select the

Gateway and Gateway Address, Elastic IP e
address, Port and write a Description for your new Select Type
SNAT v

NAT then click on “Create” at the bottom.

Select Gateway -

Mine-segment1 v

selected Gateway Address”

[ 24

\

Elastic Ip *

b

www.worldposta.com
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1 NAT
d. NATs:
[ J s.
Name Reservation Action Type Source Destination Translated Servic
iii. Edit an Existing NAT: # e €=
I I I. I q n XI s I ng d Mine-snat1 Mine SNAT = - | | —— -

To Edit an Existing NAT, click onthe : sign on the M
right, then choose “Edit”. Edit your data and then T
click on “Edit NAT" at the bottom to save your

0/5
Work MName *
Mame
sSelect Type
SNAT "
Select Gateway *
Mine-segmentl W
Selected Gateway Address *
[ 2a ~

Elastic Ip *

W

www.worldposta.com
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1 NAT
d. NATs:
coo Mame Reservation  Action Type  Source Destination  Translated Servic s
lli. Delete NATSs: 7 Edit
. . . - . Mine-snat1 Mine SNAT — — -
To Delete an Existing NAT, click on the @ sign on M Oeete €= l
the right, then choose “Delete” then Copy & Paste "~ ™" R S )

the Name of the NAT you want to delete then click
on “Confirm Delete”.

Delete NAT: RDP2

**Always copy the name of the item you are trying to
delete to guarantee error-free operations.**

Enter ' RDP2 " for verification

RDP2 €=

www.worldposta.com
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A VPN —
e. VPN:
1.i. Add a new SSL/TLS VPN Connection:
To Add a new VPN, click on “Create VPN" or click Cloud
on the “+" sign at the top-right corner. By WorldPosta

your first VPN to start working.

C==

-

2 © B ©

«<
www.worldposta.com
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e. VPN: . — :
1.i. Add a new SSL/TLS VPN Connection: —> o
You can now choose the Reservation, Users, and — .
Gateway [+
Gateway for your VPN and click on “Save”. — _

*Notes: — &
1. Usernames must not contain any spaces or

Add New Users
special characters. Add Gateway -
2. Once you click on “Save”, it takes 15 minutes ¢
. . Mine-segment [ ] Pazswoed*
until your VPN is created and ready for use. s € ®
, L —> & (Comemarammon )
3. if you change your password, it might take a few
minutes to reflect, you will see the progress in
Remote Access VPN GlobalProtect Client is available here.
“Status”. T

VPM Name: MineZ Creation Date: May 15, 2024 Status: In Process 10

Resérvalion Name: hine ‘

www.worldposta.com
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4 ¥ > ThisPC » Downloads » v & | Search Downloads Je
eo VPN: Organize ¥  New folder -
1.i. Add a new SSL/TLS VPN Connection: o
Once your VPN has been created, you can now View e
your VPNs and download Global Protect Client from ey
the top-right corner when you click on “Available e v

here”. Once it's been downloaded and installed,
~ Hide Folders — Cancel

open GlobalProtect Client from the taskbar.

47 paloalto’ | GlobalProtect

Disconnected

www.worldposta.com
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e. VPN: % paloalto’ | GlobalProtect [= | “paloalto | GlobalProtect

— Settings

—> |lI

1.i. Add a new SSL/TLS VPN Connection:
Now click on the = sign at the top-right corner,

then click on “Settings”.

- -
Disconnected Disconnected
Enter the portal address to connect Enter the portal address to connect
and secure access to your and secure access to your
applications and the internet. applications and the internet.
Portal Portal

Enter IP address or domain |

www.worldposta.com



@Worldposta

3-Organization

CloudEdqge

ettings

e VPN° % | GlobalProtect
o [ J

Status

Connections Not Connected
1.i. Add a new SSL/TLS VPN Connection: :

Please select a portal below and enter your user credentials to connect.

#% Troubleshooting

Now click on the €) sign and insert your Public IP & Notifctions

Address (you can find it under your VPN) then imfpﬁ
click on “Add".

Manage Portals ﬁ (4]

7ML EIRI NS Add Portal Address

. Enter Portal Address
Jll Connections

: ‘ pur user credentials to connect.

#% Troubleshooting

A Notifications ﬁ Cancel (4]

L Host Information Profile

© About

www.worldposta.com
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e. VPN:

1.i. Add a new SSL/TLS VPN Connection:

After you add your public IP adress, click on "Connect”
then you will see a “Show Certificate” Option, click on
it and it will open the certificate installation window,
click on “Install Certificate”.

www.worldposta.com

M Certificate

General pDetails  Certification Path

ﬁ Certificate Information

o Al issuance policies
o All application policies

This certificate is intended for the following purpose(s):

Issued to:

Issued by:

Valid from to

ﬁ Ensmll Certificate...

Issuer Statement

Ik

CloudEdqge

4/ paloalto’ GlobalProtect

The certificate is not
signed by a trusted certifcate
authority,

We recommend that you do not
continue because your security might
be compromised.

Show Certificate; @

Cancel
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e.VPN: d

1.i. Add a new SSL/TLS VPN Connection: Welcome to the Certificate Import Wizard
Choose "current User"’ then CIiCK on "Next". Choose This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

‘lplace q" CertificateS" in the fO”OWing Store"’ then A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

click on “Browse”.

Store Location

X ﬁ (®) Current User

m (O Local Machine

To continue, dick Next.
Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate C |
é ance

(®) Place all certificates in the following store h
Certificate store:

Browse...

é E’ Cancel
www.worldposta.com
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e. VPN:

1.i. Add a new SSL/TLS VPN Connection:

After clicking on “Browse”, choose “Trusted Root
Certification Authorities” then click on “OK"”, then
“Next” then “Finish” and now click on “Yes"”, then

“OK"
[~ 1]
[ J

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

Windows cannot validate that the certificate is actually from
i “. You should confirm its origin by contacting
( .. The following number will assist you in this
process:

Thumbprint (shal):

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click

“Yes” you acknowledge this risk.

Do you want to install this certificate?

|Instal Certificate...| | Issuer Statement

—> [«

£* Certificate Import Wizard

Certificate Store
Certificate storas

Select Certificate Store

Windows cd  Select the certificate store you want to use. by a location for
the certi
O Aut . | Personal A | Ertificate
@ Place jf Trusted Root Certification Authorities
| Enterprise Trust
Certi {_| Intermediate Certification Authorities
_| Trusted Publishers _m
et d I Intricted Carctificatec N
4 >
[Jshow physical stores
s e

ﬁ Cancel

CloudEdqge

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,
You have spedified the following settings:

[e=g it SR R L I Trusted Root Certification Authorities

Content Certificate

ﬁ Cancel

www.worldposta.com
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oh

N
%
g
@
o]
o
9
0
-
O
—y
(1]
(g}
—_
Il

#s paloalto | GlobalProtect

o

General Details Certification Path

e.VPN:

fa,g Certificate Information

1.i. Add a new SSL/TLS VPN Connection: g Y e

After installing the certificate, go to GlobalProtect and ‘% Enterlogi credentil
enter your Username and Password (which you o @ et Usemame

created when you created your VPN) then click on connected L Passuord bl

“Connect”. You should now be connected successfully.

Disconnect C$el
- |

www.worldposta.com
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e.VPN:

1.i. Add a new SSL/TLS VPN Connection:

Another way to set up your certificate is to
click on the sign at the top-right corner,
then choose "“Export Certificate”, this will
local

download your certificate to your

machine.

Remote Access VPN(SSL VPN) GlobalProtect Client is available here.

VPN Name: Creation Date: Status: Commited )
Reservation Name: Certificate Expire: Public IP:

CloudEdqge

. ave AS

— v N ; > ThisPC > Downloads » v O Search Downloads L2

Organize v New folder - e

A Jarme 2t _ .
v [ This PC Name Date modified Type

. 3D Objects
B Desktop
= Documents

> < Downloads
D Music

Today (1)

Earlier this month (1)

= Pictures
B Videos

::_ Local Disk (C] v < >

File name: | certificate o

Save as type: Secunty Certificate v

~ Hide Folders == Save Cancel

www.worldposta.com
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e v P N ° Do you want to open this file? General petails Certification Path
[ ] [ ]

Name: C\Users\Admin\Downloads\certificate.crt

1. i. Add a new SSI.ITI.S VPN conneCtion: A" bublisher: Unknown Publisher G Certificate Information

Type: Security Certificate

This CA Root certificate is not trusted. To enable trust,

Open ycur Certiﬁcate, Ond then C“Ck on "Open" to From: C:\Users\Admin\Downloads\certificate.crt install ths certificate in the Trusted Root Certification

Open Cancel

bypass the security warning , then click on “Install -

{4 Always ask before opening this file

Certificate”, choose “Local Machine” then click

I‘ll While files from the Internet can be useful, this file type can potentially Issued to:
u ” . . o o ° \J harmyour;ompmer._lf):uu do not trust the source, do not open this
Next” , it will ask you for Administrative access so 7 software Whats the it tssued by

click on “Allow” and then proceed with the rest of x Vald from to

‘a

the steps just like the previous process.

Welcome to the Certificate Import Wizard |1nstal Cerhﬁcate...| e

This wizard helps you copy certificates, certificate trust ksts, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains nformation used to protect data or to establish secure network m
connections. A certificate store is the system area where certificates are kept.

Store Locaton
(O Current User

@) Local Machine This PC » Downloads

To continue, dick Next.

™y
v Today (1
== y (1)

certificate

Security Certificate
-(nl!. Cancel a 1.04 KB

www.worldposta.com
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e.VPN:
1. ii. Edit an SSL/TLS VPN Connection:

To Edit a VPN, click on the
choose “Edit”, you will then need to enter a 6-digit

sign on the right, then

code you will receive on your email , then click on
“Submit”.

o
CloudEdqge

Remote Access VPN(SSL VPN) GlobalProtect Client is available here.

VPN Name: Creation Date. Status: Commited

Reservation Name: Public IP:
ﬁ o Edit

£ Renew Certificate
B Export Certificate

W Delete

Confirm Reset Password:

Please Enter The Code that you have recived via email :

www.worldposta.com
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VPN
e.VPN: -
1. ii. Edit an SSL/TLS VPN Connection:
After writing the 6-digit code you received, you ” — o©
will be able to access and edit your VPN where o0
Gateway o
you will find:
0]
1. Users: You will be able to: —

a. Add new Users by clicking ton the “+" sign

: " Add New U
on the right and then assigning a Username e
and a Password (You can also use a generated
Username *

password by clicking on “Generate Password”)
for the new User then clicking on “Add"”. Jeorname e

Password *

€— ©

L | Generate Password )

www.worldposta.com
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VPN

e.VPN:
1. ii. Edit an SSL/TLS VPN Connection: fesenation e

1. Users:
b. Change a User's Password by clicking on theZ
sign next to the user. Enter the new Password, then Gateway

EN
= © & ©

click on “Change Password”, then click on “Save”.

—> &

— New Password

-

www.worldposta.com
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VPN
e.VPN:
1. ii. Edit an SSL/TLS VPN Connection:
1. Users: o
b. Change a User's Password by clicking on the i 40—
sigh next to the user. Enter the new Password, then . -
click on “Change Password”, then click on “Save”.
@
D <—

*Note that you cannot delete a user if there are

no other users®*.

www.worldposta.com
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i J

e.VPN:
1. ii. Edit an SSL/TLS VPN Connection: .

2. Gateways:

a. You will be able to Select/Unselect a Gateway
when you click on the “+" sign on the right, make
your selection, then click on “Add".

b. You can also Delete a Gateway by clicking on the 1
sign next to that Gateway, then as always, click on
“Save”.

www.worldposta.com
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Remote Access VPN(SSL VPN) GlobalProtect Client is available here.
e.VPN:
1.iii. Renew/Export Certificate: | - -
. . V::le:::r::l..l . CLeait;on :Date. Status: Commited a
a.To Renew a VPN Certificate, click on the sign A e

Renew Certificate

on the right, then choose “Renew a Certificate”,

Export Certificate

however, please note that if you click on “Confirm”,
the old Certificate will no longer be valid. .
b. To Export your VPN Certificate,

click on the sign and choose “Export Certificate”, and

it will be downloaded on your device.

www.worldposta.com
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Remote Access VPN(SSL VPN) GlobalProtect Client is available here.
e.VPN:
1.iv. Delete an SSL/TLS VPN Connection: Vo e G Creston e —
To Delete a VPN, click on the : sign on the right, then i
choose “Delete” then Copy & Paste the Name of the — & B

VPN you want to delete then click on “Confirm i Sl

Delete”.
Delete VPN:
**Always copy the name of the item you are trying

to delete to guarantee error-free operations.** | S
For Verification

I\ Cancel J

www.worldposta.com
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aw IPSec VPN é
e. VPN:

2.i. Add a new IPSec VPN Connection:
To Add a new VPN, click on “Create VPN"” or click Cloud
on the “+" sign at the top-right corner. By WorldPosta

your first IPSec to start working.

C==

-

Add IPSec VPN

General :
Name * Pre-shared Key * Reservation *

Name Password B Select Reservation v
End-Paoints :
Public First L b

Se L
Remote Ad slp* R bnet

R ess Ip
IKE Profile :

Encrypti Digest

IKE W2 v AES 128 v SHA1 w

IKE Diffie-Heliman Group * Association Life Time (Seconds) *

www.worldposta.com
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General : h

Name Pre-shared Key Reservation *

ed Key WEEEMELon
[ J
® Y MName Password @ Select Reservation '

End-Points : h
2.1. Add a new IPSec VPN Connection:

Now fill in the following: General, End-Points, IKE ...
Profile, Tunnel Profile, DPD Profile, and Firewall -
Policy and Group for your VPN and click on “Add".

Tunnel Profile : 6—

Enable Perfect Forward Strategy o Defragmentation Policy * Tunnel Encryption Type *
IPSec VPN v @ ~ f yption Ty
Copy b AES 128 '
Tunnel Digest * Tunnel Diffie-Heliman Group Association Life Time (Seconds) *
Reservation Name: Mine SHAT hd Group 2 o 86400
DPD Profile : (=
New IPSec
DFD Mode * DFD Retry * DPD Interval *
Periodic W 10 60
Public IPs : Remote IPs :

Firewall Policy and Group e—

Create automatic firewall policy and group

Groups Subnets,|IPs

www.worldposta.com
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e VPN. Reservation Name: Mine <

2.1i. Editan IPSec VPN Connection: Hewlpses i

To Edit a VPN, click on the : sign on the right, then b e Remotel p sttt

choose “Edit”, you will then need to enter a 6-digit | [Z Edit G

[l Delete

code you will receive on your email , then click on
“Submit”.

Q Please Check Your Email Address %

After entering the code, you will find the same

information you had during the creation process
MFA Confirmation:

which you can edit, just make sure you click on

Please Enter The Code that you have recived via email :

“Update” once you're done

Y. Y=

www.worldposta.com
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IPSec VPN

e.VPN:

2. iii. Delete an IPSec VPN Connection:

Reservation Name: Mine

New IPSec v

To Delete a VPN, click on the @ sign on the right, —
then choose “Delete” then Copy & Paste the Name @ statistos

[# Edit

of the VPN you want to delete then click on “Confirm L .

Delete”. You can also choose whether to delete the
Policy and Group associated to the VPN, by checking
the box next to them. Delete IPSec: New IPSec

**Always copy the name of the item you are trying Enter New IPSec’ For Verification

to delete to guarantee error-free operations.**
New IPSec

4 ™
— (_ Cancel )

www.worldposta.com
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@ 1Psec VPN

e.VPN:

2. iv. Statistics on an IPSec VPN Connection:

Reservation Name: Mine

To check the traffic statistics/status on an IPSec VPN o
connection, click on the : sign on the right, then
choose “Statistics”, you will find information on the
VPN connection.
Statistics

IKE Status NEGOTIATING

Loca Remote
Subnet Subnet Facketsin FPacketsOut

0 0

CloudEdqge
é Ef Statistics
Edit
Delete
|KE Error
Bytesin BytesOut DroppedPacketsin DroppedPacketsOut
0 0 0 0

www.worldposta.com
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f. Firewall: § __ e

in this tab, you can manage Groups and Policies rloudsdee

related to network firewall settings. This allows you to 'T = e

define and control access rules, by specifying which -

connections and communication are permitted and ¢ ... -

which are restricted or blocked. s Gows

T —
Q@  ReservedIP

www.worldposta.com
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) Firewall Groups Search Q.
f. Firewall: T
i. GI‘OUPSZ B Groups

Manage your groups by Creating , Editing, or
MName Reservation Description Actions

Deleting them:

B IPSecGroup-test Mine Created for the IPSec VPN test

1. Create a new Firewall Group:
To Create a new Firewall group, click on the “+" sign
at the top-right corner, this will open the Group's

é Main Info Members Ps
properties. Within the "Main Info™ tab, you can define

Group Mame

the Group's name, indicate the Reservations to

which it will be added, and provide a Description, S

then click on “Save”. Mine v
Description

www.worldposta.com
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|

Main Info Members IPs

f. Firewall:
i. Groups:

1. Create a new Firewall Group:

Filter

in the Members tab, you can Add members to the

Select Type... b

group and filter them by VM, Gateway, or other T
Groups, then click on “Save”. + PSechoupiest o

+ wedows (i G—

P

www.worldposta.com
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f. Firewall:
i. Groups:

1. Create a new Firewall Group:
in the IPs tab, you can Include specific IP addresses,
subnets, or IP ranges, then click on “Save”.

Main Info Members Ps —_—

You can add IP, subnet and range of IPs

www.worldposta.com
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f. Firewall:

i. Groups:
2. Edit a Firewall Group:
To Edit a Firewall Group, click on the sign, then

choose “Edit”, this will open the Groups properties,
allowing you to make changes. Afterward, click "Save™

to apply the changes.
BB Groups
Mame Reservation Description
[# Edit €=
[ IPSecGroup-test hiine Created for the IPSec ! Delete
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° A Firewall Groups Search Q +| s

f. Firewall:

1. Groups: B Groups

3. Delete a Firewall Group:

To Delete a Firewall Group, click on the : sign, then Name Reservation Descript :

Edit
choose “Delete”, then click on “Confirm". 85 Psectroupies vine cesedls T pelete

Deleting

Delete Group:IPSecGroup-test?

— ' Confirm ' Ii Cancel }'
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»
O

f. Firewall:
ii. Policies:
This tab allows you to View, Search For, and Edit

& Firewall Policies

Reservation Name:

Policy Name

Your Firewall Policies, where you can specify the
machine to which you want to apply your Policy and .
define the type of Rules you wish to implement.

Policy Name: Default

default_rule Any Any Ay Drop [ ]
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f. Firewall: R )
ii. Policies:

Reservation Name:

1. Create a New Policy:

To Create a new Firewall policy, click on the “+" sign,
this will open the Policy’s properties. You can now
enter the Policy name and choose the Reservation =
you're dpplying this policy on, then click on “Add
Rule”.
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i J

Source

f. Firewall:
ii. Policies:
1. Create a New Policy:
Now you can Enter a name for the Rule, choose the O IPSecGroup-test
Source Group or Groups and Private IPs that you will
have this rule applied to, then make sure to click

“Save” after you're finished.

Source
N S L t Ser A St
Groups IPs
Groups Arry Any Allgrw v D H
T can add ip,subnet and range of ips
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3-Organization CloudEdge
f. Firewall: Source

ii. Policies:

1. Create a New Policy:

Now Choose the Destination Group or Groups and 0 1PSecGroup-test

Private IPs that you will have this rule applied to,
then make sure to click “Save” after you're finished.

Source

Groups Private IPs @
’ can add ip,subnet and range of ips
Name Sources Destinations Services Action Status
3 Private Ips Private Ips Bow ® =
RDF ROP Allow ~ [nd
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Ports

f. Firewall:
ii. Policies:
1. Create a New Policy:
Now Choose the Service that you want this rule «—
applied to, then make sure to click “Save” after  °
you're finished. -
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f. Firewall:
ii. Policies:

1. Create a New Policy:

Choose the Action that you want to apply to this rule
and Enable/Disable the Status then make sure to
click “Save” after you're finished. You can also
Delete the Rule by clicking on the TiJ sign.

t \ctio t
————Private |ps—————— ————Private |ps—— Allow v
Drop T T
Reject
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&« Firewall Policies

f. Firewall:

ii. PO“CieSI Reservation Name:

2. Edit q PO"CY: Policy Name : —
TO Edit G FireWG” POIicy, CIiCk On the Sign, then Rule Name Source Destination EJ" Edit E -nabled
choose “Edit”, this will open the Policy’s properties, ROP - - @ Delete o
allowing you to make changes. Afterward, click Policy Name: NetPolicy

Policy Name: Default

"Save” to apply the changes.

www.worldposta.com



WorldPosta
APy o
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&« Firewall Policies

f. Firewall:

ii. POIiCies: Reservation Name: v
3. Delete a Policy: Policy Name = B e—
To Delete a Firewall Policy, click onthe '  sign, then e e peinetet @ e B
. o RDP . = I Delete @ °
choose “Delete”, then click on “Confirm”.
Policy Name: NetPolicy P
Policy Name: Default >

Deleting

you want to delete this Policy (N y)!

— ' Confirm ||< Cancel ;}
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#  IP Addresses a Z
dg. Reserved IP: T
In this tab, you can View and Reserve public IP Elsicl(iiiusses
Addresses.

IP Address : Reservation Name:

To Reserve a new IP Address or Addresses, click on

the “+" sign at the top-right, then choose the

reservation you want to reserve the public IPs on
and how many, then click on “Save”. After that you
will be asked to “Confirm” you want to add the
Public Ips.

Are you sure?

You will be charged for adding multiple ips for the same
reservation.

ﬁ m [ cancel
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d. Reserved IP: .
After you click on “Confirm”, you will be Q... e
redirected to the Invoices page where you will _
find the Invoice for your operation. Click on
“Confirm & Pay”, then you will be redirected
to the payment page where you can insert |
your card information and pay. o
&—
o,

Summary

SubTotal: S

Discount: S :

NET TOTAL: S
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a uled Tach —
h. Scheduled Tasks:

In this tab, you can Schedule Tasks and create
sets of actions to be employed as scheduled

Scheduled Tasks

tasks.

I.Tasks : From the Tasks tab, you can manage
and configure scheduled tasks, including
Viewing, Adding, Editing, Disabling, Deleting,
and Viewing Task Logs, as well as Specifying
Task Actions and their Execution Schedules.

1. Create a new task: click on the “+" sign at
the top-right corner.
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i J

a Tasks Manage Task

h. Scheduled Tasks:

i.Tasks:
L] ! @

1.Create a new Task: Select a Reservation for your

task, then enter a Name and a Description. You

can also decide to either Activate or Deactivate

the task by clicking @D on the sign next to Active, o) e © rcive o

then click on “Add Task Detail”. Conrone ) QEZID

*Please note that changing the reservation after
task setup will reset task details*

Are you sure?

changing reservation means losing task details!

—> (" contim )
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Task Detail

h. Scheduled Tasks:

I. Tasks:
1. After clicking on “Add Task Details”, you will be

able to:

a. Choose the Object that the task will be applied
on, like Virtual Machines, NAT, and Policy Rule
and then choose one of its corresponding objects.

Task Detail
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Task Detail

h. Scheduled Tasks:
i. Tasks: — . - -
1. After clicking on “Add Task Details”, you will be

able to:

b. Choose the Action you want to perform, like taking v
a Snapshot, Power on/off Enable/Disable, Allow,Drop —
or Reject. -

*Note that in case you choose to take a Snapshot,
you will be asked to set a number for how many
Snapshots you want to be taken.*

10 (—
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h. Scheduled Tasks:

I. Tasks:

1. Once you've selected the Objects and Actions,
you can proceed to configure additional Task
details, including Recurrence frequency (Daily,

Weekly, Monthly, Annually), the number of times Time @ Active

the action will be executed (Recurring Value), i .],
Start and End Dates, Recurring Time, and task ‘T‘ ~ ¢ s
Activation Status, you can then go ahead and B Coce st

click on “Save”.

Add Task Detail @D Active

Action / Group: Power On  Recurring: Daily Object Type: Object: Start: Recurring Time : 1 PM
@ p g ject Typ j g

r ; ™
p. : ey
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h. Scheduled Tasks:
° ® Task 1 Reserva tion: ﬁn
I. Tasks: e o oy o - | )
2. To Edit a task, go to the main tab and
click on the | sign, you will see the options 0

to Edit, Enable/Disable, View logs or Delete

Scheduled Tasks

this task. You do this to the entire task or

Just G Slngle GCtlon. .Power On Reservation:
@ Action / Group: Power On  Recurring: Daily Object Type: ! Object: z:::t: . Recurring Time : 2 PM ﬁ n
. TaSk 1 Reservation:

www.worldposta.com



@Worldposta

3-Organization CloudEdge
Add Action Grou
h. Scheduled Tasks: p
ii. Schedule Groups:
In this tab, you can create a collection of actions Group 2 v
grouped under one category, which can later be —

utilized as a single task.
1. To Create a Group Task, click on the “+" sign at the
top-right corner, then set up the Name, Object Type

and Action, then click on “Add Detail”. You can Add Max Count

as many actions as you want under the same —_

Object, if you want to discard an action just click on .

the T sign next to it, after you're done click on l

V7| v II.

Save ComeD) 2B
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h. Scheduled Tasks:
ii. Schedule Groups:

2. To Edit or Delete a Group Task, click on the
then click on “Edit” or “Delete”, then click on “Save”

sign

or “Confirm”.

Edit Action Group
Name Object Type
W
Details (  AddDetail )
Action MaxCount
b 10

Action Max Coun

Snapsh 10

Power On

(  Close ) n

i J

CloudEdqge

|
é @ Edi

i Delete

Max Count: 10

Max Count: 0

Are you sure?

You will Delete (Group Task 1) Group.

— R Confirm .( Cancel )
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I. Running Tasks:

In this tab, you can find any tasks that takes time and
that's been set to run in the background like Virtual
Machines Creation, Gateway Creation ...etc.

aw Running Tasks

Mine

o Title: Create VM Test o Status: running
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Thank You

Looking forward to a fruitful cooperation with you.

+1 (647) 556-6256
iInfo@worldposta.com
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