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SURFACE, DEEP & DARK
WEB INTELLIGENCE

CTM360 ingests large volumes of data
from the surface, deep and dark web, with

a focus to detect potential threats targeting
your organization, its brands, executives
and digital assets

CTM360 CYBERBLINDSPOT includes:

e Surface, Deep and Dark Web BUSINESS BENEFITS

Derive specific value relevant to your
organization with findings across:
Social Media Fraud (Brand
Impersonations, Infringements)
Phishing & Cyber Evil Twin Sites
Financial & Investment Frauds
Leaked Credit Cards
Email Fraud
Crypto / Binary Frauds
Breached Credentials
Leaked Data
Hacker Chatter
Unauthorised Associations
Social Engineering Vulnerabilities

e Proactive Indicators

e Early in the Kill Chain
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PLATFORM
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Tailored Intelligence

Cut through the noise and detect all fraudulent,
suspicious or malicious incidents impacting your
organization, brand, executives and digital assets.

Internet Intelligence

Comprehensive, aggregated threat
intelligence that enables you to conduct your
own due diligence. Investigate and keep
track of global feeds and data-sets including
DNS, WHOIS, Carding Shops and more in a
consolidated view.

SPECIFIC & RELEVANT TO YOU

FEATURES

e URL Intelligence ¢

Enables threat hunting on potentially malicious URLs, with

the ability to pivot across data-points. This pivot feature

allows CTM360 to identify phishing and malicious websites o
using common patterns in DNS records, page requests,

cookie fingerprints, etc.

e Campaigns °
Event-themed intelligence on threats associated with

particular campaigns that have global or regional
significance.

e Industry News

Trending news related to Cybersecurity via 1000+ data
feeds.

DeepScout

DeepScout rapid investigation for Email Header analysis.

IntelliStream

Searchable data sets including Historic WHOIS, Pastebins
and Big Datasets.

SSL Lookup

SSL Certificate Lookup of Issue and Expiry dates.

Carding Shops

Inventory of Carding Shops selling Credit Card credentials,
BIN numbers etc.

and more.
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