ifaceX

faceX is a secure and scalable enterprise interface exchange and monitoring platform

that transfers big data from one endpoint to another, such as REST APIs, databases,

CSV files & mails with interfaces like HubSpot, PayPal, AWS S3, Spatify or financial AP,

etc. Moreover, it sSimply executes any process or even programming code that can be I a Ce
monitored as well. Processing can be customized all-including flexible target field

mapping based on formulas and data mapping through a dragn'drop user interface.
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R’ ifaceX

B Run your Interface Processors (IPs); all atonce, as many as you wantor a single IP

B Cxecute the IPs in different modes (serially/atomic/parallely) & configure processing

B Besides sending datato REST, databases, CSV and mails etc, you can run and any system program or code
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B ifaceX Scheduler S— v

& > © o o O1® A 9400

B RunifaceX as a server that executes IPs with ifaceX Web™

Operations, Monitoring & Alarming
an intermal scheduler (Quartz Scheduler) Processors

ACTIONS
Interface Processor «016-rest-in-iex-upcoming-events»

Edit Interface

r0Cessor

Description: at 04:21 every day between 1and 3 at Apriland May months

Name 4 016-estiniexupcoming-events
Path {fullprod}/016-rest-in-iex-upcoming-events.ifacex
=Sl Mode Serial
Second o
terface Minute 2
®@®® | ifaceX Web - Processors. x  + v Hour 4
<> e [ O© nhttp/localhost:8778/enftasksfindex 619 A S e 0@ e ® = O L
Month Offfear 45
Processors
Day Of Whek ?
ACTIONS i :
Interface Processors fener *
New Interface F e
Day  Month Day Last Statgs .
Search: of of of Last
s Name Second Minute Hour Month Year Week Year Active? Log  Status LastExecuted Actions Last Execpited
001-1estin-hubspot-products 0 1 N » N 2 N X 00 . 2024-07-22 2300:08 View Edit Delete Run Alamtixeehokl 8
- 002-estn-hubspot-companles o 2 s+ o+ s+ 2« x oo @ w2800 View Edit Delete Run Error coufter 0
002-rest-in-hubspot- 002-7estin-hubspot-contacts 0 3 1 - - 2 - x . View Edit Delete Run Created 2024-07-1916:06:40
companies 002-1estin-hubspot-v3-companies 0o 4 s @ - 2 o x o @ eor2:180400 View Edit Deleto Run (i) CRASEESD
002-rest-in-hubspot-v3-contacts 0 5 * * * ? * x [ ] . 2024-07-23 1805:00 View Edit Delete Run Qi@ R G e -
003-1estin-paypalix 0 6 o a x 2 5 x o0 @ 24072201 View Edit Delete Run
004-estinthomson-reuters o 7 - @ - 2 B x o @ weormsow View Edit Delete Run
008-estinstripe 0 8 x N x 2 * x @ @ 200723180800 View Edit Delete Run |
i 009-festin-spotify 0 9 * * * @ * x o . 2024-07-23 18.09.00 View Edit Delete Run admin A
012-estin-coindesk o 0« @ - 2 N x o @ eor2:8100 View Edit Delete Run
015-+estin-football-data 0 n * * * ? * x [ ) . 2024-07-23 18:11:00 View Edit Delete Run
016-est-in-iex-upcoming-events 0 21 4 1-3 45 ? * x . View Edit Delete Run
016-1estin-ex-us market-volume 0 2 " . 2 o x @ View Edit Delete Run
017-estinquandttables 0 28 » N x 2 « x o @ wor2:17230 View Edit Delete Run D) escri pt| on:
017-rest-in-quandl-time-series 0 24 * * * ? * x [} . 2024-07-23 17:24:00 View Edit Delete Run '
[T e— 0 B o« a + 7« X © @ 2ewmuwsm  VewdiDdesin Every 10 seconds at 48 minute at 4 hour every day
061-estin-SWIFT-B1BA 0 2% x N x 2 « x o0 @ uorwnua View Edit Delete Run ;
[T——— P B S — between 1and 3 at Apriland May at 2027 and 20371.
081-estin Saferpay Pay hods 0 8« @ “ 2 o x o @ om0 View Edit Delete Run
099 -estin-autumo-faceX-Web-IPCs 0 2 N * 2 « x oo @ 20722017 View Edit Delete Run
last >>
Page 1 of 2 | showing 20 record(s) out of 26 total




B ifaceX Web

B Schedule and survell your Interface Processors in detail with the scheduler
B Access Interface Processor data (e.g. status) per JSSON REST
® Operation monitoring and alarming with threshold levels (Email, SMS & Phone call)

B Available roles: Administrators, Operators & Controllers

ee— o
To: alarming@autumo.ch \ abc [ Y————— 619 48 *006 &=
From: ifacex.web-mailer@autumo.ch D < =5 [Spp— Monitor Reffesh (41s) @ e
Subject: ifaceX Web *** ALARM ***

ifaceX Web

ifaceX Web Alarm!

Interface Processor 'Exec' reached its alarm threshold of '3!

® 2022-today autumo GmbH




-CVEAPI-

ifaceXStudio

(e0e JSON Formatter

ifaceX Studio

Configure | Develop B
' your IPCs within a GUI
Configure your ifaceX ®

installation and test your IPCs

Hoat: JSON data path: pachorogti2.150 = JSON Formatter { }
. JSON sub path:
e e o — :
2 "resu‘ltsPerPage": 3,
= e v 3| retartindex: o,
Gant e N st . | e L,
Authentication Host: (used for oauth) 7 "timestamp”: "2024-07-24T16:08:02.657",
‘ [t §| vgreenteen
9
[ | A 1 "ove": {
Ot 0 P "id": "(VE-2021-45046" ,
Clseor: | |esRes 2 "sourceldentifier": secuntma:he s,
jnation; Last 13 202! -14T19:
Encryption: | 0: nore < IO Y NIST - CVE APt 1 "2024-06-27T19: 09 527"
15 ‘Analyzed”,
Lol JSON after ID; refeence to - o e
[ee—— H Sohctonue": 2070522,
1 “cisaRequiredAction”: "Apply updates per vendor instructions."
» | “cisaVulnerabilityName”:
APl key name: "Apache Log4j2 Deserialization of Untrusted Data Vulnerability”,
n "descriptions”: [
L 2% 2 {
2
B 0: none - 3| # Title: National Vulnerability Database by NIST - CVE API - Vulnerabilities m valu
¢ testr 20 "It was found that the fix to address CVE-2021-44228 in Apache Logdj 2
Authentication URL: At host, e.g. api) 1 .15.0 was incomplete in certain non-default configurations. This could
I | Aditional hoaders: gle Caz=e . . allows attackers with control over Thread Context Map (MDC) input dat.
o A ? i i a when the logging configuration uses a non-default Pattern Layout wit
8l # h either a Context Lookup (for example, $${ctx:loginId}) or a Thread C
o[ # The CVE API is used to easily retrieve infornation on a single ontext Map pattern QG Xadc, on WDC) to craft milicious input datau
1] # CVE or a collection of CVE from the NVD. sing a JNDI Lookup pattern resulting in an information leak and remote
11| # 207,187 CVE records. Because of this, its APIs enforce offset- =
12| # based pagination to answer requests for large collections.
13| # Through a series of smaller \u201Cchunked\u201D PESpDnses :ontrolled
B onr oot 1) # by an offset startIndex and a page linit resultsPeréage u
Paging parameter name: Only one value is used! 15| # may page through all the CVE in the NVD. = ;
vdu— uls za
e 1| # Try it out manuall ojele) . g “lang": "es®
18| #  https://nvd.nist.. gw/vuln/sear:h I "value '
I . . ‘ x x "Se descubri6 que la correccién para abordar (VE-2021-44228 en Apache H ‘!
o Log4j versiones 2.15.0 estaba incompleta en ciertas configuraciones no IfaceXStUdIO
2| # Open New Close Configuration predeterminadas. Esto podria permitir a los atacantes con control sob taceX.
22| # Author: autumo GmbH
2| # ate Tue Feb 14 61:36:26 GET 2623 p— o
;2 Launching external ifaceX test instance...
2
= INFO 18:11:24.333 : //////// AW
20| #- Reader - INFO 18:11:24.339 : //////// ifaceX application starting . AN
30 source_interface=rest_in INFO 18:11:24.339 : **** Maximal '1000000" interface processors allowed'. **+*
3 INFO 18:11:24.339 : #### 1ifaceX running in SERIAL mode. ####
bl P INFO 18:11:24.359 : ++++ BATCH PROCESSOR is running in SERTAL mode. ++++
» INFO 18:11:24.361 : **** ifaceX interface processor ['021-rest-in-NIST-Vulnerabilities.ifacex'] running... ****
dest nati M: r( ut, 'l out
e b R INFO 18:11:24.517 : ---- READING source entity '*: apuche'logA] ' with 'rest_in'. ---—-
% DEBUG 18:11:24.526 : READER 'rest_in' - first call:
37| #o-nn---- Source Entities hetps://services.nvd.nist.gov:443/rest/ json/cvesa/2. 07v\rtua1Mat:hStrlng>cpe 2.3:*:apache:1og43:2.15. @&startIndex=0&resul tsPerPage=20
38| process_source_entities=*\:apa il\:jackson: DEBUG 18:11:25.550 : READER 'rest_in' - first call: GET -> answer: HttpResponseProxy{HTTP/1.1 404 [content-type: text/html;charset=IS0-8859-1, vary:
3 Access-Control-Request-Headers, x-frame-options: SAMEORIGIN, access-control-allow-origin: *, access-control-allow- headers accept, apikKey, content-type, origin,
E x-requested-with, access-control-allow-methods: GET, HEAD, OPTIONS, access-control-allow-credentials: false Wed, 24 Jul 2024 16:11:25 GMT, content-length:

Reader: csv._:
csv_in_*\:apache\:Log4j\ eldsmcve. id, cve.wilnStatus, cve. Lastik
csv_in_*\:fasterxnl\: Jn:kwn-datnb\nd\ 2.13.4Fields=cve. id, cve.vulnStc
csv_in_delete_files_aFter_processing=no

lat
y{[Content-Type: text/html;charset=IS0-8859-1,Content-Length:

169, apikey: No, stri p y: 169, Chunked:
falsel}}

FRROR 18:11:25.574 : **** Couldn't execute ifaceX interface processor ['021-rest-in-NIST-Vulnerabilities.ifacex'] ! *#+*

CREOR 18:11:25.582 : **** ifaceX interface processor ['021-rest-in-NIST-Vulnerabilities.ifacex'] FAILED ! **** ch.autumo.ifacex.reader.ReaderException: READER

"rest_in': Couldn't execute client request: '/rest/json/cvesa/2.0?virtualMatchString=cpe:2. pache:10g43:2.15.0&start Index=0&resul tsPerPage=20" at page '1' of
1"

Response Header:

content-type: text/html;charset=IS0-8859-1

vary: Access-Control-Request-Headers

x-frame-options: SAMEORIGIN

access-control-allow-origin: *

access-control-allow-headers: accept, apiKey, c pe, origin,
access-control-allow-methods: GET, HEAD, OPTIONS P
access-control-allow-credentials: false ‘

date: Wed, 24 Jul 2024 16:11:25 GMT .
content-length: 169

apikey: No

strict-transport-security:

Response Body:
<html><head><title>Web Services</title></head><body><h2>NVD Web Services Endpoint</h2><h3>0.3</h3>Available at: TBD<ul><li>Initial public

draft</1i></ul></body></html>

reader. rest.RESTReader . read(RESTReader . java: 620)
Processor. run(Processor. java: 400)
App.execute(App. java:1103)

App.execute(App. java: 718)

App.main(App. java: 1398)

ifacex.
ifacex.
ifacex..
ifacex.
ifacex..

ch.
ch.
ch.
ch.

at ch.
Caused by: ch.autumo.commons.utils.Util y{HTTP/1.1 404 [ ype: text/html;ch 50-8859-1, vary:
Access-Control-Request-Headers, x-frame-options: SAMEORIGIN, access-control-allow-origin: *, access-control-allow-headers: accept, apiKey, content-type, origin,
x-requested-with, access-control-allow-methods: GET, HEAD, OPTIONS, access-control-allow-credentials: false, date: Wed, 24 Jul 2024 16:11:25 GMT, content-length:
169, apikey: No, stric p urity: 3153 ityProxy{[Content-Type: text/html;charset=IS0-8859-1,Content-Length: 169, Chunked:
falsel}} / HTTP Status: 404

at ch.autumo.commons.utils.web.RESTUtils.checkHttpResponse(RESTUtils. java:717)

at ch.autumo.ifacex. reader. rest.RESTReader . read(RESTReader . java: 228)

autumo.
autumo.
autumo.
autumo.

autumo.

INFO 18:11:26.588 : **** Amount of records processed: '@'. ****

INFO 18:11:26.588 : \\\\\\\\ ifaceX processing END. 11111117
INFO 18:11:26.588 : \\\\\\\\ 11111117
INFO 18:11:26.589 : ifaceX process time: @ Hours @ Minutes 2 Seconds 249 Milliseconds




B ifaceX Console Tools

® Run ifaceX with your OS scheduler and console dev-tools

B Protect all sensitive data with advanced cryptographic algorithms

[oe® I autumo-ifaceX-1.2.0 — vi « crontab — 80x24
autumo ifaceX 1.2.0 Service Properties (Local Computer) X @ 6-20 * * * /home/ifacex/autumo-ifaceX-1.2.0/run.sh /data/ifacex/interfaces p
General e :  Dependencie —
ene LogOn Recovery Dependencies Y X B b — R 80519
Service name: ISP mike@mike-VirtualBox: ~/autumo-iface: Mikes-iMac:bin Mike$ ./encoder.sh -e 1 "ifacex"

File Edit View Search Terminal Help

mike@mike-VirtualBox:~/autumo-ifaceX-1.2.0/bin$ ./ser
aut (Ee MR ® mike@nike-VirtualBox: ~/autumo-ifaceX-1.2.0/bin$

Display name: autumo ffaceX 1.2.0 Service autumo ifaceX Password/Key Encoder Result:

Description:

https://products.autumo.ch; Initialization... )
Application User . mike 1:8sSEA7/McQdpDQTab10m3A==
Path to executable: Java Virtual Machine : 17.0.6 - Azul Systems
, =Ae = Max. Memory (MB) : 1988 Note: Embrace the result with curly brackets in the configuration file, e.g.:
'C:\Users\mike\autumo4faceX-1.2.0\bin\svcba Total Memory (MB) . 128
Startup type: . - Free Memory (MB) : 105 my_password={1:8sSEA7/McQdpDQTab10m3A==}
)A 22 Administrator: Windows PowerShell = O X

:\Users\mike\autumo-ifaceX-1.2.0\bin> .\servicemgr.bat create cense. Mikes-iMac:bin Mlkes
CreateService SUCCESS

: s Neon Ha .
ChangeServiceConfig SUCCESS | e — i
I (SC1 ChangeServiceConfig2 SUCCESS . ® . S I DT ==barely ==l 2 X5
EENEEEEN (5] ChangeServiceConfig SUCCESS Mikes-iMac:bin Mike$ ./server.sh health
ChangeServiceConfig2 SUCCESS . . s .
:\Users\mike\autumo-ifaceX-1.2.8\bin> .\servicemgr.bat start = Mikes-iMac:bin M1ke$
) [ifaceX] Server is running and healthy!
SERVICE-%’;:' ifacex120 . 16 WIN32 OWN PROCESS [ifaceX] * Admin-Interface (Port: 8777): Started
from here. STATE : 2 START_PENDING (http://localhost:8778) [ifaceX] * Web-Server (Port: 8778): Started
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN) 256 di [ifaceX] * Scheduler: Started
WIN32_EXIT_CODE  : @ (@xe) encrypted! 1rac Cheduler: Starte
Start parame SERVICE_EXIT_CODE : @ (@xe) Mikes-iMac:bin Mike$
CHECKPOINT : 0x0
WAIT_HINT : Ox7de
PID : 2088
FLAGS :
PS C:\Users\mike\autumo-ifaceX-1.2.8\bin> _ n$ ./server.sh stop
n$

signal received! Shutting down...
Stopping scheduler and waiting for jobs to complete...
Scheduler stopped.
Stopping internal web server...
Internal web server stopped.
Server stopped.
mike@mike-VirtualBox:~/autumo-ifaceX-1.2.0/bin$ I



B ifaceX Templates

B Provideslots of Interface Processor Configuration (IPC) templates to connect to many well-known cloud services

per REST APl out-of-the-box, e.g, PayPal, IEX Cloud, SWIFT, Hubspot, Spotify, etc. (continuously supplemented)

001-rest-in-hubspot-products.ifacex 800 JSON Formatter
002-rest-in-hubspot-companies.ifacex JSON Formatter
002-rest-in-hubspot-contacts.ifacex
002-rest-in-hubspot-v3-companies.ifacex

o000 ifaceX Studio | National Vulnerability Database by NIST - CVE API -

002-rest-in-hubspot-v3-contacts.ifacex "tasks":
- - FEs X X O 8B
003-rest-in-paypal-tx.ifacex 3 . id": "36",
Open New Close Configuration Run Extemal Edit "name": "All Interfaces",

004-rest-in-thomson-reuters.ifacex "active": "0",

. ) X Console File Configuration HIGStSthUS”: nou,
008-rest-in-stripe.ifacex oms: DD (5 tva 100 twes 4 neT "lastexecuted": "2022-11-23 18:20:36.0"

009-rest-in-spotify.ifacex

Host: JSON data path: Entities: ::aﬂache\o.«' "id": "35"
012-rest-in-coindesk.ifacex senvioes st gou wineraities i LA T
. . . . o . JSON sub path: o o o
015-rest-in-football-data.ifacex Pt o : nggzat S? :
Authentication method: none v us )
016-rest-in-iex-ceo-compensation.ifacex — oo st "lastexecuted": "2022-11-23 18:20:36.0"
Grant Type: client_credentials agination path:

016-rest-in-iex-collections.ifacex

Authentication Host: (used for cauth)

. . . JSON pagination; Items per page attribute name: "id": "34" ,
016-rest-in-iex-cryptocurrency.ifacex resultsPerpage “name": "reverb2consoleAndMail”,

tm 2 2 2 Client ID: JSON pagination; ltems total attribute name: "active": "0",
016-rest-in-iex-ipo-calendar.ifacex o — "laststatus": "0",
016-rest-in-iex-list.ifacex S — JSON pagination; Last page attribute name "lastexecuted": "2022-11-23 18:20:37.0"
016-rest-in-iex-news.ifacex Auth Body: JSON aftr [0 efrence fo next recerd gt e
016-rest-in-iex-rates.ifacex "name": " r;verchonsoleAndCSV" 5

s » . "active": "0",
016-rest-in-iex-sector-performance.ifacex T "laststatus": "1",

. . . . . 8 Additional parameters: " e w 11 . . "
016-rest-in-iex-time-series.ifacex ke lastexecuted": "2022-11-23 18:20:37.0
016-rest-in-iex-upcoming-events.ifacex Encryption: 01000 S e
016-rest-in-iex-us-market-volume.ifacex Auhenticaton URL: MEEeR "name": “mo;go_out“ ,

: "active": "0",
017-rest-in-quandl-tables.ifacex EmesURL: _____(Merhost, ag. Yepik/) "laststatus": "1",

e . N . = "lastexecuted": "2022-11-23 18:20:37.0"
017-rest-in-quand|-time-series.ifacex . =
04o-reSt_In-S|x-bankmaSter' Ifacex :a(ch fetch sizs parameter name: Porfage Use a paging or record offset parameter name. " id" H ”31“ y

. . aging parameter name: Only one value is used! " ", " in"
061-rest-in-SWIFT-BI-BA.ifacex S— o name®: fmongo_in®,

Record offset parameter name:

"active": "0@",

061-rest-in-SWIFT-BI-BPA.ifacex "aststatus": "1"

. . . "lastexecuted": "5022—11—23 18:20:37.0"
081-rest-in-Saferpay-MGMT-Terminal-Payment-methods.ifacex

099-null-in-autumo-ifaceX-Exec.ifacex
099-rest-in-autumo-ifaceX-IPCs.ifacex

099-rest-in-autumo-ifaceX-Web-IPCs.ifacex




® ifaceX Distributed Deployment

B ifaceX Server. Runs the ifaceX Scheduler, executes the alarming

B \\eb-Container. Runs ifacexX Web, sends Emails for password resets, uses web-container resources

Alarming

|

https | tls ' https

Monitoring

server.shlbat start
servicemgr.bat create

t t/startup.shlbat .
Secure IPC siﬂﬁimaﬁ;?_’sﬁ | ba: Web-Container

----------------- e.g. Tomcat

Server with

+ ifaceX Scheduler Communication

(SSL | SHA3)

. .. JDBC .-~
ifaceX Scheduler @

SOL

V\ e Database

—



. ifacex Licenses I::::i::::xlicense Ul l'l'

An: Neon Hawkes,
Antwort an: ifaceX Team

B Basic Edition with 1 Interface Processor
B Advanced Edition with 5 Interface Processors

® Professional Edition with 10 Interface Processors
® Enterprise Edition with unlimited Interface Your ifaceX License.

Processors, rnajor release updates, Here is your ifaceX 1.2.0 registration information and license key:
with a,Developer Reference” and more .

Last name:
Hawkes

Company:
autumo GmbH

City:
Derendingen

Country:
Switzerland

Email / Username:
neon. hawkes@autumo.ch

License Key:

Notes: Please use the 'SET PASSWORD' link below within 24 hours to set your password! After you have set your password,
log in with the email address specified in this license. After logged into the client-area ("My Products"), download your copy
of autumo ifaceXin the download section. Furthermore, register your ifaceX instance with your received license; see autumo
ifaceX manual or INSTALL.txt within the downloaded package. The client-area also provides further documentation and
possible new addons for your product. If you miss to set your password with 24 hours, use the ‘PASSWORD RESET link
below.

SET PASSWORD

PASSWORD RESET




® Further Features

Connects with Clouds seamlessly

Can be used as a Big Data mapping & transforming platform too

Security Features. SSL | TLS | Argon2 | SHA-3 | HTTPS | CSRF | 2FA | OAuth 2.0 | Digest | AP-Keys

High Scalability: Hosts, OS, Interface Processors, Balches of Data

Alarming with error thresholds: Email, Phone Call or SMS to the on-call team

Traffic Light Monitoring and Reporting

Execute any program and monitor it with ifaceX

Write your own interface processors or execute your code with ifaceX

Deploys on any OS platform, runs everywhere including multiple deployment scenarios

Runs,asis’ and can be customized in detail in most versatile ways

Fxtended Setups Logical Instances & Atomic Processing chains

Extensive manuals, a Quickstart guide, additional Readers/Writers and many more downloads within a
protected Customer Area

ifaceX Web can be deployed within web containers such as Apache Tomeat or Oracle WebLogic (prebuilt
packages) or even runs independently in the ifaceX Server (stand-alone deployment) without the need for
an additional web container

Trial version availablel



autumo ifaceX 2.0.0

Leveraging 20 Years of Experience in IT Service Environments, lfacexX Delivers

Enterprise Solutions with High Data Throughput, Enhanced Security, and Robust
Operational Performance.

Gotry it products autumo.ch

/\ autumo Enterprise Products


http://products.autumo.ch

