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End User Monitoring

ThousandEyes End User Monitoring delivers both on-demand and automated visibility, as well as browser-based real user
monitoring of each employee’s digital experience. ThousandEyes monitors the employee experience with critical business
applications, whether they are using VPNSs, unified

communications as a service (Ucaa$S) or call center

applications, or software as a service (SaaS) and

. Browser Sessions
cloud services.
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ThousandEyes End User Monitoring provides ITOps teams with the necessary insights and data to confidently deploy critical digital
transformation projects, such as supporting a hybrid workforce or SaaS migration.

ThousandEyes Endpoint Agent is a lightweight service installed on end user laptops and desktops that monitors IT-specified
business applications for seamless troubleshooting and proactive issue identification. The Endpoint Agent is tied to a user device
(so it goes where the user goes), enabling IT teams to better support a distributed workforce.

ThousandEyes can automatically and dynamically monitor user interactions with predefined business applications by automatically
collecting detailed session data. This enables you to quickly pinpoint and resolve problems with collaboration and UCaa$S
applications, such as Webex® by Cisco, internal business applications, or web and SaaS services.
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Ensure remote employees enjoy flawless app performance

Designed to fit seamlessly into service management processes, ThousandEyes End User Monitoring offers an intuitive
dashboard, robust and configurable alerting, actionable heuristics, detailed reporting, and integration with IT Service
Management (ITSM) and workforce platforms. ThousandEyes provides the modern service desk with the necessary tools and
digital experience monitoring to support today’s hybrid workforce, wherever they may be.

ThousandEyes enables IT teams to monitor page load times, analyze waterfall charts identifying slow-loading components,
measure performance of dynamic collaboration apps such as Webex, and measure page load speed for browser sessions
initiated by the user. ThousandEyes provides

user experience scores for both internal Experience Score Agent hans-ashlock Time 2020-04-02 07:10:41 UTC
) 0 Visited Sit box. Page Speed  m Si

and business apps, such as Salesforce and 22% O A Ao o

. . - Session ID 3aaeldB9-464a-421C-b615-... Emors T
Microsoft 365. In addition, you can correlate
app”cat]on performance to underlying network COMPUTER CONNECTION GATEWAY VPN VISITED SITE

1ans-ashiock defawarecc 192.168.55.1 156.233.65.106 app.box.com:443

metrics and path visualization, expediting the & Response time 7

. . = Content time
diagnoses of the root cause of issues. L @ - Page load fi... 12

Quality 100% Loss 0% Loss
Latency 2 ms Latency 177

Loss
Latency 32

- Establish baseline application and network
performance for your in-office and remote

Comput Path Trace VPN Waterfall
workforce, viewable via ThousandEyes’
. e All Files | Powered by Box
intuitive dashboard hitps:app o comiTodend
. . [Caee——— i i
« Quickly notify IT teams when performance
. y . . Object R Cod Dy i Size (kB) Waterfall a S
issues are observed at the employee’s Wi-Fi - i i
o Ho 200 [Headers] app.ox.com I | =<< |
network, VPN connectivity, ISP performance ] subsciption 200 [Heacers| apm ek om o | 1
. . 3] subscription 200 [Headers] app.box.com W o | ‘
or the application @ sunscivs No Response [Headers] 2 realtime service.. - |
. . . . . . @ subsciibe Mo Response [Headers]  2.realtime service. . I 9 |
- Leverage a historical timeline to identify what [#f] lang-en-AU~L. 200 (Heagers] can01 boxcen.net \
. . . |c] access-stats- 200 [Headers] cdn01 boxcdn.net |
triggered an incident of poor performance G accessstele . 200 (Header] otnt1 boxodn nel \
] as-security~c... 200 [Headers] cdn01 boxcdn net ms \

18]

End-to-end performance insights for any network

Designed for the distributed workforce, ThousandEyes End User Monitoring collects network diagnostic metrics across each
worker’s end-to-end environment, including the last mile, to provide deep visibility into network paths and performance
metrics, such as loss, latency and jitter.

ThousandEyes’ patented Path Visualization provides a hop-by-hop view of the underlying network, comprehensively covering
Wi-Fi connectivity, VPN connectivity, broadband ISP networks, the corporate WAN and Saa$S provider networks.

79+ browser plug-ins are supported on Windows 7+ and Mac OS X 10.9+.

Identify whether an
overloaded user device is
contributing to performance
issues through device
metrics, including

CPU and memory




Monitor end user performance through VPN and secure edge

ThousandEyes can quickly isolate performance problems across network security frameworks, including virtual private
network (VPN) and cloud-delivered security and secure edge services.
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ThousandEyes equips support teams with the visibility needed to support the modern workforce, wherever they are located and
whether they are utilizing traditional VPNs or traversing Secure Access Service Edge (SASE) security solutions.

Intuitive end-to-end path visualization and visibility of network and VPN nodes and metrics

Full monitoring support for Cisco AnyConnect®

Automatic VPN vendor detection and end-to-end performance and path monitoring

VPN underlay and overlay network path discovery and headend monitoring

Rapid detection of issues that could be impacting performance, such as a lossy node within an otherwise obscured underlay
network

Detection of suboptimal VPN connectivity and split-tunnel misconfigurations that can adversely affect the user experience

Ease of deployment and scalability

ThousandEyes End User Monitoring leverages user vantage points called Endpoint Agents, which require minimal operational
overhead to deploy and manage. Confidently deploy ThousandEyes Endpoint Agents at scale through managed IT software
tools on Windows and Mac devices.

The system service is deployable via standard Cisco Media Services Interface (MSI) and PKG installers with auto-registration.
Chrome 41+, IE 1+ and Microsoft Edge 79+ browser plug-ins are supported on Windows 8+ and Mac OS X 10.9+.

Maintain user privacy
by monitoring only
IT-defined services
and domains from
specified networks
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Deploy proactive,
always-on monitoring
and on-demand
monitoring for ad hoc
troubleshooting
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