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I N D U S T R I E S

Regulated industries
 are mandated to properly store raw & 
meta data generated by instruments.

Regulated Industry Requirements for
Data Integrity and Compliance

Logilab SDMS 
can be deployed and scaled from 
single site to multiple global sites. 
Logilab SDMS can be  deployed on 

on-premise or cloud for global access.

Data used for cGMP decisions 
or by GLP facilities should be 

available in a controlled 
environment and should be 

auditable by internal and external 
regulatory bodies.

A single source of truth 
as recommended by ALCOA 

principles for data integrity should 
be maintained.

For cGMP facilities 
21 CFR Part 11 and EudraLex Annex 11 

compliances are mandated

A controlled secure 
environment 

for such data to be available, data 
should be versioned if modified, 

should be a true copy of the original 
data, human readable & metadata 

should also be available, 
restoring and archival for long term 

storage until the life of the data.

Logilab SDMS 
Architecture

PC Based Instrument Site Data Center RS232 TO TCP/IP

.........

PDF Export

Raw/Meta Data

FTP Server

DB Server

RS232 Raw Data
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.
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LAN RS232
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Logilab SDMS is the world’s leading Scientific Data Management System that will enable the
Industries and Laboratories to meet 100% of ALCOA Data Integrity principles and 21 CFR Part 11
and Eudralex Annex 11 requirements.

It is a generic enterprise class data management solution designed to capture scientific 
instrument data from any analytica instrument (PC-software based and standalone instruments 
with ports like RS232, TCP/IP, Analog), irrespective of instrument type, make and manufacturer and 
store in a central secure server. It has the capabilities to schedule data capture, catalog, link meta 
data, extract metadata, search, archive, restore, extract data of interest and integrate with 
external systems like ELN, LIMS or ERP.

Data access and viewing are controlled through user rights ensuring data security. The metadata 
like data instrument/user source, date/time, file size, checksum and user-entered tags along with 
the parsed andextracted data is stored in the central database repository. Full text indexing allows 
strong search facility and ensures the availability of required data instantaneously.

Logilab SDMS for Data Integrity  (ALCOA)  and 
Regulatory Standards Compliance

DATA
INTEGRITY

Accurate

OriginalC
ontemporaneous

Attributa
ble

Legible
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Versatile Data Capture – Any instrument data 
of any format including PC-Based, RS232, 
TCP/IP & analog output.

Fully automated secure file handling by SDMS 
Scheduler with file version control

Easy Navigation, Secure, Faster & Wider search 
by Data Explorer

Human Readable Data for 21 CFR Part 11 
compliance - By PDF & Print Functionality

Better organization, categorization and 
standardization of data - By Tagging & 
Templates

Better security and control of operations - By 
User & Password Management

Controlled sharing of data with colleagues and 
partners

Integration capabilities with other ELN, LIMS and 
ERP systems.

User defined logical separation of data like 
QC, Research, QA etc.

Better Tracking, Easy Troubleshooting 
– By Audit Trail

Easy extraction of data of interest   
– By Parsing Engine

Complete Access Control of all applications
 including non-complaint ones – By CFR 
Gateway

Mobile usability to contemporaneously 
record data - By SDMS Mobile application

Electronic data and electronic signature 
- 21 CFR Part 11 Compliance

Logilab SDMS Core Product Capabilities

Logilab SDMS - Purchase and 
Deployment Options
Logilab SDMS is licensed based on number and type of instruments
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CFR Gateway

CFR Gateway was designed for provide 100% data integrity and compliance for instrument software
applications and standard desktop applications like Microsoft.

Upon Operating System boot, CFR gateway will be loaded at startup for users to login into the gateway to
access applications that the user is authorized to use.

Any data created or modified by the user is fully tracked and sent to server repository automatically. Even
popular applications like Excel can be used be used with high level of data integrity and version control.

. . . . . . . . . . . 

SDMSDATA

Non Compliant System

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

APP ACCESS

DATA ACCESS

GATEWAY

Improved reliability, consistency in operations and low cost of
 compliance due to 100% automated adherence to data integrity,
21 CFR Part 11 and EudraLex Annex 11

Error-free results due to automated Data capture from instruments & 
user systems.

Simple and easy-to-use User application 
interface – Better user experience & confidence

Globally accessible, scalable to multi-sites 
increases ease and time of implementation

Time savings from operational perspective due to 
automation of tasks

Cost Savings in terms of paperless transactions

Low cost of ownership due to standard 
technology architecture

Key Benefits of 
implementing 
Logilab SDMS


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Disclaimer:
www.agaramtech.com ©2021 Agaram Technologies. All rights reserved. For information regarding this and other Agaram Technologies  products, please 
contact Agaram Technologies.

The information contained in this document is proprietary and confidential to Agaram Technologies. No part of this document may be reproduced or 
transmitted in any form or by any means, electronic or mechanical, including photocopying and recording, for any purpose, without the express written 
permission of Agaram Technologies.

This document is subject to change without notice, and Agaram Technologies does not warrant that the material contained in this document is error-free. 
If you find any problems with this document, please report them to Agaram Technologies in writing. Qualis and Logilab are trademarks of Agaram 
Technologies. All other trademarks are property of their respective owners.

This document may contain statements concerning possible functionality for Qualis and Logilab software products. Agaram Technologies disclaims any 
express or implied commitment to deliver functionality or software unless or until generally commercially available. Any statements of possible future 
direction are for information purposes only, and Agaram Technologies makes no express or implied commitments or representations concerning the timing 
and content of any future functionality or releases.
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