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About Accedere

Accedere is an end-to-end Cybersecurity Audit/Assessment and Managed Security
Services (MSSP) based in Denver CO USA, Mumbai India & Dubai UAE, offering:

*  Controllo - GRC Automation Tool with Al-powered Insights.

* Security Operations Center (24x7 CSOC) powered by Microsoft Sentinel.
* AICPA, SOC 1, SOC 2, and SOC 3 reports as a CPA firm.

*  Empaneled auditors with PCAOB.

PCAOB

PUBLIC COMPANY ACCOUNTING
OVERSIGHT BOARD

* ISO/IEC certifications for data security and privacy as a certification body. cloud
SEN A cacyrity
* Cloud CSA STAR audits as empaneled auditors by Cloud Security Alliance. baﬂalliance

*  Vulnerability Assessment and Pentest Services.

* Empaneled as auditors by CERT-In (MeitY) India.
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CNITIoN ARRANCE

° Training Services.

Handling Computer Security Incidents. Q

Our team has relevant certifications & years of extensive experience in Cybersecurity.

The CSA, STAR, logos are owned by Cloud Security Alliance, IAF & IAS logos are owned by them respectively. The AICPA and SOC logos are owned by https://www.aicpa.org
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About us
22+ 99%

Years of Experience in Repeat Clients

Cybersecurity Space
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| Cloud Audits
Global Clients Completed
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# Controllo

Simplifying Governance, Risk, and
Compliance (GRO)
with Al-Powered Insights



Cybersecurity Compliance

Simplify Cyber Risk Assessments & Compliance with Controllo

Built on the Al-driven
NIST CSF 2.0 insights for
framework for AICPA . . real-time
comprehensive 50C Proactive Risk compliance
compliance management monitoring
coverage

and reporting

Integrated Vendor Risk

ooooo controls management
mapping for

'dbl SOC 2 and ISO
27001:2022
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Cloud Security Compliance

Stay ahead of Threats with Intelligent Cloud Security Management

CAIQ
Questionnaire
Automation

Compliance with
CSA STAR’s
CCM 4.0

CSA STAR
mapped with

other
frameworks
like SOC 2 &
1ISO 27001

Mapped with
NIST 2.0
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Privacy Compliance

Manage Privacy Risks while staying Compliant with evolving Data Privacy Regulations

Privacy Compliance

for SOC 2
ISO PIMS (ISO/IEC
27701) Compliance
O 3 Mapped with
frameworks like GDPR

Based on the NIST
Privacy Framework
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Al Security Compliance

Secure Your Al Systems with Confidence

Select
Prepare &_"D |mp|emem « Compliance with the EU Al
K ° Act
\0
° oﬁ « Compliance with ISO/IEC
= ©) 42001

' « Based on the NIST Al RMF
N (Al Risk Management
Assess Framework)

P

Monitor

Authorize
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Cybersecurity Audits/Assessments



Cybersecurity Services

US & Other
Federal
Assessments

SOC Attest ISO/IEC
Reports Certifications

Breach and
Attack Privacy
Simulation Assessments
(BAS)

Cloud/Network
Penetration
Testing

ESG Reporting

24x7 Managed
CSOC

Cloud Security
Assessments -
CSA STAR
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Qur USP

Save Time & Money,
Get Integrated Audits For SOC
2 And ISO/IEC Under One
Brand
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CSOC

Cyber Security Operations Center
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About our CSOC

Accedere's CSOC (24/7 Cyber
Security Operations Center) is an
MSSP service based out of our
office in Mumbai, India.

Our CSOC is powered by
MS Sentinel.

Benefit from a team of highly skilled
security experts who are available
24x7 to monitor, prevent and detect
potential threats in real-time.
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Key components of our CSOC
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SIEM

SIEM analyses log
data, offering real-
time monitoring,
event correlation,
and security
incident alerts from
diverse sources.

UEBA analyses
user behaviour for
anomalies,
identifying insider
threats or
compromised
accounts.

UEBA
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SOAR

SOAR platforms
automate security
processes for
efficient incident
response, reducing
manual
intervention.

Firewalls and IPS
control network
traffic with security
rules, preventing
unauthorized access
and blocking known
attack patterns.

IDS/IPS

>

EDR

EDR focuses on
securing endpoints,
detecting and
mitigating threats
on individual
devices.
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Microsoft Sentinel Features

Scalable, Cloud-native SIEM

S}

10

Intelligent and comprehensive solution for SIEM and SOAR

Bird's eye view across the enterprise

Ease of integration with Data connectors

Data localization - only stored in your environment or geolocation
complying privacy policies

Detect threats using MITRE ATT&CK framework

Microsoft's analytics and unparalleled threat intelligence can minimize
false positives




Microsoft Sentinel Features

Get Office 365 logs

LOG
?j? o
Third-party Process
analytics Microsoft Sentinel Automation

¥ 4 ‘
Out of the box Customizable
threat detection Data Connectors
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Why Choose Us
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Our Global Customers
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Qur Testimonials

"Accedere team was first class, easy to - sprignt
work with, very professional and very
knowledgeable. One thing | will say is that
they are incredibly thorough, and we
appreciate that we are trying to build @
world-class business and require a world- _A
class team to help support bringing us into 000 / 1-00

the ISO environment."”
- Justin Steinke (Gospright)
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https://accedere-website.s3.amazonaws.com/image/video/Gospright+testimonial.mp4
https://accedere-website.s3.amazonaws.com/image/video/Gospright+testimonial.mp4

Qur Testimonials

"We have been working with Accedere
now for a year and a half. They have been

fantastic. Very professional, articulate, B2
very efficient in their deliveries. Reports |
are fantastic and one of the best things AL
they offer is their integrated audit
" B 0:00/0:49
programs

- Peter Sternkopf (Vigilant Systems)
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https://accedere-website.s3.amazonaws.com/image/video/New+Project.mp4
https://accedere-website.s3.amazonaws.com/image/video/New+Project.mp4

CEQO Profile

Ashwin Chaudhary

LinkedIn S

https:.//www.linkedin.com/i
n/ashwin-k-chaudhary-

2863796/

Email

Ashwin.Chaudhary@acceder
eio

Background

Ashwin is the CEO of Accedere. He has about

19 years experience in Cybersecurity
Governance Risk and Compliance.

He is qualified as CPA and MBA.

He has global certificates in cybersecurity
such as CITP, CISSP, CISA, CISM, CGEIT,
CRISC, CDPSE, CCSK, ISO27KLA, ITIL, PMP.

He earlier worked with PwC as Director
Cyber Security and with Citigroup.

kills
SSAE 18 SOC engagements.

Cybersecurity risk assessments.

Security design and vulnerability analysis.

Network security architecture and
implementations.

Cloud security and privacy.

Industrial cybersecurity, OT and IT
integration.

loT and smart infrastructure security.

Blockchain cybersecurity

Experience

Cybersecurity architecture for several large
organizations.

SSAE SOC reporting engagements for cloud
covering laas, Paas, SaaS and others.

C5, CCM cloud controls as part of SOC 2.

SSAE 18 SOC 2 for Cisco Webex covering global
data centres.

SOC 2 attestation for Reliance Jio Data Centers in
India.

Privacy, GDPR,CCPA HIPAA assessments for several
organizations.

Worked on Cybersecurity for Banking and
Financial Services (BFSI) sector.

Business Continuity and Disaster Recovery.
Data security and Encryption.

Implemented Security Solutions such as SIEM, IDS,
IPS, VPN etc.

Governance, Management Frameworks such as
COBIT, ISO27001,IEC 62443 NIST etc.

Technical Risk Assessments VA/PT etc.

Designed, developed security by design
architecture for a multibillion-dollar oil and gas plant
in Middle East covering ICS Frameworks I[EC-62443,
NERC-CIP.

Media and Presentations

Featured in Business World magazine on “Cyber
Security for Smart Cities” http://bit.ly/2gV42dr,

Published “SCADA Security” article in ISACA Journal in
the year 2012 http://bit.ly/2pFZ090

Published article on “Privacy and BYOD” in the ISACA
Journal
https://www.isaca.org/Journal/archives/2014/Volum
e-5/Pages/Privacy-Assurance-for-BYOD.aspx

Successfully managed and presented at an loT
summit on smart manufacturing. Economic Times
(India’s leading daily) http://bitly/2gRuSDh Network
18 http://bitly/2eVZYId.

Presented session at the Rocky Mountain Security
Conference on “SOC 2 for Privacy” in May 2019.

Presented session on “Privacy Governance” at the
ISACA NA CACS in May 2020.
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https://www.linkedin.com/in/ashwin-k-chaudhary-b2863796/
https://www.linkedin.com/in/ashwin-k-chaudhary-b2863796/
https://www.linkedin.com/in/ashwin-k-chaudhary-b2863796/
mailto:Ashwin.Chaudhary@accedere.io
mailto:Ashwin.Chaudhary@accedere.io
http://bit.ly/2gV42dr
http://bit.ly/2pFZO9O
https://www.isaca.org/Journal/archives/2014/Volume-5/Pages/Privacy-Assurance-for-BYOD.aspx
https://www.isaca.org/Journal/archives/2014/Volume-5/Pages/Privacy-Assurance-for-BYOD.aspx
http://bit.ly/2gRuSDh
http://bit.ly/2eVZYId

Why Choose Accedere?

Accedere
Covers End-To-
End
Cybersecurity:

Al-powered GRC Platform

Cyber Security Operations Center (CSOCQC)

Colorado Licensed CPA Firm & PCAOB Registered Auditors

CSA STAR Empaneled Auditors

ISO/IEC Accredited Certification Body

SOC 1, 2 and 3 Reports, SOC Report for Cloud Security & SOC Report
for Privacy

Cloud Vulnerability Assessment and Penetration Testing (Cloud VAPT)

Cloud Network Architecture Review & Cloud Configurations
Architecture Review

Breach and Attack Simulation (BAS) Services
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» Accedere

Thank you.

We look forward to the opportunity of working with you!

info@accedere.io

Accedere

© 2024 Accedere Inc
All Rights Reserved.

https://accedere.io/
https://controllo.ai/
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