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Security and stability may be synonymous, but in the IT world, one depends on the other to exist. Our fast-changing 
workforce is anything but stable — in the same week you’re rebuilding a product suite, you’re also revamping how 
employees build products from remote locations. So, how can you protect these initiatives from identity-related 
attacks that could derail everything your distributed workforce has achieved? By employing a fundamental approach 
you can count on — a risk-based approach to security.

1   Gartner Press Release, “Gartner Survey Reveals a 44% Rise in Workers’ Use of Collaboration Tools Since 2019,” August 25, 2021. GARTNER is registered trademark and 
service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved.
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Your perimeter has transformed in tandem  
with your business and workforce

From sales figures to intellectual capital, your users have always depended 
on sensitive company resources to do their jobs. What’s changed is where 
and how they access this information.

And with tens of millions of of people changing jobs, it’s all but impossible 
for IT teams to keep up with who needs access to what, whose access 
needs to change and whose access needs to be revoked.

It feels like everything is transforming digitally at once. Organizations 
are migrating their workloads — along with all the new tools and 
infrastructure their remote workforces need — to the cloud. To support 
this move, you’ve had to roll out a myriad of applications at an increasing 
rate, which opens up new doors for attackers. In turn, your perimeter  
is now embedded in every identity across the organization, human  
and machine. 

According to Gartner®, nearly

 
of workers are using collaboration 
tools for work in 2021, up from  
just over half of workers in 2019.1 

employees quit their job in 2021.2 

80%
1 in 4
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The key role of user experience in securing identities 

Akin to the pressure you’re under to provide security strategies for your company, your distributed workforce feels 
the stress of their own responsibilities and deadlines. When the user interface for role-essential apps isn’t easy and 
intuitive, employees will feel compelled to find policy workarounds. 

Case in point: many people have weak passwords and reuse them across business-critical applications. Indeed, 
the growing pains of an ever-evolving workforce are making it easier for attackers to access a goldmine of data, 
intellectual property, confidential files, recordings of internal conversations and more. 

of security leaders believe that optimizing UX is the key to 
implementing Zero Trust.3 Your employees expect a seamless, 
customer-like experience — with security in the background.86%

You can never fully eliminate risk — but you can minimize it 

Instead of trying to protect every business asset equally, organizations can adopt a risk-based approach. The idea is 
to focus your energy and resources on the most critical aspects of security. Once you identify your priorities — and 
determine where risk is most likely to emerge — you can safeguard what matters most.  

THREE KE Y STEPS TO A RISK-BASED APPROACH TO SECURIT Y 

1. Evaluate 3. Prioritize2. Assess
which assets in your business are 
most valuable, who really needs 
access to them, what level of access 
they need to do their jobs and the level 
of risk presented after the point of 
authentication. This means focusing 
on the actions a user can take within 
apps containing resources an attacker 
would deem high-value.
•  Keep in mind, most of your 

workforce won’t need a full range  
of access rights to all of your 
systems and applications. For 
example, just because someone  
is on a DevOps team doesn’t mean 
they need full visibility into every 
system and tool in the pipeline.  

•  Through a Least Privilege  
approach, you can give your users 
only the right amount of access  
to do their jobs well — and without 
obstacles. Finally, don’t forget 
 about non-human identities and 
developers working with APIs and 
third-party tools for your website. 

the chance and impact of a potential 
attack. Your IT and security leaders 
can minimize the chances by 
identifying vulnerabilities such as: 
•  High-value users who haave  

multiple admin rights and 
responsibilities

• Everyday users with too  
 much access
• Widespread and unmonitored  
 access to apps containing  
 high-risk resources
• Users who are not sufficiently  
 trained on risks such as  
 phishing techniques
• Lingering access for employees  
 who’ve left the company

your time and resources by 
assigning a risk value to each area. 
Then assign a value to tangible  
and intangible losses such as lost 
IP, damage to reputation, loss  
of customer relationships  
and contracts.

Continued on next page.3   CyberArk. CISO View survey. 2021.
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Invest in the right technology to maximize your time

Just like risk management is about making the most of your security resources, the technology you use should be 
about making the most of your time. Look for Identity and Access Management (IAM) solutions to help automate the 
process of identifying and responding to risky behavior — so you can apply your energy to enabling the digital business. 

At CyberArk, our approach to IAM starts with ensuring every interaction your distributed workforce has with apps 
and systems is secure — especially for those identities you’ve determined to be highest-priority through your risk-based 
vetting process. This is when security can enable stability — workers gain efficient access to only what they need, 
attackers gain nothing, and your organization can operate smoothly and securely.

We’re committed to staying ahead of attacker innovation. This means having a thorough understanding of the latest 
threats and investing in whatever innovations are necessary to neutralize them. At CyberArk, we never stop researching 
and developing stronger controls for protecting a range of identities — especially identities with access to the most 
sensitive applications. Here’s a snapshot of the solutions we build and continuously enhance to meet your needs.

Intelligent SSO and Adaptive MFA: The CyberArk Identity Single Sign On (SSO) and Adaptive Multi-Factor 
Authentication (MFA) solutions use AI to understand your users. Based on their typical behavior, the 
algorithm can fast-track non-risky requests and escalate any suspicious activity instantly. Through our  
User Behavior Analytics, the MFA solution generates a risk score for each access event, enabling you to  
take actions such as blocking user access or requiring additional authentication.

Transparency and Security for User Sessions: A single mistake in a single session could create a threat 
capable of derailing an enterprise-wide initiative. This is why we released CyberArk Identity Secure Web 
Sessions, an add-on to our SSO solution that applies key principles of Privilege Access Management to 
securing web applications used by everyday employees. This approach allows you to find out where, when 
and why a potential security event occurred. It’s like rewinding a video: frame by frame, you can see every 
click and keystroke of a session, while tracking down the root cause of suspicious activity.

Onboard and offboard talent easily and securely: The Great Resignation has resulted in a revolving door 
of talent for organizations’ HR, IT and security teams to address. The ability to scale and secure tasks 
like onboarding and offboarding employees is critical in an era when cybercriminals exploit dormant app 
accounts and stale privileges. The CyberArk Identity Lifecycle Management solution automates the process, 
saving you valuable time and removing human error from the process.
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HOW TO HARNESS MACHINE LE ARNING AND AI TO SECURE IDENTITIES

Final thoughts: How security can enable a workforce to thrive 

Adopting a risk-based mindset is the first and best step your organization can take to establish a culture in which 
your workforce views security as an enabler, rather than an obstacle, to success. As I mentioned earlier, you can 
never eliminate risk completely. But when you are armed with the right tools and mindset, you can efficiently and 
precisely minimize the greatest amount of risk in all the right places and, in the process, propel your business 
fearlessly forward.

Authenticate low-risk 
users quickly while 
prompting high-risk 
users for additional 

proof of identity 

Automate the 
processes for setting 

access rights for 
employees, partners 

and customers 

Manage user 
entitlements as 

people move within 
the organization

Stay on top of 
onboarding and 
offboarding and  

role changes

Create audit trails  
of user activity within 

a designated web 
application 
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