Nebosystems - Your Trusted IT Solutions Partner

INTRODUCING NEBOSYSTEMS, A LEADING PROVIDER OF COMPREHENSIVE IT SOLUTIONS TAILORED TO MEET THE DIVERSE NEEDS OF OUR CLIENTS.




NEB @ systems

Nebosystems

A Bulgarian IT solutions company founded in 2011,
dedicated to helping businesses from any sector
utilize innovative technologies and industry
standards in their daily work.

Nebosystems is dedicated to providing cost-effective,
customized IT solutions that address the unique needs
of each client. By adopting a personalized approach,
we aim to achieve optimal results that align with our
clients' specific goals and requirements.




Cost-effective IT Solutions




Our Core Services

MANAGED IT SERVICES

Our cost-effective IT managed services cover both on-premise
and cloud environments, ensuring your IT infrastructure is
reliable and efficient.

INFORMATION SECURITY

Nebosystems offers comprehensive information security
services to protect your organization's data and systems from
cyber threats.

IT COMPLIANCE AND AUDIT

We help you navigate the complex reqgulatory landscape,
ensuring compliance with standards such as NIS2, DORA and
GDPR.

SYSTEM INTEGRATION

Seamless integration of your IT infrastructure, connecting
various systems and applications to improve efficiency and
productivity.

CYBERSECURITY MEASURES

We implement advanced cybersecurity solutions, including
SIEM, WAF, NGFW and DLP, to safeguard your business from
cyber threats.

SYSTEM AUTOMATION & DEVOPS

Our experts help you streamline your IT operations through
system administration automation and DevOps practices.

PRIVATE CLOUD SERVICES

Nebosystems can help you build your own on-premise cloud
infrastructure, tailored to your specific needs.

SERVER COLOCATION

Secure and reliable hosting of your servers in state-of-the-art
data center, with redundant power supplies, advanced cooling
systems and high-speed connectivity.
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Managed IT Services from Nebosystems
MANASES offers a comprehensive suite of solutions
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Information Security Services

Chief Information Security
Officer-as-a-Service (CISOaaS)/
Virtual CISO (vCISO)

Implementation of Multi-Factor
Authentication (MFA)

DDoS Protection

Implementation of Endpoint
Protection Systems

Micro-Segmentation of
Networks Using VLAN and
VXLAN

Penetration Testing

® &

Configuration of WAF, NGFW,
WAF, DLP, SIEM, DLP solutions

Malware Protection

Protection of Mail Servers with
Antivirus and Antispam
Solutions
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Safeqguarding Your Business with Advanced Cybersecurity Products

Cybersecurity Solutions

Layer

Product Examples

Mission Critical Assets

Data Encryption, Backup
Solutions

Data Security

DLP (Data Loss Prevention), FIM
(File Integrity Monitoring)

Application Security

WAF (Web Application Firewall),
CASB (Cloud Access Security
Broker)

Endpoint Security

Antivirus, XDR (Extended
Detection and Response), EDR
(Endpoint Detection and
Response)

Network Security

VPN (Virtual Private Network),
NDR (Network Detection and
Response)

Perimeter Security

NGFW (Next-Generation
Firewall), IDS (Intrusion
Detection System)

The Human Layer

Security Awareness Training,
MFA (Multi-Factor
Authentication), Phishing
Simulations

e SECURITY INFORMATION AND

EVENT MANAGEMENT (SIEM)

A comprehensive solution for real-time
monitoring, analysis, and correlation of
security-related data from multiple
sources to detect and respond to security
incidents.

Trellix, SecureVisio, SolarWinds

DATA LOSS PREVENTION
(DLP)

A solution that helps organizations
monitor, detect, and prevent the
unauthorized access, use, or
transmission of sensitive data, including
intellectual property, personal
information, and other confidential data.

Netwrix, Trellix, Fortra

e NEXT-GENERATION FIREWALL

(NGFW)

An advanced firewall that combines
traditional firewall capabilities with
additional features, such as intrusion
prevention, SSL/TLS inspection, and
application-level control, to provide
comprehensive network security.

Hillstone, Sophos

ENDPOINT DETECTION AND
RESPONSE (EDR)

EDR solutions monitor and analyze
activity on endpoints, detect and
investigate suspicious behaviors, and
enable rapid response to identified
threats.

Trellix, N-able, Bitdefender
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IT Compliance and Audit

Ensuring Robust Compliance and Security

NIS2 (Network and Information Systems
Directive 2)

DORA (Digital Operational Resilience Act)

GDPR (General Data Protection Regulation)

ISO 27001

A European Union directive that establishes minimum security requirements for
essential and important services providers to ensure the resilience and security of
their network and information systems.

A European Union regulation that aims to ensure that financial entities can
withstand, respond to, and recover from all types of information and communication
technology-related disruptions and threats.

A European Union regulation that governs the collection, use, and processing of
personal data of individuals within the European Union.

An international standard that provides a framework for establishing, 1mp1ement1ng,
operating, monitoring, reviewing, maintaining, and improving an organization's
information security management system.



Server Colocation

We handle your equipment, allowing you to enjoy the advantages of a private data center without the capital
expenses. Our colocation services include:

LOCATIONS: NETWORK: STORAGE: BENEFITS:
e Telepoint Sofia . . e Secure Infrastructure
. Server Connectivity — 10/ Software-Defined Storage : :
o L -E LD8 : . . e Reliable Upt
ondon quitiz 25 Gbps Solutions including Ceph, chabie Yptime
e New York — Equinix NY2 VMware vSAN, StorPool, e Scalable Solutions
StarWind vSAN e High-Speed Connectivity
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ON-PREMISE
CLOUD
INFRASTRUCTURE

Nebosystems can
help you build your
own private cloud
infrastructure, either
in a data center or
on-premises,
enabling you to enjoy
cloud benefits like
scalability, flexibility,
and cost-efficiency
while retaining full
control over your
sensitive data.

Private Cloud Services

TAILORED TO
YOUR NEEDS

Nebosystems will
collaborate with you
to design and
implement a private
cloud solution
tailored to your
specific business
needs and IT
infrastructure,
ensuring an
optimized
environment.

DATA
SOVEREIGNTY
AND SECURITY

Hosting your cloud
infrastructure on-
premises ensures
your data stays
within your facilities,
meeting security
protocols and
compliance
requirements, giving
you greater control
and peace of mind.

SCALABILITY
AND
FLEXIBILITY

Nebosystems' private
cloud solutions
enable scalable
computing resources,
allowing you to adapt
to changing business
needs without
significant capital
investments.

REDUCED
OPERATIONAL

COSTS

Deploying a private
cloud with
Nebosystems can
optimize IT costs by
reducing hardware
investments, energy
consumption, and
maintenance, leading
to significant long-
term savings.

NEB SvsTEMS
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Cloud Solutions

Enhancing Your Business with Versatile Cloud Solutions

Private

cloud

v

PAID FREE

VMWARE VCLOUD
OPENNEBULA

GOOGLE
CLOUD

UBUNTU
BACKUP

VEEAM CLOUD
BACKUP

APACHE
CLOUDSTACK
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NEBO247 - Virtual Private Server (VPS) Hosting
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VPS Hosting Solutions

Sample specifications

VPS IMPERO
4 vCPU
8GB RAM
70GB SSD Storage;

Connectivity within Bulgaria —
1000 Mbits/s; International
connectivity 100 Mbits/s;

Backup and security features
(NGFW, IPS/IDS etc)

VPS MAIL
2 vCPU
4GB RAM
50GB SSD Storage;

Connectivity within Bulgaria —
1000 Mbits/s, International
connectivity 100 Mbits/s;

Backup and security features
(Anti Spam and Anti Virus
protection)

(= |
—

VPS BACKUP
1CPU
2GB RAM
500 GB HDD;

Connectivity within Bulgaria -
1000 Mbits/s, International
connectivity 100 Mbits/s;

Archive history by preset period

Instant data recovery
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Why Choose Us

e COST EFFECTIVE

Competitive pricing with high-quality service
delivery.

EXPERT SUPPORT

Access to a team of experienced professionals for
seamless integration and support.

BUREAUCRACY-FREE WORKSPACE

We provide an agile, streamlined approach that
removes unnecessary bureaucracy, allowing us to
respond quickly and effectively to our clients'
needs.

e COMPLIANCE ASSURANCE

Ensuring your IT infrastructure meets industry
standards and regulations.

CUSTOMIZED SOLUTIONS

Tailored IT services to meet your unique business
needs.

ADVANCED AUTOMATION

We utilize advanced automation technologies to
optimize processes, increase productivity, and
offer our clients exceptional efficiency.



Testimonials

““We've been relying on Nebosystems for

““Nebosystems’ system administration team ;
managed IT services for several years now,

has been a true partner to our organization.

Their expertise in server administration
and network management has been
invaluable in ensuring the reliability and
security of our systems. Additionally, their
commitment to understanding our unique
business needs sets them apart from other
service providers. We have no hesitation in
recommending Nebosystems to any
organization looking for reliable and
efficient system administration services.”

J POINT PLUS LTD
https://j-point.net

and they have consistently delivered
exceptional service. Their team’s expertise
and responsiveness have been critical in
keeping our IT infrastructure running
smoothly. Their proactive approach to
system monitoring and maintenance has
helped us avoid potential problems and
ensure business continuity. We would
highly recommend Nebosystems to any
organization looking for reliable and
efficient system administration services.”

BALKANCAR “G.KOSTOV” JSC @%
https://kostov-motors.com/




EXPERT'SE RELIABILITY
ASSISTANCE E SUPPURT EFFECT'VENESS 1350 887 335 039

NEBOSYSTENS IEET

COMPETENCE SOLUTIONS re oyt
CONSULTATION
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https://nebosystems.eu/

