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Contacting Veeam Software 
At Veeam Software we value the feedback from our customers. It is important not only to help you quickly with 
your technical issues, but it is our mission to listen to your input and build products that incorporate your 
suggestions. 

Customer Support 
Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal at 
www.veeam.com/support.html to open a case, search our knowledge base, reference documentation, manage 
your license or obtain the latest product release. 

Company Contacts 
For the most up to date information about company contacts and offices location, visit 
www.veeam.com/contacts.html. 

Online Support 
If you have any questions about Veeam products, you can use the following resources: 

• Full documentation set: www.veeam.com/documentation-guides-datasheets.html 

• Community forum at forums.veeam.com 

 

https://www.veeam.com/support.html
https://www.veeam.com/contacts.html
https://www.veeam.com/documentation-guides-datasheets.html
https://forums.veeam.com/


 

About This Document 
This guide describes how to use Veeam Backup & Replication to remotely deploy and manage Veeam Agent for 
Microsoft Windows and Veeam Agent for Linux. It provides a general overview of the Veeam Agent management 
functionality, as well as description of data protection and disaster recovery tasks available within the Veeam 
Agent management scenario. The document applies to Veeam Backup & Replication 9.5 Update 4 and all 
subsequent versions until it is replaced by a new document. 

Intended Audience 
The guide is designed for anyone who wants to use Veeam Backup & Replication to automate data protection 
tasks performed on Veeam Agent computers. It is primarily aimed at backup administrators and other IT 
professionals managing Veeam Backup & Replication, but can also be helpful for Veeam Agent computer users. 
The document assumes that you are familiar with basic concepts and operations that can be performed in Veeam 
Backup & Replication, Veeam Agent for Microsoft Windows and Veeam Agent for Linux. 

Related Documentation 
The document should be regarded as a supplement to existing technical documentation for Veeam Backup & 
Replication, Veeam Agent for Microsoft Windows and Veeam Agent for Linux. The complete set of 
documentation for Veeam products can be found at https://www.veeam.com/documentation-guides-
datasheets.html. 

Document Revision History 

Revision # Date Description of Changes 

Revision 6 3/26/2019 Updated for Veeam Backup & Replication 9.5 Update 4a. 

• New section: Veeam Agent Backup Jobs and Policies. 
• Updated sections: System Requirements, Creating Veeam Agent Backup 

Jobs, Select Job Mode, Select Job Mode. 

Revision 5 3/5/2019 Updated section: Storage Settings. 

Revision 4 2/26/2019 Updated sections: Failover Cluster Support, Restoring Data from Veeam Agent 
Backups. 

Revision 3 2/7/2019 Updated section: System Requirements. 

Revision 2 2/5/2019 Minor improvements throughout the document. 

Revision 1 1/22/2019 Initial version of the document for Veeam Backup & Replication 9.5 Update 4. 

 

https://www.veeam.com/documentation-guides-datasheets.html
https://www.veeam.com/documentation-guides-datasheets.html
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Overview 
Veeam Backup & Replication lets you deploy and manage Veeam Agent for Microsoft Windows and Veeam 
Agent for Linux (Veeam Agents) on computers in your infrastructure. You do not need to install, set up and 
operate Veeam Agent on every machine whose data you want to protect. Instead, you can perform the whole 
set of deployment, administration, data protection and disaster recovery tasks on Veeam Agent computers 
remotely from the Veeam Backup & Replication console. 

Veeam Backup & Replication offers the following Veeam Agent management capabilities: 

• Automated deployment and management of Veeam Agents. You can set up Veeam Backup & Replication 
to automatically discover computers that you want to protect with Veeam Agent for Microsoft Windows 
and/or Veeam Agent for Linux and install Veeam Agent on these computers. Once Veeam Agent is 
deployed on protected computers, you can use the Veeam Backup & Replication console to administrate 
Veeam Agent on multiple computers. 

• Centralized configuration and management of Veeam Agent backup jobs on protected computers. You 
can use the Veeam Backup & Replication console to create and manage Veeam Agent backup jobs on 
computers in your infrastructure whose data you want to protect. 

• Centralized management of backups created by Veeam Agent backup jobs. If you choose to create 
Veeam Agent backups on a backup repository managed by the Veeam backup server, you can use the 
Veeam Backup & Replication console to restore data from these backups. 
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Veeam Agent Management Infrastructure 
The Veeam Agent management infrastructure comprises the following components: 

• Veeam backup server 

• Veeam Agent computers 

• Distribution server 

 

Veeam Backup Server 
The Veeam backup server is the core component in the backup infrastructure that fills the role of the 
“configuration and control center”. To use the Veeam Agent management functionality offered by Veeam 
Backup & Replication, you can use the backup server that is already running in your backup infrastructure or 
deploy a separate backup server. The backup server must run Veeam Backup & Replication 9.5 Update 4. 

To learn more, see the Deployment section in the Veeam Backup & Replication User Guide. 

Veeam Agent Computers 
To deploy and manage Veeam Agent for Microsoft Windows and/or Veeam Agent for Linux on computers in your 
infrastructure, you must add computers that you want to protect with Veeam Agents to the inventory in the 
Veeam Backup & Replication console. In Veeam Backup & Replication, protected computers are organized into 
protection groups. To learn more, see Protection Groups. 

Veeam Backup & Replication is set up to automatically discover computers added to the inventory and deploy 
Veeam Agents on these computers. To learn more, see Computers Discovery and Veeam Agent Deployment. 

Veeam Backup & Replication lets you deploy and manage Veeam Agent on machines of the following types: 

• Workstations, servers and failover clusters running a Microsoft Windows OS — on machines of this type 
Veeam Backup & Replication deploys Veeam Agent for Microsoft Windows 3.0. 

• Workstations and servers running a Linux OS — on machines of this type Veeam Backup & Replication 
deploys Veeam Agent for Linux 3.0. 

https://helpcenter.veeam.com/docs/backup/vsphere/deployment.html?ver=95u4
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NOTE: 

Starting from version 9.5 Update 4a, Veeam Backup & Replication deploys Veeam Agent for Microsoft 
Windows 3.0.1 and Veeam Agent for Linux 3.0.1 on protected computers. 

On every Windows machine added to the inventory, Veeam Backup & Replication installs the Veeam Installer 
Service. The service performs the following tasks: 

• Collects information about the protected computer and sends it to the Veeam backup server. The 
collected data includes details on the computer type, platform, host name, guest OS, BIOS UUID, IP 
address, and information about Veeam Agent (its presence on the machine, product version and license 
installed). 

• Downloads Veeam Agent setup files from the distribution server and installs Veeam Agent on the 
protected computer. 

On Linux machines, Veeam Backup & Replication does not install additional components for Veeam Agent 
deployment. Veeam Backup & Replication connects to a Linux computer via SSH and performs necessary 
operations on the computer. 

Veeam Agent for Microsoft Windows and Veeam Agent for Linux deployed on remote computers by Veeam 
Backup & Replication operate in the managed mode. In this mode, all data protection and administration tasks 
are performed by a backup administrator in Veeam Backup & Replication. In some scenarios, a user can also 
perform a limited set of backup and disaster recovery tasks directly on a protected computer. 
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Distribution Server 
The distribution server is an architecture component in the Veeam Agent management infrastructure used for 
deployment of Veeam Agent setup files to protected computers. When you instruct Veeam Backup & 
Replication to install Veeam Agent on a protected computer, the Veeam backup server communicates to the 
distribution server, and Veeam Backup & Replication uploads Veeam Agent setup file from the distribution 
server to the target computer. 

By default, the role of the distribution server is assigned to the backup server itself. However, you can deploy a 
dedicated distribution server to reduce workload on the backup server. To deploy a distribution server, you need 
to add a Windows-based server to Veeam Backup & Replication and select this server in the properties of a 
protection group. To learn more, see Specify Discovery and Deployment Options. 

A machine performing the role of the distribution server must meet the following requirements: 

• The role of the distribution server can be assigned to a physical or virtual machine. 

• The machine must run a 64-bit Microsoft Windows OS. 

• You must add the machine to the Veeam Backup & Replication console as a managed server. 

The distribution server comprises the following services and components: 

• Veeam Distribution Service 

• Veeam Agent for Microsoft Windows Redistributable  

• Veeam Agent for Linux Redistributable 
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Protected Computers Discovery and Veeam 
Agent Deployment 
Veeam Backup & Replication supports automatic deployment of Veeam Agent for Microsoft Windows and 
Veeam Agent for Linux on computers in your infrastructure. To deploy Veeam Agents, Veeam Backup & 
Replication needs to discover computers whose data you want to back up. To enable discovery, you organize 
your computers into one or more protection groups. Protection group settings define what Veeam Agent 
computers Veeam Backup & Replication will discover and how the discovery process will run. 

Protection Groups 
In Veeam Backup & Replication, computers that you want to protect with Veeam Agents are organized into 
protection groups. Technically, a protection group is a container in the Veeam Backup & Replication inventory 
aimed to combine protected computers of a specific type. For example, you can use a dedicated protection 
group for computers of the same type (for example, laptops, workstations or servers) or computers running the 
same OS type to simplify management of such computers. You can also use a separate protection group for a 
number of Veeam Agent computers that you want to manage in a different way from other machines in your 
infrastructure. 

To start managing Veeam Agents in Veeam Backup & Replication, you need to create a protection group in the 
inventory and specify computers that you want to protect with Veeam Agents in the protection group settings. 
You can create one or more protection groups depending on the size and complexity of your infrastructure. 
Protection groups appear under the Physical & Cloud Infrastructure node in the Inventory view of the Veeam 
Backup & Replication console. 

NOTE: 

Mind the following: 

• The Physical & Cloud Infrastructure node is not available if the Veeam Cloud Connect service 
provider license is installed on the backup server. 

• If you want to manage only a small number of Veeam Agent computers in Veeam Backup & 
Replication and do not want to create protection groups, you can add the necessary computer(s) 
directly to a Veeam Agent backup job. Veeam Backup & Replication will automatically include such 
computer(s) to the Manually Added protection group. To learn more, see Predefined Protection 
Groups. 

Protection groups allow you to automate deployment and management of Veeam Agents on computers in your 
infrastructure. When you configure a protection group, you can specify scheduling options for protected 
computers discovery and Veeam Agent deployment. You do not need to perform administrative tasks 
individually for every computer that you want to protect with Veeam Agent — Veeam Backup & Replication will 
perform the specified operations automatically upon the defined schedule. 

Veeam Backup & Replication connects to discovered computers using credentials of the account specified in the 
protection group settings. You can specify a master account that Veeam Backup & Replication will use to 
connect to all computers added to the protection group or specify separate accounts to connect to specific 
computers in the protection group. 

After you create a protection group, Veeam Backup & Replication starts the rescan job session to connect to 
computers added to the protection group and perform the required operations on these computers. To learn 
more, see Rescan Job. 
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Protection Group Types 
Veeam Backup & Replication offers several methods to specify computers on which you want to install and 
manage Veeam Agent. You can create protection groups that include the following types of objects: 

• Individual computers  

You can organize individual computers into a protection group by specifying the necessary computers in 
the protection group settings. This option is recommended for smaller environments that do not have 
Microsoft Active Directory deployed. 

• Microsoft Active Directory objects  

You can create protection groups that include one or more Microsoft Active Directory objects: entire 
domain, container, organization unit, group, computer or cluster. This allows you to manage Veeam 
Agents on computers being part of an Active Directory domain. Protection groups that include Active 
Directory domain, containers, groups and/or organization units are dynamic in their nature. For example, 
if a new computer is added to a container, Veeam Backup & Replication will automatically discover this 
computer and start managing this computer as specified in the protection group settings. 

You can specify a protection scope based on Active Directory objects in one of the following ways: 

o You can select individual Active Directory objects that you want to include in a protection 
group, for example, selected organization units and/or computers.  

o You can include in the protection group an entire domain or other Active Directory object (such 
as a container or organization unit) and exclude specific child objects being part of this object, 
for example, selected organization units and/or computers. 

• Computers listed in a CSV file  

You can add multiple computers to a protection group by importing a list of computers from a CSV file. 
Protection groups that include computers listed in a CSV file are also dynamic. If a new computer 
appears in a CSV file after the protection group is created, during the next protection group rescan 
session, Veeam Backup & Replication will automatically update the protection group settings to include 
the added computer. 

 



 

14 | Veeam Backup & Replication | Veeam Agent Management Guide | REV 6 

Predefined Protection Groups 
In addition to protection groups created by a user, the Veeam Backup & Replication inventory may contain one 
or more predefined protection groups. 

Manually Added 
The Manually Added protection group contains individual computers added to Veeam Agent backup jobs 
configured in Veeam Backup & Replication. This protection group is aimed for scenarios when you want to 
manage a single Veeam Agent computer or a small number of Veeam Agent computers and do not want to 
create additional protection groups. Veeam Backup & Replication automatically adds a computer to the 
Manually Added protection group when you add this computer to a Veeam Agent backup job. To learn more, see 
Adding New Computers. 

The Manually Added protection group has the following limitations: 

• For the Manually Added protection group, you can change only a limited number of settings: 

o You can change discovery and deployment options. (Except for changing the distribution 
server. For the Manually Added protection group, the role of the distribution server is always 
assigned to the backup server.) 

o You can remove computers from this protection group. For example, you may want to remove 
a computer from a Manually Added protection group if you do not want to back up data of this 
computer any longer, and you have removed this computer from a Veeam Agent backup job. 

o You cannot change other settings, such as the name and type of this protection group. 

• You cannot add the entire Manually Added protection group to a Veeam Agent backup job. 

Unmanaged 
The Unmanaged protection group acts as a filter to display unmanaged Veeam Agent computers, that is, 
computers that meet the following conditions: 

1. Have Veeam Agent deployed and configured directly from a Veeam Agent computer or with Veeam 
Availability Console. 

2. Run a Veeam Agent backup job targeted at a backup repository managed by Veeam Backup & 
Replication. 

You cannot perform any operations with the Unmanaged protection group, as well as add computers included in 
this group to a Veeam Agent backup job. However, you can move such computers to a protection group that you 
created. To learn more, see Moving Unmanaged Computer to Protection Group. 

After you move an unmanaged computer to a protection group, Veeam Backup & Replication will start managing 
Veeam Agent running on this computer according to discovery settings specified in the properties of the 
protection group. If the protection group is added to a Veeam Agent backup job, Veeam Backup & Replication 
will add the new computer to the job, too. You will no longer be able to manage Veeam Agent directly on the 
Veeam Agent computer or from Veeam Availability Console. 
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Out of Date 
The Out of Date protection group is displayed when Veeam Backup & Replication discovers protected computers 
on which an outdated version of Veeam Agent is installed. For example, this may happen in a situation when you 
configure a protection group with Veeam Agent deployment options disabled, and Veeam Backup & Replication 
detects a newer version of Veeam Agent on the distribution server during discovery.  

The Out of Date protection group lets you update Veeam Agent on multiple computers at once. To learn more, 
see Upgrading Veeam Agent on Multiple Computers. 

Offline 
The Offline protection group acts as a filter to display computers to which Veeam Backup & Replication could 
not connect during the latest rescan session. 

Untrusted 
The Untrusted protection group acts as a filter to display Linux-based computers whose fingerprints were not 
verified in Veeam Backup & Replication. For computers included in this protection group, you need to check and 
validate SSH fingerprints. To learn more, see Validating SSH Fingerprints. 

Rescan Job 
For automated discovery of protected computers, Veeam Backup & Replication uses the rescan job that runs on 
the backup server. Veeam Backup & Replication automatically creates this job once you create the first 
protection group in the inventory. The rescan job runs upon schedule defined individually for every protection 
group in the protection group settings. By default, Veeam Backup & Replication is set up to perform discovery at 
9:00 PM daily. You can adjust daily schedule in the protection group settings or define periodic schedule. 

The rescan job itself is not displayed in the Veeam Backup & Replication console. However, you can start and 
stop rescan job sessions manually for a specific protection group or individual computer in the inventory. This 
may be helpful, for example, if new computers appeared in your infrastructure, and you want to discover these 
computers without waiting for the next scheduled rescan job session start. To learn more, see Rescanning 
Protection Group and Rescanning Protected Computer. 

You can view statistics for currently running and already performed rescan job sessions. To learn more, see 
Viewing Rescan Job Statistics. 
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How It Works 
When the rescan job is started — either automatically upon schedule or manually — Veeam Backup & Replication 
performs the following operations: 

1. Obtains from the Veeam Backup & Replication database settings specified for the protection group. The 
settings include a list of computers to scan, an account for connecting to these computers, and so on. 

2. Connects to each computer in the list under the specified account. 

3. Deploys Veeam Installer Service on each newly discovered computer. 

4. If the automatic Veeam Agent deployment option is enabled in the protection group settings, Veeam 
Backup & Replication also deploys Veeam Agent on discovered computers. As a part of this process, 
Veeam Backup & Replication performs the following operations: 

a. Veeam Installer Service running on the computer collects information about the computer and 
sends it to Veeam Backup & Replication. The collected data includes details on the computer 
type, platform, host name, guest OS, IP address, BIOS UUID, and information about Veeam 
Agent (its presence on the machine, product version and license installed). 

b. Veeam Backup & Replication uploads the Veeam Agent setup file from the distribution server 
to the discovered computer. 

c. Veeam Installer Service installs Veeam Agent on the target computer. 
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Veeam Agent Backup Jobs and Policies 
To back up data of your protected computers, you must configure a Veeam Agent backup job. The Veeam Agent 
backup job defines what data to back up, how, where and when to back up data. In Veeam Backup & Replication, 
you can create Veeam Agent backup jobs of the following types: 

• Backup job 

The backup job that processes Veeam Agent computers runs on the backup server in the similar way as a 
regular job for VM data backup. The backup job is intended for protected computers that have 
permanent connection to the backup server, such as standalone servers and failover clusters. The 
backup job creates Veeam Agent backups in a Veeam backup repository. 

In Veeam Backup & Replication, the backup job of this type is also referred to as the Veeam Agent 
backup job managed by the backup server.  

To learn more, see Backup Job. 

• Backup policy 

The backup policy describes configuration of individual Veeam Agent backup jobs that run on protected 
computers. Veeam Backup & Replication uses the backup policy as a saved template and applies settings 
from the backup policy to Veeam Agents that run on computers specified in the backup policy. The 
backup policy is intended for protected computers that may have limited connection to the backup 
server, such as workstations, laptops and so on. You can choose to create Veeam Agent backups in a 
Veeam backup repository, in a network shared folder or on a local storage of a protected computer. 

In Veeam Backup & Replication, the backup policy is also referred to as the Veeam Agent backup job 
managed by Veeam Agent.  

To learn more, see Backup Policy. 
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Veeam Backup & Replication lets you create the following types of backup jobs and policies depending on the 
type of OS that runs on a protected computer: 

• Backup jobs and policies that process Microsoft Windows computers. For such Veeam Agent backup 
jobs, Veeam Backup & Replication offers settings supported in Veeam Agent for Microsoft Windows. 

• Backup jobs and policies that process Linux computers. For such Veeam Agent backup jobs, Veeam 
Backup & Replication offers settings supported in Veeam Agent for Linux. 

If a protection group contains Microsoft Windows computers and Linux computers, you can add this protection 
group to a Veeam Agent backup job intended for any of these types of protected computers. Veeam Backup & 
Replication will automatically exclude computers of another type from the backup job and processes only those 
computers that run an OS of the same type. 

For example, if you add a protection group that contains Microsoft Windows and Linux computers to a Veeam 
Agent backup job intended for Linux computers, Veeam Backup & Replication will exclude Microsoft Windows 
computers from this backup job and process only Linux computers within the job. 

Processing One Computer with Multiple Jobs and Policies 
The number of backup jobs and policies that can process the same protected computer depends on the 
computer type and OS. A protected computer can be processed by more than one Veeam Agent backup job 
according to the following rules: 

• You can include a Microsoft Windows computer of the Server type in more than one backup job 
managed by the backup server or more than one backup policy. 

• You can include a Microsoft Windows computer of the Workstation type in one backup job managed by 
the backup server or one backup policy. 

• You can include a Linux computer of the Workstation or Server type in more than one backup job 
managed by the backup server or more than one backup policy. 

• You cannot include the same computer in a backup job and backup policy simultaneously. 
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Backup Job 
The backup job that processes Veeam Agent computers runs on the backup server in the similar way as a regular 
job for VM data backup. You can add one or more protection groups or individual computers to the job and 
instruct Veeam Backup & Replication to create Veeam Agent backups in a Veeam backup repository. In terms of 
the Veeam Agent management scenario, the backup job of this type is also referred to as the Veeam Agent 
backup job managed by the backup server. 

For a Veeam Agent backup job managed by the backup server, all job management tasks are performed on the 
Veeam Backup & Replication side: Veeam Backup & Replication starts the job upon the defined schedule, 
allocates backup infrastructure resources, and so on. Veeam Agent running on a protected computer operates 
under control from Veeam Backup & Replication and performs data backup operations only, such as creating a 
volume snapshot, reading the backed-up data and transferring backed-up data to the target location. To learn 
more, see How Veeam Agent Backup Job Works. 

To configure a backup job, you must launch the New Agent Backup Job wizard and select the Managed by 
backup server option at the Job mode step of the wizard. For backup jobs of this type, Veeam Backup & 
Replication offers settings similar to settings of a VM backup job, as well as settings specific for Veeam Agents 
To learn more, see Creating Veeam Agent Backup Jobs. 

NOTE: 

To manage a Veeam Agent backup job managed by the backup server, you can use the Veeam Backup & 
Replication console only. On a computer added to a backup job of this type, the Veeam Agent user interface 
is not available, and you cannot perform operations with Veeam Agent directly on the protected computer. 

How Veeam Agent Backup Job Works 
In the scenario when you use the backup job to create Veeam Agent backups, Veeam Backup & Replication 
performs backup in the following way: 

1. When you create a Veeam Agent backup job in Veeam Backup & Replication, Veeam Backup & 
Replication saves the backup job settings in its database. 

2. When a new backup job session starts, Veeam Backup & Replication starts the Veeam Backup Manager 
process on the backup server. Veeam Backup Manager reads job settings from the configuration 
database and creates a list of backup tasks to process. For every protected computer added to the job, 
Veeam Backup & Replication creates a new task. 

3. Veeam Backup Manager connects to the Veeam Backup Service. The Veeam Backup Service includes a 
resource scheduling component that manages all tasks and resources in the backup infrastructure. The 
resource scheduler checks what backup infrastructure resources are available, and assigns backup 
repository to process job tasks. 

4. Veeam Backup Manager connects to Veeam Transport Service on the backup repository. The Veeam 
Transport Service, in its turn, starts Veeam Data Mover. A new instance of Veeam Data Mover is started 
for every job task. 

5. Veeam Backup Manager establishes a connection with Veeam Agent service that runs on the protected 
computer and Veeam Data Mover that runs on the backup repository, and sets a number of rules for 
data transfer, such as network traffic throttling rules and so on. 

6. Veeam Agent service that runs on the protected computer and Veeam Data Mover that runs on the 
backup repository establish a connection with each other for data transfer. 
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7. If application-aware processing is enabled for the job, Veeam Backup & Replication connects to 
protected computers, establishes a connection with Veeam Agents running on protected computers and 
performs in-guest processing tasks. 

8. Veeam Backup & Replication requests Veeam Agent to create a VSS snapshot or volume snapshot, 
depending on the type of OS running on the Veeam Agent computer. For Windows-based computers, 
Veeam Agent for Microsoft Windows leverages Microsoft VSS technology to create a VSS snapshot. For 
Linux-based computers, Veeam Agent for Linux uses the Veeam driver to create a volume snapshot. 

9. Veeam Agent service that runs on the protected computer reads the backed-up data from the volume 
snapshot and transfers the data to the backup repository. During incremental job sessions, the Veeam 
Agent service uses CBT to retrieve only those data blocks that have changed since the previous job 
session. If CBT is not available, the Veeam Agent service interacts with the target Veeam Data Mover on 
the backup repository to obtain backup metadata, and uses this metadata to detect blocks that have 
changed since the previous job session. 

While transporting backed-up data, Veeam Agent running on a protected computer performs additional 
processing. It filters out zero data blocks, blocks of swap files and blocks of excluded files and folders. 
Veeam Agent compresses backed-up data and transports it to the target Veeam Data Mover. 

Veeam Backup & Replication stores backed-up data to the backup file in the backup repository. 

 



 

21 | Veeam Backup & Replication | Veeam Agent Management Guide | REV 6 

Backup Policy 
In some cases, the backup job managed by the backup server may be not suitable for data backup with Veeam 
Agents. For example, you may want use Veeam Agents to back up data of computers that reside in a remote 
location and have limited connection to the Veeam backup server and backup repository. For such scenarios, 
Veeam Backup & Replication offers the concept of the backup policy. 

The backup policy describes configuration of individual Veeam Agent backup jobs that run on protected 
computers. You can one or more protection groups or individual computers to the backup policy and instruct 
Veeam Agent to create backups in a Veeam backup repository, in a network shared folder or on a local storage 
of a protected computer. In terms of the Veeam Agent management scenario, the backup policy is also referred 
to as the Veeam Agent backup job managed by the Veeam Agent. 

Veeam Backup & Replication uses the backup policy as a saved template and applies settings from the backup 
policy to protected computers. The resulting Veeam Agent backup jobs run on protected computers in the 
similar way as a regular backup job configured directly in Veeam Agent. All backup job management and data 
processing tasks are performed by Veeam Agent itself. This allows Veeam Agent to create backups of your data 
even if a connection to the backup server is unavailable. To learn more, see How Backup Policy Works. 

To configure a backup policy, you must launch the New Agent Backup Job wizard and select the Managed by 
agent option at the Job mode step of the wizard. For backup policies, Veeam Backup & Replication offers 
settings similar to settings of a Veeam Agent backup job configured directly in Veeam Agent. To learn more, see 
Creating Veeam Agent Backup Jobs. 

NOTE: 

For computers specified in the backup policy, in addition to managing backup settings and performing backup 
tasks from the Veeam backup console, you can also perform selected operations directly on a protected 
computer. In particular, you can use the Veeam Agent control panel to start the backup job manually and 
monitor backup statistics. This allows you to create ad-hoc backups of your data in addition to backups 
created upon schedule defined in the backup policy. 

How Backup Policy Works 
In the scenario when you use the backup policy to create Veeam Agent backups, Veeam Backup & Replication 
and Veeam Agents interact in the following way: 

1. When you create a backup policy, Veeam Backup & Replication saves the backup policy settings in the 
following locations on the backup server: 

o In the Veeam Backup & Replication database. 

o In the configuration file of the XML format. 

2. Once the backup policy is created, Veeam Backup & Replication immediately applies the backup policy 
to Veeam Agents that run on protected computers:  

a. Veeam Backup & Replication reads the list of computers and protection groups specified in the 
backup policy and starts the discovery process for these computers. 

b. During the discovery process, Veeam Backup & Replication connects to each computer in the 
backup policy and uploads the XML file with backup policy settings to the target computer. 
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c. Veeam Backup & Replication uses settings from the backup policy to configure the Veeam 
Agent backup job. This process differs depending on what OS and Veeam Agent the protected 
computer runs. 

 On Microsoft Windows computers, Veeam Backup & Replication creates the Veeam 
Agent backup job using the Veeam Agent for Microsoft Windows Configurator. 

 On Linux computers, Veeam Backup & Replication creates the Veeam Agent backup 
job using the Veeam Agent for Linux command line interface. 

Settings of the created backup job are saved to the Veeam Agent database on the protected 
computer. 

Veeam Backup & Replication regularly applies the backup policy to protected computers during rescan 
of protection groups added to the backup policy. To learn more, see Backup Policy Application Methods. 

3. The created Veeam Agent backup job runs on the protected computer in the similar way as a regular 
Veeam Agent backup job configured directly on the Veeam Agent computer. To learn more, see the 
following sections: 

o How Backup Works section in the Veeam Agent for Microsoft Windows User Guide. 

o How Backup Works section in the Veeam Agent for Linux User Guide. 

Veeam Agent regularly checks whether job settings obtained from the backup policy are up-to-date and 
do not differ from the current backup settings specified in the backup policy. During the check 
operation, Veeam Agent connects to Veeam Backup & Replication, downloads the configuration file with 
backup policy settings from the backup server and compares settings in the configuration file with 
backup job settings in the Veeam Agent database. If the settings differ, Veeam Agent updates backup 
job settings in its database. To learn more, see Backup Policy Application Methods.  

 

https://helpcenter.veeam.com/docs/agentforwindows/userguide/backup_hiw.html?ver=30
https://helpcenter.veeam.com/docs/agentforlinux/userguide/backup_hiw.html?ver=30
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Backup Policy Application Methods 
To ensure that settings of Veeam Agent backup jobs on protected computers are up-to-date and do not differ 
from backup settings specified in the backup policy, Veeam Backup & Replication regularly applies the backup 
policy to protected computers. There are two methods to start the policy application process:  

• By Veeam Backup & Replication 

Veeam Backup & Replication applies the backup policy to protected computers at the following events: 

o At the time when the backup policy is created. 

o At the time when Veeam Backup & Replication performs scheduled rescan of protection groups 
added to the backup policy. Veeam Backup & Replication automatically rescans a protection 
group upon schedule specified in the protection group settings. 

• By Veeam Agent 

The Veeam Agent service running on a protected computer regularly checks whether job settings 
obtained from the backup policy are up-to-date and updates backup job settings, if necessary. Veeam 
Agent performs the check operation according to the following rules: 

o In case 6 or more hours pass since the previous check, Veeam Agent performs the check 
operation at the time when the backup job starts upon schedule. 

o In case 24 hours pass since the previous check, Veeam Agent immediately starts the check 
operation. 

During the check, Veeam Agent performs the following operations: 

a. Connects to Veeam Backup & Replication and obtains from the Veeam Backup & Replication 
database information about backup policies to which the Veeam Agent computer was added. 

b. Compares obtained backup policy settings with backup job settings in the Veeam Agent 
database. If the settings differ, Veeam Agent performs the following tasks: 

 If backup policy settings and Veeam Agent backup job settings do not match, Veeam 
Agent updates backup job settings in its database. 

 If the protected computer was added to a new backup policy, Veeam Agent creates a 
new backup job on the protected computer. 

 If the protected computer was removed from the backup policy, Veeam Agent 
removes the Veeam Agent backup job on the protected computer.  

TIP: 

You can also apply the backup policy to protected computers manually, if needed. To learn more, see 
Applying Backup Policy to Protected Computers. 
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Failover Cluster Support 
You can use Veeam Agent for Microsoft Windows operating in the managed mode (within the Veeam Agent 
management scenario) to protect data processed by a failover cluster. Veeam Agent for Microsoft Windows 
supports Windows Server Failover Clusters running Microsoft Windows Server 2008 R2 and later. 

Veeam Agent for Microsoft Windows supports data backup and restore for the following types of clusters: 

• Windows File Server Failover Clusters 

• Windows Server Failover Clusters that run the following applications: 

o Microsoft SQL Server 2008 SP4 or newer (AlwaysOn Failover Cluster Instances and AlwaysOn 
Availability Groups are supported.) 

o Microsoft Exchange Server 2010 or newer 

Failover Cluster Backup 
To process a cluster with Veeam Agent for Microsoft Windows, you must complete the following tasks: 

1.  In Veeam Backup & Replication, create a protection group that includes Active Directory objects and 
add to this protection group one of the following types of objects: 

o Cluster account of the failover cluster whose data you want to back up 

o Active Directory container that includes this cluster account 

To learn more, see Creating Protection Groups. 

2. In Veeam Backup & Replication, configure a Veeam Agent backup job for a failover cluster. To add a 
failover cluster to the backup job, do the following:  

a. At the Job Mode step of the New Agent Backup Job wizard, select Failover cluster.  

b. At the Computers step of the wizard, add to the job the cluster account that you added to a 
protection group at the step 1. Alternatively, you can add to the job a container or protection 
group that includes this cluster account. 

To learn more, see Creating Agent Backup Job for Windows Computers. 

IMPORTANT! 

In case a backup task within a Veeam Agent backup job that processes a cluster completes unsuccessfully, 
Veeam Agent for Microsoft Windows will create full backup of all shared disks of the cluster. 
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Backup of Microsoft Exchange Database Availability Groups 
You can use Veeam Agent for Microsoft Windows to process Microsoft Exchange Database Availability Groups 
(DAGs). The procedure of adding a DAG to a Veeam Agent backup job differs depending on the type of the DAG 
that you want to process: 

• For a regular DAG, the backup job configuration procedure is the same as for any failover cluster. To 
learn more, see Failover Cluster Backup. 

• For an IP Less DAG (a DAG without an Administrative Access Point), the backup job configuration 
procedure is similar to the same procedure for standalone servers. To process an IP Less DAG, you must 
create a Veeam Agent backup job for servers in the Veeam backup console and add to this job all nodes 
of the IP Less DAG. To learn more, see Creating Agent Backup Job for Windows Computers. 

During the backup process, Veeam Backup & Replication will detect that servers in the backup job are 
part of a DAG, and create transactionally consistent backup of Microsoft Exchange databases running on 
these servers. 

Limitations for Failover Cluster Support 
Failover cluster support in Veeam Agent for Microsoft Windows has the following limitations: 

• Backup of failover clusters is supported in Veeam Agent for Microsoft Windows managed by Veeam 
Backup & Replication only. You cannot process a failover cluster by Veeam Agent for Microsoft Windows 
operating in the standalone mode. 

• Backup of CSV (Cluster Shared Volumes) is not supported. Cluster disks used as CSV are automatically 
excluded from backup. 

• AlwaysOn Clusterless Availability Groups are not supported. 

• Backup of Storage Replica log volumes is not supported. Such volumes are automatically excluded from 
backup because of Microsoft VSS limitations. To learn more, see Microsoft Docs. 

https://docs.microsoft.com/en-us/windows-server/storage/storage-replica/storage-replica-known-issues#a-storage-replica-node-hangs-when-creating-snapshots
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Planning and Preparation 
Before you start using the Veeam Agent management functionality in Veeam Backup & Replication, make sure 
that the Veeam backup server and computers that you plan to protect with Veeam Agent for Microsoft Windows 
and/or Veeam Agent for Linux meet the system requirements and all required ports are open. 

Considerations and Limitations 
Before you start using the Veeam Agent management functionality in Veeam Backup & Replication, consider the 
following: 

1. If you have already been using Veeam Agent for Microsoft Windows and/or Veeam Agent for Linux with 
Veeam Backup & Replication, after you start managing this Veeam Agent with Veeam Backup & 
Replication, Veeam Agent will start a new backup chain on a target location. You cannot continue the 
existing backup chain that was created by Veeam Agent operating in the standalone mode. 

2. You cannot map a Veeam Agent backup job or backup policy configured in Veeam Backup & Replication 
to a Veeam Agent backup chain created by a standalone Veeam Agent on a backup repository. 
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System Requirements 
Make sure that components in the Veeam Agent management infrastructure meet system requirements listed 
below. 

Veeam Backup Server 
To learn about system requirements for the Veeam backup server, see the System Requirements section in the 
Veeam Backup & Replication User Guide. 

Veeam Agent Computer (Microsoft Windows) 
A machine that you want to protect with Veeam Agent for Microsoft Windows must meet the following 
requirements: 

Specification Requirement 

Hardware CPU: x86-64 processor. 

Memory: 2 GB RAM. 

Disk Space: 150 MB for product installation. 

Network: 1 Mbps or faster1. 

System firmware: BIOS or UEFI. 

Drive encryption: Microsoft BitLocker (optional)2. 

1 High latency and reasonably unstable WAN links are supported. 

2 BitLocker encrypted volumes must be unlocked at the moment when Veeam Agent 
for Microsoft Windows starts the backup or restore operation. Only Microsoft 
BitLocker is supported for drive encryption. Other drive encryption products are not 
supported. 

OS Both 64-bit and 32-bit (where applicable) versions of the following operating 
systems are supported1: 

• Microsoft Windows 7 SP1 
• Microsoft Windows 8.x 
• Microsoft Windows 10 (including version 1903)2 
• Microsoft Windows Server 2008 R2 SP13 
• Microsoft Windows Server 2012 
• Microsoft Windows Server 2012 R2 
• Microsoft Windows Server 2016 
• Microsoft Windows Server 2019 

1 Server Core installations of Microsoft Windows Server OSs can be backed-up only by 
Veeam Agent backup jobs managed by the Veeam backup server. 

2 Microsoft Windows 10 Education is supported starting from build 10586 and higher. 

3 Veeam CBT driver is supported only if Microsoft Windows update KB3033929 is 
installed on the Veeam Agent computer. 

https://helpcenter.veeam.com/docs/backup/vsphere/system_requirements.html?ver=95u4#backup_server
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Each Veeam Agent Computer that consumes a license installed in Veeam Backup & 
Replication must have a unique BIOS UUID. 

File System Microsoft Windows FAT, NTFS, ReFS file systems are supported. 

Software The following required 3rd party software is included in the Veeam Agent for 
Microsoft Windows Redistributable. During the Veeam Agent deployment process, 
Veeam Backup & Replication checks whether all prerequisite software is available on 
the target computer. If some of the required software components are missing, 
Veeam Backup & Replication will install missing software automatically. 

• Microsoft .NET Framework 4.6 
• Microsoft SQL Server 2012 Management Objects 
• Microsoft SQL Server System CLR Types 

Microsoft SQL Database Microsoft SQL Server 2012 Express LocalDB Edition (installed within the Veeam 
Agent deployment process). 

 

Veeam Agent Computer (Linux) 
A machine that you want to protect with Veeam Agent for Linux must meet the following requirements: 

Specification Requirement 

Hardware CPU: x86-64 processor (i386 or later). 

Memory: 1 GB RAM. 

Disk Space: 100 MB free disk space for product installation. 

Network: 10 Mbps or faster network connection to a backup target. 

System firmware: BIOS or UEFI. 

Disk layout: MBR or GPT. 

For virtual machines: Only full virtualization type is supported. Containers and 
paravirtualized instances are not supported. 

OS Linux kernel 2.6.32 or later1 is supported. 

Both 64-bit and 32-bit versions of the following distributions are supported2: 

• Debian 6.0 – 9.7 
• Ubuntu 10.04 – 18.10 
• CentOS / RHEL 6.0 – 7.63 
• Oracle Linux 6 (starting from UEK R1) – Oracle Linux 7 (up to UEK R4 

U7) 
• Oracle Linux 6 – 7.6 (RHCK)3 
• Fedora 23 – 29 
• openSUSE 11.3 – 13.2, 42.0 – 42.1, Tumbleweed 
• openSUSE Leap 42.2 – 42.3, Leap 15 
• SLES 11 SP4 – 15 (SP0) 
• SLES for SAP 11 SP4 – 15 (SP0) 

1 As long as you use kernels supplied by your distribution.  
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Consider the following limitations: 

• Fedora and Tumbleweed distributions are supported up to kernel 4.20, 
inclusive. 

• Linux kernel 2.6.32-754.6.3 in CentOS / RHEL and Oracle Linux (RHCK) is 
not supported. 

2 For Debian 6, CentOS / RHEL 6.0 – 6.3, Fedora and openSUSE distributions, 
automatic Veeam Agent deployment from Veeam Backup & Replication is not 
supported. You need to install Veeam Agent for Linux directly on a target machine. 
For details, see the Installing Veeam Agent for Linux section in the Veeam Agent for 
Linux User Guide. 

After that, you can add this machine to the Veeam Backup & Replication inventory 
and start managing Veeam Agent running on the machine. 

3 RHEL / CentOS / Oracle Linux (RHCK) 6.10 and 7.6 are supported up to certain 
kernel versions. For information about currently supported versions, see this Veeam 
KB article. 

File System Veeam Agent for Linux supports consistent snapshot-based data backup for the 
following file systems1: 

• Btrfs (for OSs that run Linux kernel 3.16 or later) 
• Ext 2/3/4 
• F2FS 
• FAT16 
• FAT32 
• HFS 
• HFS+ 
• JFS 
• NILFS2 
• NTFS 
• ReiserFS 
• XFS 

The supported file system can reside on a simple volume or LVM2 volume. Data that 
reside in other file systems can be backed up using the snapshot-less mode. For 
details, see the Snapshot-Less File-Level Backup section in the Veeam Agent for Linux 
User Guide. 

1 Consider the following: 

• Veeam Agent for Linux does not back up volumes that reside on USB 
devices. 

• Backup of machines used as cluster nodes is not supported (that includes 
backup of machines that use shared disks, clustered file systems or 
clustered LVM). 

• Certain limitations for EMC PowerPath configuration apply. To learn 
more, see this Veeam KB article. 

Software Important! Linux user account used to work with Veeam Agent for Linux must have 
the /bin/bash shell set as the default shell. 

Protected computer must have the following components installed1: 

• dkms2 
• gcc2 

https://helpcenter.veeam.com/docs/agentforlinux/userguide/installation_process.html?ver=30
https://www.veeam.com/kb2804
https://www.veeam.com/kb2804
https://helpcenter.veeam.com/docs/agentforlinux/userguide/file_backup_snapshotless.html?ver=30
https://www.veeam.com/kb2771
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• make2 
• perl2 
• kernel-headers2 
• kernel-devel2 
• libudev 
• libacl 
• libattr 
• lvm2 
• libfuse 
• libncurses53 
• dmidecode4 
• openssh-server 
• openssh-clients 
• efibootmgr (for UEFI-based systems) 
• isolinux (for Debian-based systems) 
• syslinux (for RedHat-based systems) 

1 To install Veeam Agent for Linux packages on a target computer, Veeam Backup & 
Replication uses the default package manager of the Linux distribution running on 
this computer. During the installation process, the package manager checks whether 
all prerequisite software is available on the computer. If some of the required 
software components are missing, the package manager will attempt to install the 
missing packages from a software repository configured in the OS. 

2 Does not apply to CentOS, RHEL, SLES distributions. For details, see the Installing 
Veeam Agent for Linux section in the Veeam Agent for Linux User Guide. 

3 For openSUSE 15.0 and SLES 15 (SP0) distributions, either of the following packages 
is required: libncurses5 or libncurses6. 

4 Required for Veeam Agent management — a valid BIOS UUID must be obtainable 
either from dmidecode | grep -i uuid or from 
/sys/class/dmi/id/product_uuid. Each Veeam Agent that consumes a license 
installed in Veeam Backup & Replication must have a unique BIOS UUID. If a valid 
UUID cannot be obtained, Veeam will generate it automatically. 

   

https://helpcenter.veeam.com/docs/agentforlinux/userguide/installation_process.html?ver=30
https://helpcenter.veeam.com/docs/agentforlinux/userguide/installation_process.html?ver=30
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Backup Target 
Backup can be performed to the following types of disk-based storage: 

For Veeam Agent backup jobs managed by the backup server 

• Veeam Backup & Replication 9.5 Update 4 or later backup repository1. 

For Veeam Agent backup jobs managed by Veeam Agent 

• Local (internal) storage of the protected computer (not recommended). 

• Direct attached storage (DAS), such as USB, eSATA or Firewire external drives. 

• Network Attached Storage (NAS) able to represent itself as an SMB (CIFS) share. 

• Network Attached Storage (NAS) able to represent itself as an NFS share (for backups of Linux machines 
only). 

• Veeam Backup & Replication 9.5 Update 4 or later backup repository1. 

1 Advanced integration with HPE StoreOnce storage appliances via the HPE StoreOnce Catalyst technology is not 
supported. If you want to use an HPE StoreOnce storage appliance as a Veeam backup repository, use it as a 
CIFS share. 
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Licensing Requirements 
The Veeam Agent management functionality is licensed by the number of instances. Instances are units (or 
tokens) that you can use to protect your machines (servers and workstations) with Veeam Agent for Microsoft 
Windows and Veeam Agent for Linux. The number of instances that you can use depends on the type of license 
installed in Veeam Backup & Replication: 

• Per-instance license. If you use a per-instance license in Veeam Backup & Replication, the number of 
servers and workstations that you can process with Veeam Agents depends on the edition of Veeam 
Backup & Replication and the number of instances in the license. For more information, see Veeam 
Licensing Policy. 

• Per-socket license. If you use an existing perpetual per-socket license that was obtained for an earlier 
version of Veeam Backup & Replication, the product allows you to use up to 6 instances to process 
Veeam Agents. If the number of sockets in your license is less than 6, you can use the number of 
instances that equals the number of sockets in the license. For example, if the number of sockets in the 
license is 5, you can use 5 instances. If the number of sockets in the license is 7, you can use 6 instances. 

• Community edition. If you do not install a license in Veeam Backup & Replication, you can use the 
Community edition of the product. The Community edition of Veeam Backup & Replication allows you to 
use 10 instances. Functionality available in the Community edition of Veeam Backup & Replication is the 
same as in the Standard edition of the product. 

For more information on Veeam Backup & Replication licensing, see the Licensing section in the Veeam Backup 
& Replication User Guide. 

Upgrade from Earlier Product Versions 
After upgrade to Veeam Backup & Replication 9.5 Update 4, you must obtain and install on the Veeam backup 
server a new per-instance license. To ensure a smooth license update procedure, Veeam Backup & Replication 
offers a 90-day grace period after the product is upgraded. During this period, you can continue processing 
Veeam Agents with an old Veeam Agent license that was installed in an earlier version of Veeam Backup & 
Replication. 

During the grace period, you can use Veeam Backup & Replication to process the same number of servers and 
workstations as the number of servers and workstations in the old Veeam Agent license. If you do not install a 
new per-instance license, after the grace period expires, you will not be able to process Veeam Agents. 

After you install a new per-instance license in Veeam Backup & Replication, Veeam Agents connected to the 
Veeam backup server will start using instances in the license. 

TIP: 

You can restrict license consumption for Veeam Agents, for example, if you want to use Veeam Backup & 
Replication to process VMs and do not want Veeam Agents to use instances in the license. To do this, in the 
Instances tab of the License Information window, clear the Allow free agents to consume instances check 
box. 

https://www.veeam.com/licensing-policy.html#instance-conversion
https://www.veeam.com/licensing-policy.html#instance-conversion
https://helpcenter.veeam.com/docs/backup/vsphere/licensing.html?ver=95u4
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Supported Applications 
Veeam Agent for Microsoft Windows 
You can use Veeam Agent for Microsoft Windows operating in the managed mode to create transactionally 
consistent backups of servers running applications that support Microsoft VSS. System requirements for VSS-
aware processing are listed in the following table. 

Specification Requirement 

Microsoft Active Directory Domain 
Controllers 

The following versions of Microsoft Active Directory Domain Services servers (domain 
controllers) are supported: 

• Microsoft Windows Server 2019 
• Microsoft Windows Server 2016  
• Microsoft Windows Server 2012 R2 
• Microsoft Windows Server 2012  
• Microsoft Windows Server 2008 R2 SP1 

Minimum supported domain and forest functional level is Windows 2003. 

Microsoft Exchange The following versions of Microsoft Exchange are supported: 

• Microsoft Exchange 2019 
• Microsoft Exchange 2016 
• Microsoft Exchange 2013 SP1 
• Microsoft Exchange 2013 
• Microsoft Exchange 2010 SP1, SP2, or SP3 

Microsoft SharePoint The following versions of Microsoft SharePoint are supported: 

• Microsoft SharePoint 2019 
• Microsoft SharePoint 2016 
• Microsoft SharePoint 2013 
• Microsoft SharePoint 2010 

All editions are supported (Foundation, Standard, Enterprise). 

Microsoft SQL Server The following versions of Microsoft SQL Server are supported: 

• Microsoft SQL Server 2017 
• Microsoft SQL Server 2016 
• Microsoft SQL Server 2014 
• Microsoft SQL Server 2012 
• Microsoft SQL Server 2008 R2  
• Microsoft SQL Server 2008 
• Microsoft SQL Server 2005 SP4 

All editions of Microsoft SQL Server except LocalDB are supported. 
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Oracle Oracle Database 11g and 12c are supported for the following operating systems (32-
bit and 64-bit architecture): 

• Microsoft Windows Server 2019 
• Microsoft Windows Server 2016 
• Microsoft Windows Server 2012 R2 
• Microsoft Windows Server 2012 
• Microsoft Windows Server 2008 R2 SP1 

Important notes: 

• Automatic Storage Management (ASM) is not supported. 
• Oracle Real Application Clusters (RAC) are not supported. 
• Oracle Database systems running on Microsoft Windows Failover Clusters 

are not supported. 
• Oracle servers using Data Guard are not supported. 
• Oracle Database Express Edition is supported. 
• Current version does not support creating transactionally-consistent 

backups of a standby database in case you are using Oracle Active Data 
Guard; only crash-consistent backups can be created in this case. 
However, a primary database can be backed up in a transactionally-
consistent way. 

• Configurations with different versions of Oracle Database deployed on 
the same server are not supported. 

• 32-bit Oracle running on 64-bit operating systems is not supported. 
 

Veeam Agent for Linux 
You can use Veeam Agent for Linux operating in the managed mode to create transactionally consistent backups 
of servers running Oracle database systems. System requirements for Oracle database processing are listed in 
the following table. 

Specification Requirement 

Oracle 
• Oracle Database 11g, 12c and 18c are supported for all operating systems 

supported by Veeam Agent for Linux. 
• Automatic Storage Management (ASM) is not supported. 
• Oracle Real Application Clusters (RAC) are not supported. 
• Oracle Database Express Edition is not supported. 
• Configurations with different versions of Oracle Database deployed on 

the same server are not supported. 
 



 

35 | Veeam Backup & Replication | Veeam Agent Management Guide | REV 6 

Used Ports 
The following tables describe network ports that must be opened to ensure proper communication of 
components in the Veeam Agent management infrastructure. 

Veeam Backup & Replication Connections 
For information about network ports that must be opened to ensure proper communication of the backup server 
with backup infrastructure components, see the Used Ports section in the Veeam Backup & Replication User 
Guide. 

In addition to general port requirements applicable to a Veeam backup server, the backup server used in the 
Veeam Agent management scenario must have the following ports opened: 

From To Protocol Port Notes 

Veeam Backup 
Server 

Veeam Agent 
Computer 

(Microsoft 
Windows) 

TCP 6184 Default port used for communication with the 
Veeam Agent for Microsoft Windows Service. 

If the default port number is already in use, 
Veeam Agent for Microsoft Windows Service will 
try to use the next port number. 

TCP 6160, 11731 Default ports used for communication with the 
Veeam Installer Service. 

Veeam Agent 
Computer 

(Linux) 

TCP 22 Default port used as a control channel from the 
Veeam Backup Server to the Veeam Agent 
computer. 

Distribution 
Server 

TCP 
UDP 

135, 137 to 139, 
445 

Ports on a Microsoft Windows server required 
for deploying the Distribution Server 
component. 

TCP 49152-65535  
(for Microsoft 
Windows 2008 
and newer) 

Dynamic RPC port range. For more information, 
see this Microsoft KB article. 

TCP 9380 Default port used for communication with the 
Veeam Distribution Service. 

Distribution 
Server 

Veeam Agent 
Computer 

(Microsoft 
Windows) 

TCP 49152-65535  
(for Microsoft 
Windows 2008 
and newer) 

Dynamic RPC port range. For more information, 
see this Microsoft KB article. 

The port range is required for communication 
with the Veeam Installer Service. 

Veeam Agent 
Computer 

(Linux) 

TCP 22 Default port used to establish an SSH 
connection for the purpose of Veeam Agent 
packages transmission and deployment control. 

https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=95u4#backup
https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/kb/929851/en-us
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Veeam Agent Computer Connections 

From To Protocol Port Notes 

Veeam Agent 
Computer 

(Microsoft 
Windows) 

Veeam Backup 
Server 

TCP 10005 Default port used by Veeam Agent for Microsoft 
Windows operating in the managed mode for 
communication with the Veeam Backup server. 

Data between the Veeam Agent computer and 
backup repositories is transferred directly, 
bypassing Veeam backup servers. 

Veeam Agent 
Computer 

TCP 9395, 6183 Ports used locally on the Veeam Agent 
computer for communication between Veeam 
Agent components and Veeam Agent for 
Microsoft Windows Service. 

If the default port number is already in use, 
Veeam Agent for Microsoft Windows Service 
will try to use the next port number. 

Veeam Agent 
Computer 

(Linux) 

Veeam Backup 
Server 

TCP 10006 Default port used for communication with the 
Veeam Backup server. 

Data between the Veeam Agent computer and 
backup repositories is transferred directly, 
bypassing Veeam backup servers. 

Veeam Agent 
Computer 

TCP 9395, 6183 Ports used locally on the Veeam Agent 
computer for communication between Veeam 
Agent components and Veeam Agent for Linux 
Service. 

Communication with Veeam Backup & Replication Repositories 

Veeam Agent 
Computer 

Linux server 
performing the 
role of a backup 
repository 

TCP 22 Port used as a control channel from the Veeam 
Agent computer to the target Linux host. 

TCP 2500 to 5000 Default range of ports used as data transmission 
channels. For every TCP connection that a job 
uses, one port from this range is assigned. 

Microsoft 
Windows server 
performing the 
role of a backup 
repository 

TCP 1025 to 5000  
(for Microsoft 
Windows 2003) 

49152-65535  
(for Microsoft 
Windows 2008 
and newer) 

Dynamic RPC port range. For more information, 
see this Microsoft KB article. 

TCP 2500 to 5000 Default range of ports used as data transmission 
channels. For every TCP connection that a job 
uses, one port from this range is assigned. 

https://support.microsoft.com/kb/929851/en-us
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Shared folder 
CIFS (SMB) 
share 

TCP 
UDP 

135, 137 to 139, 
445 

Ports used as a transmission channel from the 
Veeam Agent computer to the target CIFS 
(SMB) share. 

Gateway 
Microsoft 
Windows server 

TCP 
UDP 

135, 137 to 139, 
445 

If a CIFS (SMB) share is used as a backup 
repository and a Microsoft Windows server is 
selected as a gateway server for this CIFS share, 
these ports must be opened on the gateway 
Microsoft Windows server. 

TCP 1025 to 5000  
(for Microsoft 
Windows 2003) 

49152-65535  
(for Microsoft 
Windows 2008 
and newer) 

Dynamic RPC port range. For more information, 
see this Microsoft KB article. 

TCP 2500 to 5000 Default range of ports used as data transmission 
channels. For every TCP connection that a job 
uses, one port from this range is assigned. 

https://support.microsoft.com/kb/929851/en-us
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Getting Started 
To start using the Veeam Agent management functionality in Veeam Backup & Replication, you must perform 
the following operations: 

1. Deploy Veeam Backup & Replication. 

To learn more, see the Deployment section in the Veeam Backup & Replication User Guide. 

2. Configure security settings. 

By default, Veeam Backup & Replication offers the following settings to establish a secure connection 
between the backup server and protected computers: 

o To establish a secure connection between parties, Veeam Backup & Replication uses the 
default self-signed certificate. 

o Veeam Backup & Replication allows all new Linux hosts to establish a connection to the 
backup server. 

You can use the default security settings or change them if needed. To learn more, see Configuring 
Security Settings. 

3. Add computers that you want to protect with Veeam Agents to the Veeam Backup & Replication 
inventory. 

In Veeam Backup & Replication, computers that you want to protect with Veeam Agents are organized 
into protection groups. You can use the Veeam Backup & Replication console to create one or more 
protection groups that include individual computers, Microsoft Active Directory objects or list of 
computers imported from a CSV file. To learn more, see Creating Protection Groups. 

4. Discover protected computers and deploy Veeam Agents. 

Veeam Backup & Replication is set up to automatically discover protected computers and install Veeam 
Agent on a discovered computer. By default, these operations are performed immediately after you 
create a protection group. You can change Veeam Agent discovery and deployment options in the 
protection group settings, if needed. You can also run discovery and deployment operations manually 
for an entire protection group, individual Active Directory object in a protection group or individual 
computer in a protection group. To learn more, see Specify Discovery and Deployment Options, 
Managing Protection Groups and Managing Protected Computers. 

5. Configure Veeam Agent backup job settings. 

You can configure one or more Veeam Agent backup jobs and add to these jobs one or more protection 
groups, Active Directory objects and/or individual computers. In Veeam Backup & Replication, you can 
configure the following types of Veeam Agent backup jobs: 

o Veeam Agent backup job managed by the Veeam backup server 

o Veeam Agent backup job managed by Veeam Agent, or Veeam Agent backup policy 

To learn more, see Creating Veeam Agent Backup Jobs. 

6. Manage Veeam Agent backup jobs. 

You can start, stop, enable and disable Veeam Agent backup jobs to administer data protection 
operations on protected computers. To learn more, see Managing Veeam Agent Backup Jobs. 

7. In case of a disaster, you can restore data from a Veeam Agent backup. 

To learn more, see Restoring Data from Veeam Agent Backups. 

https://helpcenter.veeam.com/docs/backup/vsphere/deployment.html?ver=95u4
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Configuring Security Settings 
When you configure the Veeam Agent management infrastructure in Veeam Backup & Replication, you can 
specify what TLS certificate Veeam Backup & Replication will use to establish a secure connection between the 
backup server and protected computers. By default, Veeam Backup & Replication offers the following security 
settings for testing and evaluation purposes: 

• To establish a secure connection between parties, Veeam Backup & Replication uses the default self-
signed certificate. 

• Veeam Backup & Replication allows all computers that run a Linux OS to establish a connection to the 
backup server. 

You can change security settings if needed, for example, in case security regulations of your organization require 
usage of a custom certificate and/or verification of Linux host fingerprints. 

To specify the security settings, do the following: 

1. From the main menu, select General Options. 

2. Click the Security tab. 

3. In the Certificate section, check information about the currently used certificate. By default, Veeam 
Backup & Replication uses a self-signed TLS certificate generated during the Veeam Backup & 
Replication installation process. If you want to use a custom certificate, click Install and specify a new 
certificate. To learn more, see Managing TLS Certificates. 

4. In the Linux hosts authentication section, specify how Veeam Backup & Replication will add Linux-based 
protected computers to the list of trusted hosts. You can select one of the following options: 

o Add all discovered hosts to the list automatically — with this option enabled, Veeam Backup & 
Replication allows all discovered computers that run a Linux OS to connect to the backup 
server. This scenario is recommended for demo environments only. 

o Add unknown hosts to the list manually — with this option enabled, only the following Linux-
based computers can connect to the backup server: 

 Protected computers that have already established a connection to the backup server 
and have their fingerprints stored in the Veeam Backup & Replication database. 
Veeam Backup & Replication displays the number of such computers in the Trusted 
hosts field. You can export the list of trusted Linux computers to a known_hosts file. 
To do this, click Export and specify a path to the folder to save the file. 

 Protected computers specified in the known_hosts file imported to Veeam Backup & 
Replication. To import a known_hosts file, click Import and specify a path to the 
folder where the file resides. 

 Protected computers added to the list of trusted hosts in the Veeam Backup & 
Replication console. To learn more, see Adding Computers to Trusted Hosts List. 
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5. Click OK. 
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Managing TLS Certificates 
When you configure the Veeam Agent management infrastructure, you can specify what TLS certificate must be 
used to establish a secure connection between the backup server and protected computers. Veeam Backup & 
Replication offers the following options for TLS certificates: 

• You can choose to keep the default self-signed TLS certificate generated by Veeam Backup & 
Replication. 

• You can use Veeam Backup & Replication to generate a new self-signed TLS certificate. To learn more, 
see Generating Self-Signed Certificates. 

• You can select an existing TLS certificate from the certificates store. To learn more, see Importing 
Certificates from Certificate Store. 

• You can import a TLS certificate from a file in the PFX format. To learn more, see Importing Certificates 
from PFX Files. 

NOTE: 

If you plan to use a certificate issued by your own Certificate Authority (CA), make sure that the certificate 
meets the requirements. To learn more, see Using Certificate Signed by Internal CA. 

Generating Self-Signed Certificates 
You can use Veeam Backup & Replication to generate a self-signed certificate for authenticating parties in the 
Veeam Agent management infrastructure. 

To generate TLS certificates, Veeam Backup & Replication employs the RSA Full cryptographic service provider 
by Microsoft Windows installed on the Veeam backup server. The created TLS certificate is saved to the Shared 
certificate store. The following types of users can access the generated TLS certificate: 

• User who created the TLS certificate 

• LocalSystem user account 

• Local Administrators group 

If you use a self-signed TLS certificate generated by Veeam Backup & Replication, you do not need to take any 
additional actions to deploy the TLS certificate on a protected computer. When Veeam Backup & Replication 
discovers a protected computer, a matching TLS certificate with a public key is installed on the protected 
computer automatically. During discovery, Veeam Installer Service deployed on the protected computer 
retrieves the TLS certificate with a public key from the backup server and installs a TLS certificate with a public 
key on the protected computer. 

NOTE: 

When you generate a self-signed TLS certificate with Veeam Backup & Replication, you cannot include 
several aliases to the certificate and specify a custom value in the Subject field. The Subject field value is 
taken from the Veeam Backup & Replication license installed on the Veeam backup server. 
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To generate a self-signed TLS certificate: 

1. From the main menu, select General Options. 

2. Click the Security tab. 

3. In the Security tab, click Install. 

4. At the Certificate Type step of the wizard, select Generate new certificate. 
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5. At the Generate Certificate step of the wizard, specify a friendly name for the created self-signed TLS 
certificate. 
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6. At the Summary step of the wizard, review the certificate properties. Use the Copy to clipboard link to 
copy and save information about the generated TLS certificate. You will be able to use the copied 
information to verify the TLS certificate with the certificate thumbprint. 

7. Click Finish. Veeam Backup & Replication will save the generated certificate in the Shared certificate 
store on the Veeam backup server. 
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Importing Certificates from Certificate Store 
If your organization has a TLS certificate signed by a CA and the TLS certificate is located in the Microsoft 
Windows Certificate store, you can use this certificate for authenticating parties in the Veeam Agent 
management infrastructure. 

To select a certificate from the Microsoft Windows Certificate store: 

1. From the main menu, select General Options. 

2. Click the Security tab. 

3. In the Security tab, click Install. 

4. At the Certificate Type step of the wizard, choose Select certificate from the Certificate Store. 
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5. At the Pick Certificate step of the wizard, select a TLS certificate that you want to use. You can select 
only certificates that contain both a public key and a private key. Certificates without private keys are 
not displayed in the list. 

 

6. At the Summary step of the wizard, review the certificate properties.  

7. Click Finish to apply the certificate. 
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Importing Certificates from PFX Files 
You can import a TLS certificate in the following situations: 

• Your organization uses a TLS certificate signed by a CA and you have a copy of this certificate in a file of 
PFX format. 

• You have generated a self-signed TLS certificate in the PFX format with a third-party tool and you want 
to import it to Veeam Backup & Replication. 

IMPORTANT! 

The TLS certificate must pass validation on the Veeam backup server. In the opposite case, you will not be 
able to import the TLS certificate. 

To import a TLS certificate from a PFX file: 

1. From the main menu, select General Options. 

2. Click the Security tab. 

3. In the Security tab, click Install. 

4. At the Certificate Type step of the wizard, choose Import certificate from a file. 
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5. At the Import Certificate step of the wizard, specify a path to the PXF file. 

6. If the PFX file is protected with a password, specify the password in the field below. 

 

7. At the Summary step of the wizard, review the certificate properties. Use the Copy to clipboard link to 
copy and save information about the TLS certificate. You can use the copied information on a protected 
computer to verify the TLS certificate with the certificate thumbprint. 

8. Click Finish to apply the certificate. 
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Using Certificate Signed by Internal CA 
To establish a secure connection between the backup server and protected computers, Veeam Backup & 
Replication uses a TLS certificate. By default, Veeam Backup & Replication uses a self-signed certificate. Veeam 
Backup & Replication generates this certificate when you install the product on the Veeam backup server. 

In you want to use a certificate signed by your internal Certification Authority (CA), make sure that the following 
requirements are met: 

• Veeam Agents and Veeam Backup & Replication must trust the CA. That is, the Certification Authority 
certificate must be added to the Trusted Root Certification Authority store on the Veeam backup server 
and Veeam Agent computers. 

• Certificate Revocation List (CRL) must be accessible from the Veeam backup server and Veeam Agent 
computers. 

A certificate signed by a CA must meet the following requirements: 

1. The certificate subject must be equal to the fully qualified domain name of the Veeam backup server. 
For example: vbrserver.domain.local. 
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2. The following key usage extensions must be enabled in the certificate to sign and deploy child 
certificates for Veeam Agent computers: 

o Digital Signature 

o Certificate Signing 

o Off-line CRL Signing 

o CRL Signing (86) 

If you use Windows Server Certification Authority, it is recommended that you issue a Veeam Backup & 
Replication certificate based on the built-in "Subordinate Certification Authority" template or templates 
similar to it. 

 
  



 

51 | Veeam Backup & Replication | Veeam Agent Management Guide | REV 6 

3. The key type in the certificate must be set to Exchange. 

If you create a certificate request using the Windows MMC console, to specify the key type, do the 
following: 

a. At the Request Certificates step of the Certificate Enrollment wizard, select a check box next 
to the necessary certificate template and click Properties. 
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b. In the Certificate Properties window, click the Private Key tab. 

c. In the Key Type section, select Exchange. 

 

To start using the signed certificate, you must select it from the certificates store on the Veeam backup server. 
To learn more, see Importing Certificates from Certificate Store. 

After you specify the signed certificate in Veeam Backup & Replication, the during the next backup job session 
Veeam Agents will receive child certificates from the Veeam backup server. 
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Adding Computers to Trusted Hosts List 
After you enable the Add unknown hosts to the list manually option in Veeam Backup & Replication settings, 
Linux-based computers whose fingerprints are not stored in the Veeam Backup & Replication database become 
unable to communicate to the Veeam backup server. During discovery, Veeam Backup & Replication puts such 
computers to the Untrusted protection group. To start managing an untrusted computer, you must add it to the 
list of trusted hosts manually in the Veeam Backup & Replication console. 

To add a computer to the list of trusted hosts: 

1. Open the Inventory view.  

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and click Untrusted. 

3. In the working area, Veeam Backup & Replication will display discovered computers that you can add to 
the list of trusted hosts. Check fingerprints of the computers and add them to the list of trusted hosts in 
one of the following ways: 

o To add all computers at once to the list of trusted hosts, select the Untrusted node in the 
inventory pane and click Trust All on the ribbon or right-click the Untrusted node and select 
Trust all. 
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o To add a specific computer to the list of trusted hosts, select the necessary computer in the 
working area and click Trust on the ribbon or right-click the computer and select Trust. 
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Working with Protection Groups 
In Veeam Backup & Replication, Veeam Agent computers are organized into protection groups. You can perform 
the following operations with protection groups: 

• Create a protection group. 

• Add a protection group to a Veeam Agent backup job. 

• Edit protection group settings. 

• Rescan a protection group. 

• Assign location to a protection group 

• Disable a protection group. 

• Remove a protection group. 
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Creating Protection Groups 
You must add computers that you plan to protect with Veeam Agents to the inventory in the Veeam Backup & 
Replication console. In Veeam Backup & Replication, protected computers are organized into protection groups. 
You can create one or more protection groups that contain computers of different types or offer different 
discovery and deployment options. 

TIP: 

If you do not want to create protection groups, for example, if you plan to manage only a small number of 
computers in your infrastructure, you can add the necessary computers directly to a Veeam Agent backup job. 
Veeam Backup & Replication will automatically add such computers to the Manually Added protection group. 
To learn more, see Adding Computers to Backup Job and Protection Groups. 

Before You Begin 
Before creating a protection group, consider the following prerequisites and limitations: 

1. When Veeam Backup & Replication performs discovery of protected computers, Veeam Backup & 
Replication connects to every computer added to the protection group. If you instruct Veeam Backup & 
Replication to perform discovery immediately after the protection group is created, make sure that all 
computers added to the protection group are powered on and may be accessed over the network. 
Otherwise, Veeam Backup & Replication will be unable to connect to a protected computer and perform 
the required operations on this computer. 

2. A protection group that includes Microsoft Active Directory objects can include objects from one domain 
only. To add to the inventory computers that reside in another domain, you need to create a separate 
protection group and include in this protection group the necessary objects from that domain. 

3. Veeam Backup & Replication automatically excludes from the protection scope Active Directory objects 
of the Group type that exist in a parent Active Directory object (organization unit, container or entire 
domain) specified in the protection group settings. To instruct Veeam Backup & Replication to process a 
group, you must select this group explicitly in the protection group settings. 

4. You cannot add and/or exclude universal and domain local groups to/from protection groups that 
include Microsoft Active Directory objects. Only global groups are supported. 

5. It is recommended that you do not add a computer to a protection group by specifying a dynamic IP 
address assigned to this computer. If such computer receives another IP address from a DHCP server, 
Veeam Backup & Replication will be unable to discover the computer and perform on this computer 
operations defined in the protection group settings. 

6. It is recommended that you include each computer in one protection group only. For example, if you 
have added an Active Directory container to a protection group, it is not recommended to add a 
computer that exists in this container to another protection group. Adding computers to multiple 
protection groups with different computer discovery and Veeam Agent deployment settings   result in 
additional load on the backup server. 

7. You can add a cluster only to a protection group that includes Microsoft Active Directory objects. You 
cannot add clusters to protection groups that include individual computers or computers specified in a 
CSV file. 

8. To deploy Veeam Installer Service and Veeam Agent for Microsoft Windows on a protected computer, 
Veeam Backup & Replication uses the administrative share (admin$) of the target computer. An account 
that you plan to use to connect to a computer included in the protection group must have access to the 
administrative share. 
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Step 1. Launch New Protection Group Wizard 
To launch the New Protection Group wizard, do one of the following: 

• Open the Inventory view. Click the Physical & Cloud Infrastructure node in the inventory pane and click 
Add Group on the ribbon. 

• Open the Inventory view. Click the Physical & Cloud Infrastructure node in the inventory pane and click 
Create Protection Group in the working area. 

• Open the Inventory view. Right-click the Physical & Cloud Infrastructure node in the inventory pane and 
select Add protection group. 
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Step 2. Specify Protection Group Name and Description 
At the Name step of the wizard, specify a name and description for the protection group. 

1. In the Name field, specify a name for the protection group. 

2. In the Description field, provide a description for future reference. The default description contains 
information about the user who added the protection group, date and time when the protection group 
was created. 

 

Step 3. Select Protection Group Type 
At the Type step of the wizard, select the type of the protection group. 

NOTE: 

You can add a Microsoft failover cluster to a protection group based on Microsoft Active Directory objects 
only. To do this, you must select the Microsoft Active Directory objects option and then add a cluster account 
or an AD object containing this account at the Active Directory step of the wizard. 
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You can select one of the following types: 

• Individual computers — select this option if you want to define a static protection scope by adding 
specific computers to the protection group. This option is recommended for smaller environments that 
do not have Microsoft Active Directory deployed. With this option selected, you will pass to the 
Computers step of the wizard. 

• Microsoft Active Directory objects — select this option if you want to add to the protection group one or 
several Active Directory objects: entire domain, container, organization unit, group, computer or cluster. 
Protection groups that include Active Directory containers and/or organization units are dynamic in their 
nature. If a new computer is added to a container or organization unit that you have specified in the 
protection group settings, during the next rescan session, Veeam Backup & Replication will discover this 
computer and (optionally) deploy Veeam Agent on this computer. With this option selected, you will 
pass to the Active Directory step of the wizard. 

• Computers from CSV file — select this option if you want to add to the protection scope computers 
listed in a CSV file that resides in a local folder on the backup server or in a network shared folder. As 
well as protection groups that include Active Directory containers, protection groups of this type are 
also dynamic. If a new computer appears in a CSV file after the protection job is created, within the next 
rescan session, Veeam Backup & Replication will automatically update the protection group settings to 
include the added computer. With this option selected, you will pass to the CSV File step of the wizard. 
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Step 4. Specify Protection Scope 
Specify protection scope for the created protection group: 

• Specify computers — if you have selected the Individual computers option at the Type step of the 
wizard. 

• Specify Microsoft Active Directory objects — if you have selected the Microsoft Active Directory objects 
option at the Type step of the wizard. 

• Specify a CSV file — if you have selected the Computers from CSV file option at the Type step of the 
wizard. 

Specifying Computers 
The Computers step of the wizard is available if you have chosen the Individual computers option at the Type 
step of the wizard. 

At this step of the wizard, you can specify computers that you want to add to the protection group. 

To add a computer to a protection group: 

1. Click Add. 

2. In the Add Computer window, in the Host name or IP address field, enter a full DNS name, NetBIOS 
name or IP address of the computer that you want to add to the protection group. 

3. From the Credentials list, select a user account that has administrative permissions on the computer 
that you want to add to the protection group. Veeam Backup & Replication will use this account to 
connect to the protected computer and perform the necessary operations on the computer: upload and 
install Veeam Agent, and so on. 

If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right 
to add credentials. For more information, see the Credentials Manager section in the Veeam Backup & 
Replication User Guide. 

4. Repeat steps 1–3 for every computer that you want to add to the protection group. 

5. To check if Veeam Backup & Replication can communicate with computers added to the protection 
group, click Test Now. Veeam Backup & Replication will use the specified credentials to connect to all 
computers in the list. 

https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=95u4
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NOTE: 

If you chose to manually add Linux-based computers to the list of trusted hosts in Veeam Backup & 
Replication, when you test credentials for an unknown Linux-based computer in the protection group 
settings, the test operation will complete with the Failed status. This happens because Veeam Backup & 
Replication cannot connect to the untrusted computer before you add this computer to the list of trusted 
hosts. To learn more, see Adding Computers to Trusted Hosts List. 

 

Specifying Active Directory Objects 
The Active Directory step of the wizard is available if you have chosen the Microsoft Active Directory objects 
option at the Type step of the wizard. 

At this step of the wizard, you can select Active Directory objects that you want to add to the protection group. 
You can add to a protection group the following types of Active Directory objects: domain, organization unit, 
container, computer, cluster, or group. 

To add Active Directory objects to a protection group: 

1. In the Search for objects in this domain field, click Change. 

2. In the Specify Domain window, specify settings of the domain whose objects you want to include in the 
protection group: 

a. In the Domain controller or domain DNS name field, type a name of the domain controller or 
domain whose objects you want to include in the protection group. 

b. In the Port field, specify a port number over which Veeam Backup & Replication must 
communicate with the domain controller. By default, Veeam Backup & Replication uses port 
389. 
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c. From the Account list, select a user account that is a member of the DOMAIN\Administrators 
group. If you have not set up credentials beforehand, click the Manage accounts link or click 
Add on the right to add credentials. For more information, see the Credentials Manager section 
in the Veeam Backup & Replication User Guide. 

d. Click OK to close the Specify Domain window. 

NOTE: 

If you want to include a large number of computers in the protection group but do not want to use an 
account with domain administrator permissions in the protection group settings, consider configuring a 
protection group based on a list of computers imported from a CSV file. To learn more, see Select Protection 
Group Type. 

3. In the Selected objects field, click Add. 

4. In the Add Objects window, select the necessary Active Directory object in the tree and click OK. You 
can press and hold [CTRL] to select multiple objects at once. 

To quickly find the necessary object, you can use the search field at the bottom of the Add Objects 
window. 

a. Click the button to the left of the search field and select the necessary type of object to search 
for: Everything, Computer, Cluster, Organization Unit, Container or Group. 

b. Enter the object name or a part of it in the search field.  

c. Click the Start search button on the right or press [ENTER]. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=95u4
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Specifying CSV File 
The CSV File step of the wizard is available if you have chosen the Computers from CSV file option at the Type 
step of the wizard. 

At this step of the wizard, you can specify a file that defines a list of computers that you want to add to the 
protection group. You must specify a list of computers in a file of the CSV or TXT format. The file must be 
created beforehand. To learn more, see Preparing CSV File.  

To specify a CSV file: 

1. In the Path to file field, click Browse and specify a path to a CSV file that contains a list of IP addresses 
or domain names of computers that you want to add to the protection group. The CSV file can reside in 
a folder on the local drive of the Veeam backup server or in a network shared folder accessible from the 
backup server. 

2. In the Computers field, review the list of IP addresses or domain names imported from the CSV file. 

NOTE: 

After you finish configuring the protection group, Veeam Backup & Replication will perform discovery of 
computers listed in the CSV file upon schedule defined in the protection group settings. If Veeam Backup & 
Replication is unable to read the CSV file (for example, after the file was moved or deleted from the specified 
location), the rescan job will use the list of computers imported from the CSV file during the previous rescan 
job session. 
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Preparing CSV File 

To define a dynamic protection scope based on a list of computers, you must create a CSV file with a list of IP 
addresses or domain names to scan during discovery. Veeam Backup & Replication supports IP addresses of the 
IPv4 format only.  

Delimit IP addresses or domain names in the list with commas (',') or semicolons (';'). For example: 

172.17.53.16,172.17.53.19,172.17.53.31,172.17.53.40 

Alternatively, you can delimit IP addresses or domain names in the list with the newline character: 

172.17.53.16 
172.17.53.19 
172.17.53.31 
172.17.53.40 

 

Step 5. Exclude Objects from Protection Group 
The Exclusions step of the wizard is available if you have chosen to define a protection scope that includes 
Microsoft Active Directory objects. 

At this step of the wizard, you can specify which objects you want to exclude from the protection group. You 
can exclude the following types of objects: 

• All virtual machines — all VMs residing in the domain. You can select this option, for example, if you do 
not want to protect VMs with Veeam Agents and want to back up VM data with Veeam Backup & 
Replication instead. 

• All computers that have been offline for over 30 days — all computers in the domain that have not 
logged on to Active Directory for more than 30 days. 

• Individual Active Directory objects — specific Active Directory objects: computers, clusters, groups, 
organization units and/or containers. With this option selected, you must specify Active Directory 
objects that you want to exclude from the protection group. 

To exclude Active Directory objects: 

1. In the Exclude section, select the The following objects check box. 

2. Click Add. 

3. In the Add Objects window, select the necessary Active Directory object in the tree and click OK. You 
can press and hold [CTRL] to select multiple objects at once. 
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To quickly find the necessary object, you can use the search field at the bottom of the Add Objects window. 

1. Click the button to the left of the search field and select the necessary type of object to search for: 
Everything, Computer, Cluster, Group, Organization Unit or Container. 

2. Enter the object name or a part of it in the search field. 

3. Click the Start search button on the right or press [ENTER]. 

 

Step 6. Specify Credentials 
The Credentials step of the wizard is available if you have chosen to define a protection scope that includes 
Microsoft Active Directory objects or computers specified in a CSV file. 

At this step of the wizard, specify credentials to connect to computers included in the protection group: 

1. If you want to use the same credentials for all computers in the protection group, select the necessary 
user account from the Master account list. The account must have local administrator permissions on all 
computers that you have added to the protection group. 

If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right 
to add credentials. For more information, see the Credentials Manager section in the Veeam Backup & 
Replication User Guide. 

  

https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=95u4
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2. By default, Veeam Backup & Replication uses credentials specified in the Master account field for all 
computers in the protection group. If some computer requires a different user account, do the 
following: 

a. Select the Use custom credentials for the following objects check box,  

b. Click Add next to the list of objects and select the necessary object in the Add Objects window: 

 If you configure a protection group that includes Active Directory objects, objects 
that you have added to the protection group at the Active Directory step or the 
wizard are already displayed in the Use custom credentials for the following objects 
list. In the Add Objects window, you can also select child objects for which you want 
to specify custom credentials. For example, you may want to specify separate 
credentials for different organization units, containers, groups or individual 
computers within the entire domain added to the protection group. 

 If you configure a protection group that includes computers specified in a CSV file, 
you can select in the Add Objects window one or more computers listed in a CSV file 
and add them to the Use custom credentials for the following objects list. 

c. In the Use custom credentials for the following objects list, select the necessary object, click 
Edit and select custom credentials for the object. Credentials must be specified in the 
following format: 

 For Active Directory accounts — DOMAIN\Username 

 For local accounts — Username or HOST\Username 

NOTE: 

If you configure a protection group that includes dynamic Active Directory objects, such as domain, 
organization unit, container or group, the master account or custom account specified for specific objects 
must be a member of the DOMAIN\Administrators group. 
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To check if Veeam Backup & Replication can connect to computers added to the protection group, click Test 
Now. Veeam Backup & Replication will form a list of computers to connect and use the specified credentials to 
connect to computers in the list. 

 

Step 7. Specify Discovery and Deployment Options 
At the Options step of the wizard, specify settings for protected computers discovery and Veeam Agent 
deployment. 

Veeam Backup & Replication regularly connects to protected computers according to the schedule defined in 
the protection group settings. At this step of the wizard, you can define the discovery schedule and specify 
operations that Veeam Backup & Replication must perform on discovered computers. You can also select which 
server in your backup infrastructure should act as a distribution server for Veeam Agents. 

To specify discovery and deployment options: 

1. In the Discovery section, define schedule for automatic computer discovery within the scope of the 
protection group: 

o To run the rescan job at specific time daily, on defined week days or with specific periodicity, 
select Daily at this time. Use the fields on the right to configure the necessary schedule. 

o To run the rescan job repeatedly throughout a day with a specific time interval, select 
Periodically every. In the field on the right, select the necessary time unit: Hours or Minutes. 
Click Schedule and use the time table to define the permitted time window for the rescan job. 
In the Start time within an hour field, specify the exact time when the job must start. 

o To run the rescan job continuously, select the Periodically every option and choose 
Continuously from the list on the right. A new rescan job session will start as soon as the 
previous rescan job session finishes. 
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NOTE: 

You cannot create a protection group without defining schedule for automatic discovery. However, you can 
disable automatic discovery for a specific protection group, if needed. To lean more, see Disabling Protection 
Group. 

2. In the Deployment section, from the Distribution server list, select a Microsoft Windows server that you 
plan to use as a distribution server. Veeam Backup & Replication will use the distribution server to 
upload Veeam Agent setup archives to computers added to the protection group. By default, Veeam 
Backup & Replication assigns the distribution server role to the backup server. To learn more, see 
Distribution Server. 

3. If you want to instruct Veeam Backup & Replication to automatically deploy Veeam Agents on all 
discovered computers in the protection group, in the Deployment section, make sure that the Install 
backup agent automatically check box is selected. 

You can also choose to disable automated Veeam Agent installation. In this case, you will need to install 
Veeam Agent on every computer included in the protection group and discovered by Veeam Backup & 
Replication. To learn more, see Installing Veeam Agent. 

NOTE:  

Veeam Backup & Replication installs the Veeam Installer Service on every computer added to the protection 
group even if the Install backup agent automatically check box is not selected in the protection group 
settings. 

4. If you want to instruct Veeam Backup & Replication to automatically upgrade Veeam Agent on 
discovered computers when a new version of Veeam Agent appears on the distribution server, in the 
Deployment section, make sure that the Auto-update backup agent check box is selected. 

5. [For protection groups that include Microsoft Windows servers] Select the Install changed block 
tracking driver on Windows Server OS check box if you want to install the advanced changed block 
tracking (CBT) driver on servers protected with Veeam Agent for Microsoft Windows. To learn more, see 
the Veeam Changed Block Tracking Driver section in the Veeam Agent for Microsoft Windows User 
Guide. 

If you included workstations and servers in the created protection group, Veeam Backup & Replication 
will install the Veeam CBT driver on servers only. 

  

https://helpcenter.veeam.com/docs/agentforwindows/userguide/backup_cbt_driver.html?ver=30
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6. Select the Perform reboot automatically if required check box to allow Veeam Backup & Replication to 
reboot a protected computer. In particular, the reboot operation is required as part of the Veeam CBT 
driver installation process. 

7. Click Advanced to specify advanced settings for the protection group. To learn more, see Specify 
Advanced Protection Group Settings. 

 

Step 8. Specify Advanced Protection Group Settings 
In the Advanced Settings window, specify advanced settings for the protection group: 

• Veeam Agent for Microsoft Windows settings 

• Notification settings 

TIP: 

After you specify necessary settings for the protection group, you can save them as default settings. To do 
this, click Save as Default at the bottom left corner of the Advanced Settings window. When you create a new 
protection group, Veeam Backup & Replication will automatically apply the default settings to the new 
protection group. 
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Veeam Agent for Microsoft Windows Settings 
You can specify the following settings for Veeam Agent for Microsoft Windows that will be deployed on 
computers included in the protection group: 

• Network usage settings. You can limit bandwidth consumption and restrict network connections usage 
for Veeam Agent for Microsoft Windows backup jobs. Limiting bandwidth consumption prevents jobs 
from utilizing the entire bandwidth available in your environment and makes sure that enough traffic is 
provided for other network operations. In addition to limiting bandwidth consumption, you can choose 
whether to allow backup over metered connections and VPN connections. For Microsoft Windows 
workstations that run Veeam Agent, you can also specify one or more wireless networks over which 
Veeam Agent is allowed to perform backup. 

To learn more, see the Restricting Network Connections Usage section in the Veeam Agent for Microsoft 
Windows User Guide. 

• Throttling settings. You can instruct Veeam Agent for Microsoft Windows to throttle its activities during 
backup. The throttling option can help you avoid situations when backup tasks performed by Veeam 
Agent for Microsoft Windows consume all available hard disk resources and hinder work of other 
applications and services on a protected computer. With throttling enabled, Veeam Backup & 
Replication sets low priority for Veeam Agent components running on protected computers and 
engaged in the backup process. If this option is not enabled, Veeam Agent components have normal 
priority. 

• Security settings. You can allow user accounts that do not have administrative privileges on a Veeam 
Agent computer to perform file-level restore on this computer. 

Veeam Backup & Replication will apply the specified settings to Veeam Agent during the protection group 
rescan process. 

To specify settings for Veeam Agent for Microsoft Windows: 

1. At the Options step of the wizard, click Advanced. 

2. If you want to limit bandwidth consumption for Veeam Agent backup jobs, on the Agent for Windows 
tab, in the Network section, select the Limit bandwidth consumption to check box. Then specify the 
maximum speed for transferring backed-up data from the Veeam Agent computer to the target location. 

3. By default, backup over metered connections is disabled for Veeam Agent for Microsoft Windows. 
Veeam Agent automatically detects metered connections and does not perform backup when your 
computer is on such connection. To enable backup over metered connections, clear the Restrict metered 
connections usage check box. 

NOTE: 

Mind the following limitations and requirements: 

• Veeam Agent for Microsoft Windows disables backup over metered Internet connections only on 
computers that run Microsoft Windows 8 and later. If the computer runs an earlier version of 
Microsoft Windows, this option is not applicable. 

• You must specify which connections are metered in Microsoft Windows. To learn more, see this 
Microsoft webpage. 

 

  

https://helpcenter.veeam.com/docs/agentforwindows/userguide/settings_network.html?ver=30
https://support.microsoft.com/en-us/help/17452/windows-metered-internet-connections-faq
https://support.microsoft.com/en-us/help/17452/windows-metered-internet-connections-faq
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4. If you want to disable backup over VPN connections, select the Restrict VPN connections usage check 
box. Veeam Agent for Microsoft Windows will automatically detect VPN connections and will not 
perform backup when the Veeam Agent computer is on such connection. 

5. If you want to restrict usage of wireless networks for Veeam Agent running on Microsoft Windows 
workstations, do the following: 

a. Select the Restrict Wi-Fi usage to these networks only check box and click Add. 

b. In the Wi-Fi Network window, specify the SSID of the Wi-Fi network over which Veeam Agent 
will be allowed to perform backup, and click OK.  

Veeam Backup & Replication will add the specified network to the list of allowed Wi-Fi networks. 
Backup over other wireless networks will be disabled for Veeam Agent. 

6. If you want to throttle Veeam Agent activities during backup, in the Backup I/O control section, make 
sure that the Throttle agent activity on option is selected. Then select the type of computers on which 
to throttle Veeam Agent backup activities: Workstations only, Servers only or All hosts. 

If you do not want to throttle backup activities for Veeam Agent, select Do not throttle agent. 

7. In the Security section, select the Allow file level recovery without administrative account check box. 
With this option enabled, you will be able to perform file-level restore under an account that does not 
have administrative privileges on the Veeam Agent computer. To learn more, see Restoring Files and 
Folders. 
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Notification Settings 
You can specify email notification settings for the protection group. If you enable notification settings, Veeam 
Backup & Replication will send a daily email report with protection group statistics to a specified email address. 
The report contains cumulative statistics for rescan job sessions performed for the protection group within the 
last 24-hour period. 

NOTE: 

Email reports with protection group statistics will be sent if you configure global email notification settings in 
Veeam Backup & Replication. For more information, see the Configuring Global Email Notification Settings 
section in the Veeam Backup & Replication User Guide. 

After you enable notification settings for the protection group, Veeam Backup & Replication will send reports 
with the protection group statistics to email addresses specified in global email notification settings and 
email addresses specified in the protection group settings. 

To specify notification settings for the protection group: 

1. At the Options step of the wizard, click Advanced. 

2. Click the Notifications tab. 

3. Select the Send daily agent status report e-mail to the following recipients check box and specify a 
recipient’s email address. You can enter several addresses separated by a semicolon. 

4. In the Send at field, specify the time when Veeam Backup & Replication must send the daily email report 
for the protection group. 

5. You can choose to use global notification settings or specify custom notification settings. 

To receive a typical notification for the protection group, select Use global notification settings. In this 
case, Veeam Backup & Replication will apply to the protection group global email notification settings 
specified for the backup server. 

To configure a custom notification for the protection group, select Use custom notification settings 
specified below. You can specify the following notification settings: 

o In the Subject field, specify a notification subject. You can use the following variables in the 
subject: 

 %JobResult% — rescan job result. 

 %PGName% — protection group name. 

 %FoundCount% — number of new discovered computers discovered within the last 
24-hour period. 

 %TotalCount% — total number of computers in the protection group. 

 %SeenCount% — number of computers in the protection group that were online for 
the last 24 hours. A computer is considered to be online if Veeam Backup & 
Replication successfully connected to this computer during the last rescan session. 

  

https://helpcenter.veeam.com/docs/backup/vsphere/general_email_notifications.html?ver=95u4
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o Select the Notify on success, Notify on warning and/or Notify on error check boxes to receive 
email notification if the protection group rescan job completes successfully, fails or completes 
with a warning. 
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Step 9. Review Components 
At the Review step of the wizard, review what Veeam Backup & Replication components are already installed on 
the distribution server specified for the protection group and what components will be installed. 

1. Review the components. 

2. Click Apply to add the configured protection group to the inventory. 
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Step 10. Assess Results 
At the Apply step of the wizard, Veeam Backup & Replication will create the configured protection group. Wait 
for the operation to complete and click Next to continue. 
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Step 11. Finish Working with Wizard 
At the Summary step of the wizard, complete the protection group configuration process. 

1. Review information about the created protection group. 

2. To start the rescan job after you close the wizard, make sure that the Run discovery when I click Finish 
option is selected. 

If you want to perform computer discovery later, you can clear the Run discovery when I click Finish 
check box. In this case, the rescan job will start automatically upon the defined schedule. You can also 
start the rescan job manually at any time you need. To learn more, see Starting Protection Group 
Discovery. 

3. Click Finish to close the wizard. 
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Adding Protection Group to Backup Job 
You can quickly add an entire protection group to a Veeam Agent backup job configured in Veeam Backup & 
Replication. 

NOTE: 

If you add a protection group that contains both Microsoft Windows computers and Linux computers to a 
Veeam Agent backup job for Microsoft Windows computers, Veeam Backup & Replication will automatically 
exclude Linux computers from this backup job. In the same way, if you add such protection group to a Veeam 
Agent backup job for Linux computers, Veeam Backup & Replication will automatically exclude Microsoft 
Windows computers from this backup job. 

To add a protection group to a Veeam Agent backup job: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and do one of the following: 

For Microsoft Windows computers 

o In the inventory pane, select the protection group that you want to add to the backup job and 
click Add to Backup > Windows > name of the job on the ribbon. 

o In the inventory pane, right-click the protection group that you want to add to the backup job 
and select Add to backup job > Windows > name of the job. 

For Linux computers 

o In the inventory pane, select the protection group that you want to add to the backup job and 
click Add to Backup > Linux > name of the job on the ribbon. 

o In the inventory pane, right-click the protection group that you want to add to the backup job 
and select Add to backup job > Linux > name of the job. 
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Editing Protection Group Settings 
You can edit settings of a protection group. This operation may be required, for example, if you want to 
add/remove computers to/from a protection group or change settings for protected computers discovery and 
Veeam Agent deployment defined in the properties of the protection group. 

NOTE: 

Consider the following: 

• You cannot change the type of a protection group when editing protection group settings. 
• For the Manually Added protection group, you can change only a limited number of settings. In 

particular, you can edit protected computers discovery and Veeam Agent deployment options 
(except for changing the distribution server for the protection group). You can also remove from 
this protection group computers that are no longer included in a Veeam Agent backup job. 

• You cannot edit settings of default protection groups that act as filters used to display protected 
computers of a specific type: Unmanaged, Out of Date, Offline and Untrusted. 

To edit protection group settings: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node. 

3. In the inventory pane, select the protection group that you want to edit and click Edit Group on the 
ribbon or right-click the protection group that you want to edit and select Properties. 

4. Edit protection group settings as required. 
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Rescanning Protection Group 
You can rescan a protection group configured in the inventory. When you perform protection group rescan, you 
manually start the discovery process for the protection group. This operation may be required, for example, if 
you want to discover new computers added to the protection group without waiting for the next scheduled start 
of the rescan job. 

During the rescan operation, Veeam Backup & Replication starts the rescan job in the same way as in case of 
scheduled discovery. The rescan job connects to computers included in the protection group and performs on 
these computers operations specified in the protection group settings. For example, if Veeam Backup & 
Replication is set up to automatically install Veeam Agent on protected computers during discovery, you can use 
the rescan operation to deploy Veeam Agent to computers that have appeared in the protection group after the 
previous scheduled rescan job session finished. 

To rescan a protection group: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node. 

3. In the inventory pane, select the necessary protection group and click Rescan on the ribbon or right-
click the protection group and select Rescan. 
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Assigning Location to Protection Group 
You can assign a location to a protection group configured in Veeam Backup & Replication. To assign a location: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node. 

3. In the inventory pane, select the necessary protection group and click Location > <Location name> on 
the ribbon or right-click the necessary protection group and select Location > <Location name>. 

To learn more about locations, see the Locations section in the Veeam Backup & Replication User Guide. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/locations.html?ver=95u4
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Disabling Protection Group 
You can temporary disable a protection group configured in the inventory. When you disable a protection group, 
you disable scheduled discovery of protected computers added to this protection group. This may be required, 
for example, if a new version of Veeam Agent appears on a distribution server, and you do not want to deploy 
Veeam Agent to all protected computers at once. Instead, you can disable the protection group, test the 
deployment process on a specific computer in this group, and then enable the protection group to let Veeam 
Backup & Replication deploy Veeam Agent to remaining computers. 

When you disable a protection group, Veeam Backup & Replication does not start the rescan job upon schedule 
defined in the protection group settings. However, you can start the discovery process manually if needed. To 
learn more, see Rescanning Protection Group. 

Disabling a protection group does not affect processing of Veeam Agent computers included in this protection 
group. If a protected computer is added to a Veeam Agent backup job, and the backup job is scheduled to start 
at the time when the protection group is in the disabled state, the backup job will run as usual. 

NOTE: 

You cannot disable default protection groups that act as filters used to display protected computers of a 
specific type: Unmanaged, Out of Date, Offline and Untrusted. 

To disable automatic discovery for the protection group: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node. 

3. In the inventory pane, select the necessary protection group and click Disable on the ribbon or right-
click the necessary protection group and select Disable. 
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To enable automatic discovery for the protection group: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node. 

3. In the inventory pane, select the necessary protection group and click Disable on the ribbon or right-
click the necessary protection group and select Disable. 
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Removing Protection Group 
You can remove a protection group that you configured. 

When you remove a protection group, Veeam Backup & Replication removes Veeam Agents from all protected 
computers included in this protection group, too. The protection group is removed permanently. You cannot 
undo this operation. 

Backup created for computers that were included in the removed protection group remain intact in the backup 
location. You can delete this backup data manually later if needed. 

NOTE: 

Consider the following: 

• You cannot remove a protection group if the entire protection group or a separate computer 
included in this protection group is added to a Veeam Agent backup job. 

• You cannot remove default protection groups, such as Manually Added, Unmanaged, and so on. 

To remove a protection group: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node. 

3. In the inventory pane, select the protection group that you want to remove and click Remove Group on 
the ribbon or right-click the protection group and select Remove. 

4. If you want to remove Veeam Agent deployed on protected computers, in the displayed window, select 
the Uninstall Agents check box. With this option selected, Veeam Backup & Replication will remove the 
protection group from the configuration database and, in addition, uninstall Veeam Agent and Veeam 
Installer Service from every computer in the deleted protection group. 

5. In the displayed window, click Yes. 
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Working with Veeam Agent Backup Jobs 
You can perform the following operations with Veeam Agent backup jobs in Veeam Backup & Replication: 

• Create Veeam Agent Backup jobs 

• Manage Veeam Agent Backup jobs 

Creating Veeam Agent Backup Jobs 
To back up data of your protected computers, you must configure a Veeam Agent backup job in Veeam Backup & 
Replication. The Veeam Agent backup job defines what data to back up, how, where and when to back up data. 
One Veeam Agent backup job can be used to process one or more protected computers. 

In Veeam Backup & Replication, you can create Veeam Agent backup jobs of the following types: 

• The backup job that runs on the backup server in the similar way as a regular job for VM data backup. 
The backup job is intended for protected computers that have permanent connection to the backup 
server. To learn more, see Backup Job. 

• The backup policy that describes configuration of individual Veeam Agent backup jobs that run on 
protected computers. Veeam Backup & Replication uses the backup policy as a saved template and 
applies settings from the backup policy to Veeam Agents that run on computers added to the backup 
policy. The backup policy is intended for protected computers that may have limited connection to the 
backup server. To learn more, see Backup Policy. 

Veeam Backup & Replication lets you create backup jobs and policies for the following types of protected 
computers: 

• Microsoft Windows computers — computers protected with Veeam Agent for Microsoft Windows 

• Linux computers — computers protected with Veeam Agent for Linux 

To learn more, see Veeam Agent Backup Jobs and Policies. 

One protected computer may be processed with one or more Veeam Agent backup jobs. To learn more, see 
Processing One Computer with Multiple Jobs and Policies. 
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Creating Agent Backup Job for Windows 
Computers 
To back up data of a computer protected with Veeam Agent for Microsoft Windows, you must configure a 
Veeam Agent backup job in Veeam Backup & Replication. 

Before You Begin 
Before you create a Veeam Agent backup job in the Veeam Backup & Replication console, check the following 
prerequisites: 

• The Veeam Backup & Replication license must have a sufficient number of instances to process servers 
and/or workstations that you plan to add to the Veeam Agent backup job. 

• The target location where you plan to store backup files must have enough free space. 

• Protection groups that you want to add to the job must be configured in advance. 

Veeam Agent backup jobs have the following limitations: 

• [For Veeam Agent backup job managed by backup server] You can create Veeam Agent backups on a 
Veeam backup repository only. Other types of target locations are not supported. 

• [For Veeam Agent backup job managed by Veeam Agent] You cannot save the backup of entire 
computer on the local computer disk. Use an external hard drive or USB drive, network shared folder or 
backup repository as a target location. 

• Veeam Agent for Microsoft Windows does not support file-level backup for backup jobs that include 
clusters. 

• Veeam Agent for Microsoft Windows does not back up data to which symbolic links are targeted. It only 
backs up the path information that the symbolic links contain. After restore, identical symbolic links are 
created in the restore destination. 

• After you start managing a Veeam Agent computer with Veeam Backup & Replication, data backup for 
this computer is performed by a backup job configured in Veeam Backup & Replication. Veeam Agent 
running on the computer starts a new backup chain on a target location specified in the backup job 
settings. You cannot continue the existing backup chain that was created by Veeam Agent operating in 
the standalone mode. 

• You cannot map a Veeam Agent backup job configured in Veeam Backup & Replication to a Veeam Agent 
backup chain created by a standalone Veeam Agent on a backup repository. 

• The backup cache is not supported for Veeam Agent backup jobs configured in Veeam Backup & 
Replication. 

• You cannot use a Veeam Cloud Connect repository or Microsoft OneDrive storage as a target for a 
Veeam Agent backup job configured in Veeam Backup & Replication. 
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Step 1. Launch New Agent Backup Job Wizard 
You can create a Veeam Agent backup job for protected computers that run a Microsoft Windows OS in one of 
the following ways: 

• Create a new backup job — in this case, Veeam Backup & Replication will launch the New Agent Backup 
Job wizard. You will be able to specify protection groups, individual Active Directory objects and/or 
Veeam Agent computers to which the backup job settings must apply at the Computers step of the 
wizard. 

• Add a protection group to a new backup job — in this case, Veeam Backup & Replication will launch the 
New Agent Backup Job wizard and add the selected protection group to the backup job. You will also be 
able to change the list of Veeam Agent computers to which the backup job settings must apply at the 
Computers step of the wizard. 

• Add individual computers to a new backup job — in this case, Veeam Backup & Replication will launch 
the New Agent Backup Job wizard and add the selected computers to the backup job. You will also be 
able to change the list of Veeam Agent computers to which the backup job settings must apply at the 
Computers step of the wizard.   

Launching Backup Job Wizard 
To launch the New Agent Backup Job wizard, do either of the following: 

• On the Home tab, click Backup Job > Windows computer. 

• Open the Home view. Select the Jobs node and click Backup Job > Windows computer on the ribbon. 

• Open the Home view. Right-click the Jobs node and select Backup > Windows computer. 

Adding Protection Group to New Backup Job 
To add a protection group to a new Veeam Agent backup job, do either of the following: 

• Open the Inventory view. In the Physical & Cloud Infrastructure node, right-click the protection group 
that you want to add to the backup job and select Add to backup job > Windows > New job. 

• Open the Inventory view. In the Physical & Cloud Infrastructure node, select the protection group that 
you want to add to the backup job and click Add to Backup > Windows > New job on the ribbon. 

Veeam Backup & Replication will start the New Agent Backup Job wizard and add the protection group to the 
job. You can add other protection groups and (or) individual computers to the job later on, when you pass 
through the wizard steps. 
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Adding Computers to New Backup Job 
To add specific computers to a new Veeam Agent backup job, do either of the following: 

• Open the Inventory view. In the Physical & Cloud Infrastructure node, click the protection group whose 
computers you want to add to the backup job. In the working area, select one or more computers that 
you want to add to the job, right-click the selected computer and select Add to backup job > New job. 

• Open the Inventory view. In the Physical & Cloud Infrastructure node, click the protection group whose 
computers you want to add to the backup job. In the working area, select one or more computers that 
you want to add to the job and click Add to Backup > New job on the ribbon.  

Veeam Backup & Replication will start the New Agent Backup Job wizard and add the selected computers to the 
job. You can add other computers and (or) protection groups to the job later on, when you pass through the 
wizard steps. 

TIP: 

Consider the following: 

• You can press and hold [CTRL] to select multiple computers at once. 
• You can add an individual computer or protection group to a Veeam Agent backup job that is 

already configured in Veeam Backup & Replication. To learn more, see Adding Computers to 
Backup Job and Adding Protection Group to Backup Job. 
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Step 2. Select Job Mode 
At the Job Mode step of the wizard, specify protection settings for the backup job: 

1. Select the type of protected computers whose data you want to back up with Veeam Agents. 

2. If you choose to back up data pertaining to servers, select the job mode.  

The job mode defines the type of the created Veeam Agent backup job: the backup job (backup job 
managed by the backup server) or backup policy (backup job managed by Veeam Agent). 

Selecting Protected Computer Type 
At the Job Mode step of the wizard, in the Type field, select the type of protected computers whose data you 
want to back up with Veeam Agents. The selected type defines what mode(s) will be available for the 
configured backup job and what job settings will be available at subsequent steps of the wizard. You can select 
one of the following computer types: 

• Workstation — select this option if you want to back up data pertaining to workstations or laptops. This 
option is suitable for computers that reside in a remote location and may have limited connection to the 
backup server. 

For backup jobs that process workstations, Veeam Backup & Replication offers settings similar to the 
settings of the backup job available in the Workstation edition of Veeam Agent for Microsoft Windows. 
To learn more, see Veeam Agent for Microsoft Windows User Guide. 

With this option selected, the backup job will be managed by Veeam Agent installed on the protected 
computer — you do not need to select the job mode. 

• Server — select this option if you want to back up data pertaining to standalone servers. This option is 
suitable for computers that have permanent connection to the backup server.  

For backup jobs that process servers, Veeam Backup & Replication offers settings similar to the settings 
of the backup job available in the Server edition of Veeam Agent for Microsoft Windows. To learn more, 
see Veeam Agent for Microsoft Windows User Guide. 

With this option selected, you can also select the job mode. To learn more, see Selecting Job Mode. 

• Failover cluster — select this option if you want to back up data pertaining to a failover cluster. 

For backup jobs that process failover clusters, Veeam Backup & Replication offers practically the same 
backup job settings as for servers. 

With this option selected, the backup job will be managed by the Veeam backup server — you do not 
need to select the job mode. 

  

https://helpcenter.veeam.com/docs/agentforwindows/userguide/overview.html?ver=30
https://helpcenter.veeam.com/docs/agentforwindows/userguide/overview.html?ver=30
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Selecting Job Mode 
If you selected the Servers computer type in the Type field, in the Mode field, select the job mode. You can 
select one of the following modes: 

• Managed by backup server — select this option if you want to configure the Veeam Agent backup job. 
With this option selected, you will be able to add one or more individual computers and/or protection 
groups to the job and instruct Veeam Backup & Replication to create Veeam Agent backups in a Veeam 
backup repository. The Veeam Agent backup job will run on the backup server in the similar way as a 
regular job for VM data backup. To learn more, see Backup Job. 

• Managed by agent — select this option if you want to configure the backup policy. The backup policy 
describes configuration of individual Veeam Agent backup jobs that run on protected computers, and 
acts as a saved template. With this option selected, you will be able to add one or more individual 
computers and/or protection groups to the backup policy, and instruct Veeam Agent to create backups 
on a local disk of a protected computer, in a network shared folder or in a Veeam backup repository. To 
learn more, see Backup Policy. 

NOTE: 

Consider the following: 

• The Managed by backup server option is available for servers and failover clusters. For failover 
clusters, this is the only available option. This option is not available for workstations. 

• The Managed by agent option is available for workstations and servers. For workstations, this is 
the only available option. This option is not available for failover clusters. 
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Step 3. Specify Job Name and Description  
At the Name step of the wizard, specify a name and description for the backup job. 

1. In the Name field, enter a name for the backup job. 

2. In the Description field, provide a description for future reference. The default description contains 
information about the user who created the job, date and time when the job was created. 

 

Step 4. Select Computers to Back Up 
At the Computers step of the wizard, select protection groups and/or individual computers whose data you want 
to back up. 

You can add to the Veeam Agent backup job one or more protection groups and/or individual computers added 
to inventory in the Veeam Backup & Replication console. You can also add to the job computers that are not 
added to inventory yet. Veeam Backup & Replication will add such computers to the job and also add them to 
the Manually Added protection group. 

Jobs with protection groups are dynamic in their nature. If Veeam Backup & Replication discovers a new 
computer in a protection group after the Veeam Agent backup job is created, Veeam Backup & Replication will 
automatically update the job settings to include the added computer. 
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NOTE: 

If you used the Add to backup job > Windows > New job option to launch the New Agent Backup Job wizard, 
the Protected computers list will already contain computers that you have selected to add to the job. You can 
remove some computers from the job or add new computers to the job, if necessary. 

Adding Protection Groups and Computers from Inventory 
To add protection groups and/or individual computers to the Veeam Agent backup job: 

1. Click Add > Protection group. 

2. In the Add Objects window, select one or more protection groups and/or computers in the list and click 
OK. You can press and hold [CTRL] to select multiple objects at once. 

To quickly find the necessary object, use the search field at the bottom of the Add Objects window. 

1. Enter the object name or a part of it in the search field. 

2. Click the Start search button on the right or press [ENTER]. 
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Adding New Computers 
To add to the Veeam Agent backup job new computers that do not exist in the inventory: 

1. Click Add > Individual computer. 

2. In the Add Computer window, in the Host name or IP address field, enter a full DNS name or IP address 
of the computer that you want to add to the job. 

3. From the Credentials list, select a user account that has administrative permissions on the computer 
that you want to add to the job. If you have not set up credentials beforehand, click the Manage 
accounts link or click Add on the right to add credentials. For more information, see the Credentials 
Manager section in the Veeam Backup & Replication User Guide. 

 
  

https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=95u4
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Step 5. Select Backup Mode 
At the Backup Mode step of the wizard, select the mode in which you want to create a backup. 

1. In the Backup mode section, select the backup mode. You can select one of the following options: 

o Entire computer — select this option if you want to create a backup of the entire computer 
image. When you restore data from such backup, you will be able to recover the entire 
computer image as well as data on specific computer volumes: files, folders, application data 
and so on. With this option selected, you will pass to one of the following steps of the wizard: 

 Storage — if you have selected the Managed by backup server option at the Job Mode 
step of the wizard. 

 Destination — if you have selected the Managed by agent option at the Job Mode 
step of the wizard. 

o Volume level backup — select this option if you want to create a backup of specific computer 
volumes, for example, all volumes except the system one. When you restore data from such 
backup, you will be able to recover data on these volumes only: files, folders, application data 
and so on. With this option selected, you will pass to the Objects step of the wizard. 

o File level backup — select this option if you want to create a backup of individual folders on 
your computer. With this option selected, you will pass to the Objects step of the wizard. 

2. [For entire computer backup] If you want to include in the backup one or more external USB drives, 
select the Include external USB drives check box. With this option selected, Veeam Agent for Microsoft 
Windows will include in the backup all external USB drives that are connected to the Veeam Agent 
computer at the time when the backup job starts. To learn more, see the Backup of External Drives 
section in the Veeam Agent for Microsoft Windows User Guide. 

 

https://helpcenter.veeam.com/docs/agentforwindows/userguide/backup_usb.html?ver=30
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NOTE: 

Consider the following: 

• The File level backup option is not available if you have selected the Failover cluster option at the 
Job Mode step of the wizard. 

• File-level backup is typically slower than volume-level backup. Depending on the performance 
capabilities of your computer and backup environment, the difference between file-level and volume-
level backup job performance may increase significantly. If you plan to back up all folders with files on 
a specific volume or back up large amount of data, it is recommended that you configure volume-level 
backup instead of file-level backup. 

Step 6. Specify Backup Scope Settings 
The Items step of the wizard is available if you chose to create volume-level or file-level Veeam Agent backups. 
Specify backup scope for the Veeam Agent backup job: 

• Specify volumes to back up — if you have selected the Volume level backup option at the Backup Mode 
step of the wizard. 

• Specify folders to back up — if you have selected the File level backup option at the Backup Mode step 
of the wizard. 

Specifying Volumes to Back Up 
The Objects step of the wizard is available if you have selected the Volume level backup option at the Backup 
Mode step of the wizard. 

At this step of the wizard, you must specify the backup scope — define what volumes you want to include in the 
backup. The specified backup scope settings will apply to all computers that are added to the backup job. If a 
specified volume does on exist on one or more computers in the job, the job will skip such volume on those 
computers and back up only existing ones. 

To specify the backup scope, in the Volumes to backup section, select check boxes next to necessary objects. 
You can include the following data in the backup: 

• Operating system — data pertaining to the OS installed on a protected computer. With this option 
enabled, Veeam Agent for Microsoft Windows will include in the backup scope the Microsoft Windows 
system partition and boot partition of your computer. For GPT disks on Microsoft Windows 8, 8.1, 10, 
2012, 2012 R2 and 2016, Veeam Agent will additionally back up the recovery partition. To learn more, 
see the System State Data Backup section in the Veeam Agent for Microsoft Windows User Guide. 

• Individual volumes. 

To specify individual volumes to back up: 

1. In the Volumes to backup section, click Add. 

2. In the Add Object window, type the drive letter of a volume that you want to back up, for example, C:\, 
and click OK. 

3. Repeat steps 1–2 for all volumes that you want to back up. 

https://helpcenter.veeam.com/docs/agentforwindows/userguide/system_state_backup.html?ver=30
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NOTE: 

Mind the following: 

• If you include a system volume in the volume-level backup, Veeam Agent for Microsoft Windows 
automatically includes the System Reserved/UEFI or other system partitions in the backup too. 

• Veeam Agent for Microsoft Windows automatically adds to the list of exclusions the following 
Microsoft Windows objects for all computer users: temporary files folder, Recycle Bin, Microsoft 
Windows pagefile, hibernate file and VSS snapshot files from the System Volume Information 
folder. 

 

Specifying Folders to Back Up 
The Objects step of the wizard is available if you have selected the File level backup option at the Backup Mode 
step of the wizard. 

In the file-level backup mode, you can create two types of backups: 

• File-level backup that includes individual folders on your computer. 

• Hybrid backup that contains individual folders and specific volumes of your computer. 

At this step of the wizard, you must specify the backup scope — define what folders with files or entire volumes 
you want to include in the backup. The specified backup scope settings will apply to all computers that are 
added to the backup job. If a specified object does not exist on one or more computers in the job, the job will 
skip such object on those computers and back up existing ones. 
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To specify the backup scope, in the Choose directories to backup list, select check boxes next to necessary 
objects. You can include the following data in the backup: 

• Operating system — data pertaining to the OS installed on a protected computer. 

• Personal files — user profile folder including all user settings and data. Typically, the user profile data is 
located in the Users folder on the system disk, for example, C:\Users. 

• Individual file system objects — folders or volumes of a protected computer. 

To specify individual folders to back up: 

1. Select the The following file system objects check box and click Add. 

2. In the Add Object window, type the path to a folder or volume that you want to back up, for example, 
D:\Reports or D:\, and click OK. 

To specify the backup scope, you can use wildcards and system environment variables such as 
%ProgramFiles% or %WinDir%. This may be useful, for example, in case computers added to the 
backup job run different versions of Microsoft Windows OSes, and actual paths to directories that 
contain data of the same type differ on these computers. 

3. Repeat steps 1–2 for all folders and volumes that you want to back up. 
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NOTE: 

Mind the following: 

• If you include a system volume in the file-level backup, Veeam Agent for Microsoft Windows does 
not automatically include the System Reserved/UEFI or other system partitions in the backup. 
These volumes are automatically included in the backup only if you select the Operating system 
option to specify the backup scope. 

• Veeam Agent for Microsoft Windows automatically adds to the list of exclusions the following 
Microsoft Windows objects for all computer users: temporary files folder, Recycle Bin, Microsoft 
Windows pagefile, hibernate file and VSS snapshot files from the System Volume Information 
folder. 

 

Configuring Filters 

To include or exclude files of a specific type in/from the file-level backup, you can configure filters. 

To configure a filter: 

1. At the Objects step of the wizard, click Advanced. 

2. Specify what files you want to back up: 

o In the Include masks field, specify file names and/or masks for file types that you want to back 
up, for example, MyReport.pdf, *filename*, *.docx. The resulting Veeam Agent backup 
will contain only selected files. Other files will not be backed up. 

o In the Exclude masks field, specify files that you do not want to back up in the following ways: 

 If you include an entire volume in the file-level backup, in the Exclude masks field, 
specify paths to folders that contain files that you do not want to back up. The 
resulting Veeam Agent backup will contain all folders that reside on the backed-up 
volume except the files in the specified folders. 

For example, you include the D:\ volume in the backup and specify the 
D:\Reports\OldReports folder in the Exclude masks field. The resulting backup 
will contain all folders and files that reside on the volume except files that reside in 
the D:\Reports\OldReports folder. 

 If you include a specific folder in the file-level backup, in the Exclude masks field, 
specify file names and/or masks for file types that you do not want to back up, for 
example, OldReports.rar, *.temp, *.tmp, *.back. The resulting Veeam Agent 
backup will contain all files except files whose names match the specified names or 
masks. 

3. Click Add. 

4. Repeat steps 2–3 for each mask that you want to add. 

NOTE: 

You can also use system environment variables to specify include and exclude masks. In this case, you must 
type the back slash (\) symbol in the beginning of the mask. 
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You can use a combination of include and exclude masks. Note that exclude masks have a higher priority than 
include masks. For example, you can specify masks in the following way: 

• Include mask: *.pdf 

• Exclude mask: *draft* 

The resulting Veeam Agent backup will contain all files of the PDF format that do not contain draft in their 
names. 
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Step 7. Select Backup Destination 
The Destination step of the wizard is available if you have selected the Managed by agent option at the Job 
Mode step of the wizard. 

At this step of the wizard, select a target location for backups created by Veeam Agents installed on protected 
computers.  

You can store backup files in one of the following locations: 

• Local storage — select this option if you want to save a backup on a removable storage device attached 
to a protected computer or on a local drive of a protected computer. With this option selected, you will 
pass to the Local Storage step of the wizard. 

IMPORTANT! 

Consider the following: 

• It is strongly recommended that you store backups in the external location like USB storage device 
or shared network folder. You can also keep your backup files on the separate non-system local 
drive. 

• If you select to store the backup on a local folder included in the backup scope, Veeam Agent for 
Microsoft Windows will automatically exclude this folder from the backup.  

• Shared folder — select this option if you want to save a backup in a network shared folder. With this 
option selected, you will pass to the Shared folder step of the wizard. 

• Veeam backup repository — select this option if you want to save a backup on a backup repository 
managed by the Veeam backup server of which the Veeam Agent backup job is configured. With this 
option selected, you will pass to the Backup Server step of the wizard. 
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Step 8. Specify Backup Storage Settings 
Specify backup storage settings for the backup job: 

• If you have selected the Managed by backup server mode at the Job Mode step of the wizard, you can 
create Veeam Agent backups only on a backup repository managed by this Veeam backup server. 
Specify Veeam backup repository settings at the Storage of the wizard. 

• If you have selected the Managed by agent mode at the Job Mode step of the wizard, specify backup 
storage settings at one of the following steps of the wizard: 

o Local storage settings — if you have selected the Local storage option at the Destination step 
of the wizard. 

o Shared folder settings — if you have selected the Shared folder option at the Destination step 
of the wizard. 

o Veeam backup repository settings — if you have selected the Veeam backup repository option 
at the Destination step of the wizard. 

Backup Storage Settings 
The Storage step of the wizard is available if you have selected the Managed by backup server mode at the Job 
Mode step of the wizard. 

Specify settings for the target backup repository managed by the backup server that manages the job: 

1. From the Backup repository list, select a backup repository where you want to store Veeam Agent 
backups. When you select a backup repository, Veeam Backup & Replication automatically checks how 
much free space is available on the backup repository. 

2. You can map the job to a specific backup stored on the backup repository. Backup job mapping can be 
helpful if you have moved backup files to a new backup repository and want to point the job to existing 
backups on this new backup repository. You can also use backup job mapping if the configuration 
database got corrupted and you need to reconfigure backup jobs. 

To map the job to a backup, click the Map backup link and select the backup on the backup repository. 
Backups can be easily identified by job names. To find the backup, you can also use the search field at 
the bottom of the window. 

NOTE: 

Mind the following: 

• Backup job mapping is available only for a Veeam Agent backup job managed by the backup 
server. 

• You cannot map a Veeam Agent backup job configured in Veeam Backup & Replication to a backup 
chain that was created on a backup repository by Veeam Agent operating in the standalone mode. 

3. In the Restore points to keep on disk field, specify the number of restore points for which you want to 
store backup files in the target location. By default, Veeam Backup & Replication keeps backup files 
created for 14 latest restore points. After this number is exceeded, Veeam Backup & Replication will 
remove the earliest restore points from the backup chain. 
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NOTE: 

Retention policy for Veeam Agent backups of servers and failover clusters is the same as for backups created 
by the Server edition of Veeam Agent for Microsoft Windows operating in the standalone mode. To learn 
more, refer to the Veeam Agent for Microsoft Windows User Guide. 

4. If you want to archive backup files created with the backup job to a secondary destination (backup 
repository or tape), select the Configure secondary destinations for this job check box. With this option 
enabled, the New Agent Backup Job wizard will include an additional step — Secondary Target. At the 
Secondary Target step of the wizard, you can link the backup job to the backup copy job or backup to 
tape backup job. 

You can enable this option only if a backup copy job or backup to tape job is already configured on the 
backup server. 

5. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced 
Backup Settings. 

 
  

https://helpcenter.veeam.com/docs/agentforwindows/userguide/overview.html?ver=30
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Local Storage Settings 
The Local Storage step of the wizard is available if you have selected the Managed by agent mode at the Job 
Mode step of the wizard and chosen to save the backup on a local drive of your computer. 

Specify local storage settings: 

1. In the Local folder field, type a path to a folder on a protected computer where backup files must be 
saved. If the specified folder does not exist in the file system of a protected computer, Veeam Agent for 
Microsoft Windows will create this folder and save the resulting backup file to this folder. If the volume 
on which the specified folder must reside does not exist on a protected computer, Veeam Backup & 
Replication will not apply the backup job settings to this computer. 

IMPORTANT! 

USB storage devices formatted as FAT32 do not allow storing files larger than 4 GB in size. For this reason, it 
is recommended that you do not use such USB storage devices as a backup target. 

2. Specify backup retention policy settings: 

o If you have selected the Workstation type at the Job Mode step of the wizard, in the Keep 
backups for the past <N> days when the computer was running field, specify the number of 
days for which you want to store backup files in the target location. By default, Veeam Agent 
for Microsoft Windows keeps backup files for 14 days. After this period is over, Veeam Agent 
for Microsoft Windows will remove the earliest restore points from the backup chain. 

o If you have selected the Server type at the Job Mode step of the wizard, in the Restore points 
to keep on disk field, specify the number of restore points for which you want to store backup 
files in the target location. By default, Veeam Agent for Microsoft Windows keeps backup files 
created for 14 latest restore points. After this number is exceeded, Veeam Agent for Microsoft 
Windows will remove the earliest restore points from the backup chain. 

NOTE: 

Mind the following: 

• For backups of workstations, the retention policy is the same as in the Workstation edition of 
Veeam Agent for Microsoft Windows operating in the standalone mode. 

• For backups of servers, the retention policy is the same as in the Server edition of Veeam Agent for 
Microsoft Windows operating in the standalone mode. 

To learn more, refer to the Veeam Agent for Microsoft Windows User Guide. 

 

  

https://helpcenter.veeam.com/docs/agentforwindows/userguide/overview.html?ver=30
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3. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced 
Backup Settings. 

 

Shared Folder Settings 
The Shared Folder step of the wizard is available if you have selected the Managed by agent mode at the Job 
Mode step of the wizard and chosen to save the backup in a network shared folder. 

Specify shared folder settings: 

1. In the Shared folder field, type a UNC name of the network shared folder in which you want to store 
backup files. Keep in mind that the UNC name always starts with two back slashes (\\). 

2. If the network shared folder requires authentication, select the This share requires access credentials 
check box and select from the list a user account that has access permissions on this shared folder. If 
you have not set up credentials beforehand, click the Manage accounts link or click Add on the right to 
add credentials. The user name must be specified in the DOMAIN\USERNAME format. 

If you do not select the This share requires access credentials check box, Veeam Agent for Microsoft 
Windows will connect to the shared folder using the NT AUTHORITY\SYSTEM account of the computer 
where the product is installed. You can use this scenario if the Veeam Agent computer is joined to the 
Active Directory domain. In this case, you can simply grant Full Control access on the shared folder and 
underlying file system to the computer account (DOMAIN\COMPUTERNAME$). 
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3. Specify backup retention policy settings: 

o If you have selected the Workstation type at the Job Mode step of the wizard, in the Keep 
backups for the past <N> days when the computer was running field, specify the number of 
days for which you want to store backup files in the target location. By default, Veeam Agent 
for Microsoft Windows keeps backup files for 14 days. After this period is over, Veeam Agent 
for Microsoft Windows will remove the earliest restore points from the backup chain. 

o If you have selected the Server type at the Job Mode step of the wizard, in the Restore points 
to keep on disk field, specify the number of restore points for which you want to store backup 
files in the target location. By default, Veeam Agent for Microsoft Windows keeps backup files 
created for 14 latest restore points. After this number is exceeded, Veeam Agent for Microsoft 
Windows will remove the earliest restore points from the backup chain. 

NOTE: 

Mind the following: 

• For backups of workstations, the retention policy is the same as in the Workstation edition of 
Veeam Agent for Microsoft Windows operating in the standalone mode. 

• For backups of servers, the retention policy is the same as in the Server edition of Veeam Agent for 
Microsoft Windows operating in the standalone mode. 

To learn more, refer to the Veeam Agent for Microsoft Windows User Guide. 

4. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced 
Backup Settings. 

 

https://helpcenter.veeam.com/docs/agentforwindows/userguide/overview.html?ver=30
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Veeam Backup Repository Settings 
If you have selected the Managed by agent mode for the backup job and chosen to store backup files on a 
Veeam backup repository, specify settings to connect to the backup repository: 

1. At the Backup Server step of the wizard, specify backup server settings. 

2. At the Backup Repository step of the wizard, select the Veeam backup repository. 

Specifying Backup Server Settings 

The Backup Server step of the wizard is available if you have selected the Managed by agent mode at the Job 
Mode step of the wizard and chosen to store backup files on a Veeam backup repository.  

In the DNS name or external IP address field, review and change if necessary the name or IP address of the 
Veeam backup server on which you configure the Veeam Agent backup job. The specified DNS name or IP 
address must be accessible from Veeam Agent computers. 
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Selecting Backup Repository 

The Storage step of the wizard is available if you have selected the Managed by agent mode at the Job Mode 
step of the wizard and chosen to save backup files on a Veeam backup repository. 

NOTE: 

You cannot map a Veeam Agent backup job managed by Veeam Agent (backup policy). 

Specify settings for the target backup repository: 

1. From the Backup repository list, select a backup repository where you want to store created backups. 
When you select a backup repository, Veeam Backup & Replication automatically checks how much free 
space is available on the backup repository. 

2. Specify backup retention policy settings: 

o If you have selected the Workstation type at the Job Mode step of the wizard, in the Keep 
backups for the past <N> days when the computer was running field, specify the number of 
days for which you want to store backup files in the target location. By default, Veeam Agent 
for Microsoft Windows keeps backup files for 14 days. After this period is over, Veeam Agent 
for Microsoft Windows will remove the earliest restore points from the backup chain. 

o If you have selected the Server type at the Job Mode step of the wizard, in the Restore points 
to keep on disk field, specify the number of restore points for which you want to store backup 
files in the target location. By default, Veeam Agent for Microsoft Windows keeps backup files 
created for 14 latest restore points. After this number is exceeded, Veeam Agent for Microsoft 
Windows will remove the earliest restore points from the backup chain. 

NOTE: 

Mind the following: 

• For backups of workstations, the retention policy is the same as in the Workstation edition of 
Veeam Agent for Microsoft Windows operating in the standalone mode. 

• For backups of servers, the retention policy is the same as in the Server edition of Veeam Agent for 
Microsoft Windows operating in the standalone mode. 

To learn more, refer to Veeam Agent for Microsoft Windows User Guide. 

3. If you want to archive backup files created with the backup job to a secondary destination (backup 
repository or tape), select the Configure secondary destinations for this job check box. With this option 
enabled, the New Agent Backup Job wizard will include an additional step — Secondary Target. At the 
Secondary Target step of the wizard, you can link the backup job to the backup copy job or backup to 
tape backup job. 

You can enable this option only if a backup copy job or backup to tape job is already configured on the 
backup server. 
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4. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced 
Backup Settings. 

 

Step 9. Specify Advanced Backup Settings 
In the Advanced Settings window, specify advanced settings for the Veeam Agent backup job: 

• Backup settings 

• Maintenance settings 

• Storage settings 

• Notification settings 

• [For Veeam Agent jobs managed by the backup server] Script settings 

TIP: 

After you specify necessary settings for the Veeam Agent backup job, you can save them as default settings. 
To do this, click Save as Default at the bottom left corner of the Advanced Settings window. When you create 
a new backup job, Veeam Backup & Replication will automatically apply the default settings to the new job. 
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Backup Settings 
To specify settings for a backup chain created with the backup job: 

1. Click Advanced at one of the following steps of the wizard: 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 

2. If you want to periodically create synthetic full backups, on the Backup tab, select the Create synthetic 
full backups periodically check box and click Days to schedule synthetic full backups on the necessary 
week days. 

3. If you want to periodically create active full backups, select the Create active full backups periodically 
check box. Use the Monthly on or Weekly on selected days options to define scheduling settings. 

NOTE: 

Consider the following: 

• Before scheduling periodic full backups, you must make sure that you have enough free space on 
the target location. For more information about periodic full backups, see the Active Full Backup 
and Synthetic Full Backup sections in the Veeam Agent for Microsoft Windows User Guide. 

• If you schedule the active full backup and synthetic full backup on the same day, Veeam Agent for 
Microsoft Windows will perform only active full backup. Synthetic full backup will be skipped. 

 

https://helpcenter.veeam.com/docs/agentforwindows/userguide/active_full_backup.html?ver=30
https://helpcenter.veeam.com/docs/agentforwindows/userguide/synthetic_full_backup.html?ver=30
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Maintenance Settings 
You can specify maintenance settings for a backup chain created with the Veeam Agent backup job. 
Maintenance operations help make sure that the backup chain remains valid and consistent. 

Maintenance settings are available for the following types of Veeam Agent backup jobs that process Microsoft 
Windows computers: 

• Backup job managed by the backup server. 

• Backup job managed by Veeam Agent (backup policy). 

To specify maintenance settings for the backup job: 

1. Click Advanced at one of the following steps of the wizard: 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 

2. In the Advanced Settings window, click the Maintenance tab. 

3. To periodically perform a health check for the latest restore point in the backup chain, in the Storage-
level corruption guard section, select the Perform backup files health check check box and specify the 
schedule for the health check. 

An automatic health check can help you avoid a situation when a restore point gets corrupted, making 
all dependent restore points corrupted, too. If during the health check Veeam Agent for Microsoft 
Windows or Veeam Backup & Replication detect corrupted data blocks in the latest restore point in the 
backup chain (or the restore point before the latest one if the latest restore point is incomplete), it will 
start the health check retry and transport valid data blocks from the Veeam Agent computer to the 
target location. The transported data blocks are stored to a new backup file or the latest backup file in 
the backup chain, depending on the data corruption scenario. 

For Veeam Agent backup jobs managed by the backup server, the health check process is similar to the 
one for backup jobs that process VMs. For more information, see the Health Check for Backup Files 
section in the Veeam Backup & Replication User Guide. 

For Veeam Agent backup jobs managed by Veeam Agent, the health check process is the same as for 
Veeam Agent backup jobs configured directly on a Veeam Agent computer. For more information, see 
the Health Check for Backup Files section in the Veeam Agent for Microsoft Windows User Guide. 

NOTE: 

For a file-level Veeam Agent backup job, if Veeam Backup & Replication detects corrupted data blocks in the 
restore point during health check, Veeam Backup & Replication will always create a full backup file during the 
health check retry. 

 

  

https://helpcenter.veeam.com/docs/backup/vsphere/backup_health_check.html?ver=95u4
https://helpcenter.veeam.com/docs/agentforwindows/userguide/backup_health_check.html?ver=30
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4. [For backup jobs and policies targeted at a Veeam backup repository] Select the Remove deleted items 
data after check box and specify the number of days for which you want to keep the backup created 
with the backup job in the target location. 

o For backup jobs managed by the backup server, deleted items retention policy is similar to 
retention policy for deleted VMs. After you remove a protection group or individual computer 
from a Veeam Agent backup job, Veeam Backup & Replication will keep its data on the backup 
repository for the period that you have specified. When this period is over, backup data of this 
computer will be removed from the backup repository. For more information, see the 
Retention Policy for Deleted VMs section in the Veeam Backup & Replication User Guide. 

o For backup jobs managed by Veeam Agent, if Veeam Agent does not create new restore points 
for the backup, the backup will remain in the target location for the period that you have 
specified. When this period is over, the backup will be removed from the target location. For 
more information, see the Retention Policy for Outdated Backups section in the Veeam Agent 
for Microsoft Windows User Guide. 

By default, the deleted items data retention period is 30 days. Do not set the deleted items retention 
period to 1 day or a similar short interval. In the opposite case, the backup job may work not as expected 
and remove data that you still require. 

NOTE: 

The Remove deleted items data after option is not available if you configure a backup job managed by Veeam 
Agent (backup policy) and have selected the Local storage or Shared folder option at the Destination step of 
the wizard. 

5. To periodically compact a full backup, select the Defragment and compact full backup file check box 
and specify the schedule for the compact operation. During the compact operation, data blocks from 
the full backup file are copied to a new empty file. As a result, the full backup file gets defragmented, 
and the speed of reading from and writing to the backup file increases. 

The compact operation differs depending on the type of the backup job. 

o For Veeam Agent backup jobs managed by the backup server, the compact operation is similar 
to the compact operation performed for VM backup jobs. If the full backup file contains data 
blocks for deleted items (protection groups or individual computers that were removed from 
the backup job), Veeam Backup & Replication will remove these data blocks. For more 
information, see the Compact of Full Backup File section in the Veeam Backup & Replication 
User Guide. 

o For Veeam Agent backup jobs managed by Veeam Agent, if the full backup file contains data 
blocks for deleted drives, Veeam Agent for Microsoft Windows will remove these data blocks. 
For more information, see the Compact of Full Backup File section in the Veeam Agent for 
Microsoft Windows User Guide. 

https://helpcenter.veeam.com/docs/backup/vsphere/retention_deleted_vms.html?ver=95u4
https://helpcenter.veeam.com/docs/agentforwindows/userguide/retention_deleted_items.html?ver=30
https://helpcenter.veeam.com/docs/backup/vsphere/backup_compact_file.html?ver=95u4
https://helpcenter.veeam.com/docs/agentforwindows/userguide/backup_compact_file.html?ver=30
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NOTE: 

Consider the following: 

• If you want to periodically compact a full backup, you must make sure that you have enough free 
space in the target location. For the compact operation, the amount of free space must be equal to 
or more that the size of the full backup file. 

• In contrast to the compact operation for a VM backup, during compact of a full Veeam Agent 
backup file, Veeam Backup & Replication does not perform the data take out operation. If the full 
backup file contains data for a machine that has only one restore point and this restore point is 
older than 7 days, Veeam Backup & Replication will not extract data for this machine to a separate 
full backup file. 

 

Storage Settings 
To specify storage settings for the backup job: 

1. Click Advanced at one of the following steps of the wizard: 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 
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2. Click the Storage tab. 

3. [For a failover cluster backup job] By default, Veeam Backup & Replication deduplicates failover cluster 
data before storing it on the backup repository. Data deduplication provides a smaller size of the backup 
file but may reduce the backup job performance. You can disable data deduplication if necessary, for 
example, if you use a deduplication storage appliance as a backup repository. To disable data 
deduplication, clear the Enable inline data deduplication check box. 

NOTE:  

The Enable inline data deduplication option is unavailable if you selected the Workstation or Server option at 
the Job Mode step of the wizard. 

4. From the Compression level list, select a compression level for the backup: None, Dedupe-friendly, 
Optimal, High or Extreme. 

5. In the Storage optimization section, select what type of backup target you plan to use: Local target (16 
TB + backup files), Local target, LAN target or WAN target. Depending on the chosen storage type, 
Veeam Agent for Microsoft Windows will use data blocks of different size to optimize the size of backup 
files and job performance. 

6. To encrypt the content of backup files, select the Enable backup file encryption check box. In the 
Password field, select a password that you want to use for encryption. If you have not created the 
password beforehand, click Add or use the Manage passwords link to specify a new password. For more 
information, see the Password Manager section in the Veeam Backup & Replication User Guide.. 

If the backup server is not connected to Veeam Backup Enterprise Manager, you will not be able to 
restore data from encrypted backups in case you lose the password. Veeam Backup & Replication will 
display a warning about it. For more information, see the Decrypting Data Without Password section in 
the Veeam Backup & Replication User Guide. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/password_manager.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/decrypt_without_pass.html?ver=95u4
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NOTE: 

Consider the following: 

• Data encryption settings for Veeam Agent backup jobs and backup policies configured in Veeam 
Backup & Replication are stored to the Veeam Backup & Replication database. For backup jobs and 
policies targeted at a Veeam backup repository, all data encryption operations are performed in 
Veeam Backup & Replication, too. Encryption settings are passed to a Veeam Agent computer only 
in case this computer is added to a backup policy targeted at a local drive of a protected computer 
or at a network shared folder. Veeam Backup & Replication performs this operation when applying 
the backup policy to a protected computer. 

• If you change a password for data encryption for an existing backup policy targeted at a Veeam 
backup repository without changing other backup policy settings, the process of applying the 
backup policy to a protected computer completes with a notification informing that the backup 
policy was not modified. This happens because data encryption settings for managed Veeam 
Agents are saved to the Veeam Backup & Replication database and are not passed to a Veeam 
Agent computer. 

• If you enable encryption for an existing Veeam Agent backup, during the next job session Veeam 
Agent for Microsoft Windows will create a full backup file. The created full backup file and 
subsequent incremental backup files in the backup chain will be encrypted with the specified 
password. 

• Encryption is not retroactive. If you enable encryption for an existing backup job, Veeam Agent for 
Microsoft Windows will encrypt the backup chain starting from the next restore point created with 
this job. 

To learn more about data encryption in Veeam Backup & Replication, see the Data Encryption section in the 
Veeam Backup & Replication User Guide. 

Notification Settings 
You can specify notification settings for Veeam Agent backup jobs configured in Veeam Backup & Replication. 
Notification options differ depending on the job mode that you have selected at the Job Mode step of the 
wizard: 

• Managed by backup server. To learn more, see Notification Settings for Veeam Agent Backup Job. 

• Managed by agent. To learn more, see Notification Settings for Backup Policy. 

Notification Settings for Veeam Agent Backup Job 

To specify notification settings for the backup job: 

1. At the Storage step of the wizard, click Advanced. 

2. Click the Notifications tab. 

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the 
job completes successfully.  

SNMP traps will be sent if you specify global SNMP settings in Veeam Backup & Replication and 
configure software on recipient's machine to receive SNMP traps. For more information, see the 
Specifying SNMP Settings section in the Veeam Backup & Replication User Guide. 
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4. Select the Send email notifications to the following recipients check box if you want to receive 
notifications about the job completion status by email. In the field below, specify a recipient’s email 
address. You can enter several addresses separated by a semicolon. 

Email notifications will be sent if you configure global email notification settings in Veeam Backup & 
Replication. For more information, see the Configuring Global Email Notification Settings section in 
Veeam Backup & Replication User Guide. 

5. You can choose to use global notification settings or specify custom notification settings. 

o To receive a typical notification for the job, select Use global notification settings. In this case, 
Veeam Backup & Replication will apply to the job global email notification settings specified 
for the backup server. 

o To configure a custom notification for the job, select Use custom notification settings specified 
below. You can specify the following notification settings: 

 In the Subject field, specify a notification subject. You can use the following variables 
in the subject: %Time% (completion time), %JobName%, %JobResult%, 
%VmCount% (number of computers in the job) and %Issues% (number of computers 
in the job that have been processed with the Warning or Failed status). 

 Select the Notify on success, Notify on warning and/or Notify on error check boxes to 
receive email notification if the job completes successfully, fails or completes with a 
warning. 

 Select the Suppress notifications until the last retry check box to receive a 
notification about the final job status. If you do not enable this option, Veeam Backup 
& Replication will send one notification per every job retry. 

 

https://helpcenter.veeam.com/docs/backup/hyperv/general_email_notifications.html?ver=95u4
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Notification Settings for Backup Policy 

You can specify email notification settings for the backup policy. If you enable notification settings, Veeam 
Backup & Replication will send a daily email report with backup policy statistics to a specified email address. The 
report contains cumulative statistics for backup job sessions performed for the last 24-hour period on 
computers to which the backup policy is applied. 

NOTE: 

Email reports with backup policy statistics will be sent if you configure global email notification settings in 
Veeam Backup & Replication. For more information, see the Configuring Global Email Notification Settings 
section in the Veeam Backup & Replication User Guide. 

After you enable notification settings for the backup policy, Veeam Backup & Replication will send reports 
with the backup policy statistics to email addresses specified in global email notification settings and email 
addresses specified in the backup policy settings. 

To specify notification settings for the backup policy: 

1. Click Advanced at one of the following steps of the wizard: 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

2. Click the Notifications tab. 

3. Select the Send daily e-mail report to the following recipients check box and specify a recipient’s email 
address in the field below. You can enter several addresses separated by a semicolon. 

4. In the Send at field, specify the time when Veeam Backup & Replication must send the email notification 
for the backup policy. Veeam Backup & Replication will send the report daily at the specified time. 
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5. You can choose to use global notification settings or specify custom notification settings. 

o To receive a typical notification for the backup policy, select Use global notification settings. 
In this case, Veeam Backup & Replication will apply to the backup policy global email 
notification settings specified for the backup server. 

o To configure a custom notification for the backup policy, select Use custom notification 
settings specified below. You can specify the following notification settings: 

 In the Subject field, specify a notification subject. You can use the following variables 
in the subject: %Time% (completion time), %JobName%, %JobResult%, 
%VmCount% (number of computers in the backup policy) and %Issues% (number of 
computers in the backup policy that have been processed with the Warning or Failed 
status). 

 Select the Notify on success, Notify on warning and/or Notify on error check boxes to 
receive email notification if the job completes successfully, fails or completes with a 
warning. 
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Script Settings 
You can specify script settings for the job if you have selected the Managed by backup server mode at the Job 
Mode step of the wizard. 

To specify script settings for the backup job: 

1. Click Advanced at one of the following steps of the wizard: 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 

2. Click the Scripts tab. 

3. If you want to execute custom scripts before and/or after the backup job, select the Before the job and 
After the job check boxes and click Browse to choose executable file(s) from a local folder on the 
backup server. The scripts are executed on the backup server. 

You can select to execute pre- and post-backup actions after a number of backup sessions or on specific 
week days. 

o If you select the Run scripts every <N> backup session option, specify the number of the 
backup job sessions after which the script(s) must be executed. 

o If you select the Run scripts on the selected days only option, click Days and specify week days 
on which the script(s) must be executed. 
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NOTE: 

Custom scripts that you define in the advanced job settings relate to the backup job itself, not the OS 
quiescence process on protected computers. To add pre-freeze and post-thaw scripts for Veeam Agent 
computer OS quiescence, use the Guest Processing step of the wizard. 

Step 10. Specify Secondary Target 
The Secondary Target step of the wizard is available if you have enabled the Configure secondary destinations 
for this job option at the Storage step of the wizard. 

At the Secondary Target step of the wizard, you can link the Veeam Agent backup job to a backup to tape or 
backup copy job. As a result, the backup job will be added as a source to the backup to tape or backup copy job. 
Backup files created with the backup job will be archived to tape or copied to the secondary backup repository 
according to the secondary jobs schedule. For more information, see Linking Backup Jobs to Backup Copy Jobs 
and Linking Backup Jobs to Backup to Tape Jobs in the Veeam Backup & Replication User Guide. 

The backup to tape job or backup copy job must be configured beforehand. You can create these jobs with an 
empty source. When you link the Veeam Agent backup job to these jobs, Veeam Backup & Replication will 
automatically update the linked jobs to define the Veeam Agent backup job as a source for these jobs. 

To link jobs: 

1. Click Add. 

2. From the jobs list, select a backup to tape or backup copy job that must be linked to the Veeam Agent 
backup job. You can link several jobs to the backup job, for example, one backup to tape job and one 
backup copy job. To quickly find the job, use the search field at the bottom of the wizard. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/linking_backup_to_copy.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/linking_backup_to_backup_to_tape.html?ver=95u4
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Step 11. Specify Guest Processing Settings 
The Guest Processing step of the wizard is available if you have selected the Server or Failover cluster option at 
the Job Mode step of the wizard. 

For a Veeam Agent backup job that includes Windows-based computers, you can enable the following guest OS 
processing settings: 

• Application-aware processing 

• Transaction log handling for Microsoft SQL Server 

• Archived log handling for Oracle databases 

• SharePoint account settings 

• Use of pre-freeze and post-thaw scripts 

• File indexing 
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Application-Aware Processing 
If your computer runs VSS-aware applications, you can enable application-aware processing to create a 
transactionally consistent backup. The transactionally consistent backup guarantees proper recovery of 
applications without data loss. 

To enable application-aware processing: 

1. At the Guest Processing step of the wizard, make sure that the Enable application-aware processing 
check box is selected. 

2. Click Applications. 

3. In the displayed list, select a protection group or individual computer and click Edit. 

To define custom settings for a computer added as a part of a protection group, you must include the 
computer to the list as a standalone object. To do this, click Add and choose the computer whose 
settings you want to customize. Then select the computer in the list and define the necessary settings. 

4. On the General tab, in the Applications section, make sure that the Enable application-aware processing 
check box is selected. 

You can clear this check box, for example, if you want to disable application-aware processing for a 
specific computer added to the backup job as a part of a protection group. 

5. [For Microsoft Exchange, Microsoft SQL and Oracle] In the Transaction logs section, specify if Veeam 
Agent for Microsoft Windows running on a protected computer must process transaction logs or copy-
only backups must be created. 

o Select Process transaction logs with this job if you want Veeam Agent for Microsoft Windows 
to process transaction logs. 

[For Microsoft Exchange] With this option selected, Veeam Agent for Microsoft Windows will 
wait for backup to complete successfully, and then trigger truncation of transaction logs. If 
the backup job fails, the logs will remain untouched until the next backup job session. 

[For Microsoft SQL Server and Oracle] You will have to specify settings for database log 
handling on the SQL and Oracle tabs of the Processing Settings window. For more information, 
see Microsoft SQL Server Transaction Log Settings and Oracle Archived Log Settings. 

o Select Perform copy only if you use another tool to maintain consistency of the database state. 
Veeam Agent for Microsoft Windows will create a copy-only backup. The copy-only backup 
preserves the chain of full/differential backup files and transaction logs. For more information, 
see Microsoft Docs. 

https://docs.microsoft.com/en-us/sql/relational-databases/backup-restore/copy-only-backups-sql-server?view=sql-server-2017
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IMPORTANT! 

Consider the following: 

• [For Microsoft Exchange] Veeam Agent for Microsoft Windows performs truncation of Microsoft 
Exchange transaction logs only if all disks that contain the Microsoft Exchange database are 
included in a volume-level backup job. 

• [For Microsoft SQL Server and Oracle] If both Microsoft SQL Server and Oracle Server are installed 
on one guest OS, and log backup is enabled for both applications, Veeam Agent for Microsoft 
Windows will back up only Oracle transaction logs. Microsoft SQL Server transaction logs will not 
be processed. 

 

Microsoft SQL Server Transaction Log Settings  
If you back up Microsoft SQL Server, you can specify how Veeam Agent for Microsoft Windows must process 
database transaction logs: 

1. At the Guest Processing step of the wizard, make sure that the Enable application-aware processing 
check box is selected. 

2. Click Applications. 

3. In the displayed list, select a protection group or individual computer and click Edit. 

4. In the Transaction logs section, select Process transaction logs with this job. 

5. In the Processing Settings window, click the SQL tab. 
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6. To specify a user account that Veeam Agent for Microsoft Windows will use to connect to the Microsoft 
SQL Server, select from the Specify Microsoft SQL Server account with database admin privileges list a 
user account that has access permissions on the database. To connect to the Microsoft SQL Server, you 
must use a Microsoft Windows user account that has sysadmin privileges on the Microsoft SQL Server. 
You cannot use Microsoft SQL Server accounts (for example, the SA account) to connect to the 
database.  

By default, the Use guest credentials option is selected in the list. With this option selected, Veeam 
Agent for Microsoft Windows will connect to the Microsoft SQL Server under the account that you have 
specified for the protected computer in the protection group settings. 

If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right 
to add credentials. 

7. Specify how transaction logs must be processed. You can select one of the following options: 

o Select Truncate logs to truncate transaction logs after successful backup. Veeam Agent for 
Microsoft Windows will wait for the backup to complete successfully and then truncate 
transaction logs. If the backup job fails, the logs will remain untouched until the next backup 
job session. 

o Select Do not truncate logs to preserve transaction logs. When the backup job completes, 
Veeam Agent for Microsoft Windows will not truncate transaction logs. 

It is recommended that you enable this option for databases that use the Simple recovery 
model. If you enable this option for databases that use the Full or Bulk-logged recovery 
model, transaction logs may grow large and consume all disk space. In this case, the database 
administrator must take care of transaction logs him-/herself. 

o Select Backup logs periodically to back up transaction logs with Veeam Agent for Microsoft 
Windows. Veeam Agent for Microsoft Windows will periodically copy transaction logs to the 
backup location and store them together with the image-level backup. During the backup job 
session, transaction logs will be truncated. 

For more information, see the Microsoft SQL Server and Oracle Logs Backup section in the 
Veeam Agent for Microsoft Windows User Guide. 

If you have selected to back up transaction logs with Veeam Agent for Microsoft Windows, you must specify 
settings for transaction logs backup: 

1. In the Backup logs every <N> minutes field, specify the frequency for transaction logs backup. By 
default, transaction logs are backed up every 15 minutes. The maximum log backup interval is 480 
minutes. 

2. In the Retain log backups section, specify retention policy for transaction logs stored in the backup 
location. 

o Select Until the corresponding image-level backup is deleted to apply the same retention 
policy for image-level backups and transaction log backups. 

o Select Keep only last <N> days of log backups to keep transaction logs for a specific number of 
days. By default, transaction logs are kept for 15 days. If you select this option, you must make 
sure that retention for transaction logs is not greater than retention for the image-level 
backup. For more information, see the Retention for Database Log Backups section in the 
Veeam Agent for Microsoft Windows User Guide. 

https://helpcenter.veeam.com/docs/agentforwindows/userguide/sql_backup.html?ver=30
https://helpcenter.veeam.com/docs/agentforwindows/userguide/sql_backup_retention.html?ver=30
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IMPORTANT! 

Veeam Agent for Microsoft Windows automatically excludes its configuration database from application-
aware processing during backup. Transaction logs for the configuration database are not backed up. 
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Oracle Archived Log Settings  
If you back up an Oracle database, you can specify how Veeam Agent for Microsoft Windows must process 
archived logs: 

1. At the Guest Processing step of the wizard, make sure that the Enable application-aware processing 
check box is selected. 

2. Click Applications. 

3. In the displayed list, select a protection group or individual computer and click Edit. 

4. In the Transaction logs section, select Process transaction logs with this job. 

5. In the Processing Settings window, click the Oracle tab. 

6. To specify a user account that Veeam Agent for Microsoft Windows will use to connect to the Oracle 
database, select from the Specify Oracle account with SYSDBA privileges list a user account that has 
SYSDBA rights on the database. If you have not set up credentials beforehand, click the Manage 
accounts link or click Add on the right to add credentials. 

By default, the Use guest credentials option is selected in the list. With this option selected, Veeam 
Agent for Microsoft Windows will connect to the Oracle database under the account that you have 
specified for the protected computer in the protection group settings. 

7. In the Archived logs section, specify if Veeam Agent for Microsoft Windows must delete archived logs 
on the Oracle database: 

o Select Do not delete archived logs if you want Veeam Agent for Microsoft Windows to 
preserve archived logs. When the backup job completes, Veeam Agent for Microsoft Windows 
will not delete archived logs.  

It is recommended that you select this option for databases for which the ARCHIVELOG mode 
is turned off. If the ARCHIVELOG mode is turned on, archived logs may grow large and 
consume all disk space. In this case, the database administrator must take care of archived logs 
him-/herself. 

o Select Delete logs older than <N> hours or Delete logs over <N> GB if you want Veeam Agent 
for Microsoft Windows to delete archived logs that are older than <N> hours or larger than 
<N> GB. Veeam Agent for Microsoft Windows will wait for the backup to complete successfully 
and then trigger archived logs truncation via Oracle Call Interface (OCI). If the backup job fails, 
the logs will remain untouched until the next successful backup job session. 

8. To back up Oracle archived logs with Veeam Agent for Microsoft Windows, select the Backup log every 
<N> minutes check box and specify the frequency for archived logs backup. By default, archived logs are 
backed up every 15 minutes. The minimum log backup interval is 5 minutes. The maximum log backup 
interval is 480 minutes. 
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9. In the Retain log backups section, specify retention policy for archived logs stored in the backup 
location: 

o Select Until the corresponding image-level backup is deleted to apply the same retention 
policy for Veeam Agent backups and archived log backups.  

o Select Keep only last <n> days to keep archived logs for a specific number of days. By default, 
archived logs are kept for 15 days. If you select this option, you must make sure that retention 
for archived logs is not greater than retention for the Veeam Agent backups. For more 
information, see the Retention for Database Log Backups section in the Veeam Agent for 
Microsoft Windows User Guide. 

 

Microsoft SharePoint Account Settings 
If you back up Microsoft SharePoint, you must specify a user account that has enough permissions on the 
application: 

1. At the Guest Processing step of the wizard, make sure that the Enable application-aware processing 
check box is selected. 

2. Click Applications. 

3. In the displayed list, select a protection group or individual computer and click Edit. 

4. In the Processing Settings window, click the SharePoint tab. 

5. From the Specify SharePoint admin account list, select a user account that Veeam Agent for Microsoft 
Windows will use to connect to the SharePoint application. If you have not set up credentials 
beforehand, click the Manage accounts link or click Add on the right to add credentials. 

 

https://helpcenter.veeam.com/docs/agentforwindows/userguide/sql_backup_retention.html?ver=30
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By default, the Use guest credentials option is selected in the list. With this option selected, Veeam 
Agent for Microsoft Windows will connect to the SharePoint application under the account that you 
have specified for the protected computer in the protection group settings. 

 

Pre-Freeze and Post-Thaw Scripts 
If you plan to back up data of applications that do not support VSS, you can specify what scripts Veeam Agent 
for Microsoft Windows must use to quiesce the OS on the protected computer. The pre-freeze script quiesces 
the file system and application data to bring the OS to a consistent state before Veeam Agent for Microsoft 
Windows creates a VSS snapshot. After the VSS snapshot is created, the post-thaw script brings the file system 
and applications to their initial state. 

To specify pre-freeze and post-thaw scripts for the job: 

1. At the Guest Processing step, make sure that the Enable application-aware processing check box is 
selected. 

2. Click Applications. 

3. In the displayed list, select a protection group or individual computer and click Edit. 

4. In the Processing Settings window, click the Scripts tab. 

5. From the Specify admin account for script execution list, select a user account that Veeam Agent for 
Microsoft Windows will use to run pre-freeze and post-thaw scripts. If you have not set up credentials 
beforehand, click the Manage accounts link or click Add on the right to add credentials. 

By default, the Use guest credentials option is selected in the list. With this option selected, Veeam 
Agent for Microsoft Windows will run pre-freeze and post-thaw scripts under the account that you have 
specified for the protected computer in the protection group settings.  
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6. In the Script processing mode section, specify the scenario for scripts execution: 

o Select Require successful script execution if you want Veeam Agent for Microsoft Windows to 
stop the backup process if the script fails. 

o Select Ignore script execution failures if you want to continue the backup process even if script 
errors occur.  

o Select Disable script execution if you do not want to run scripts. 

7. In the Pre-freeze script and Post-thaw script fields, click Browse to choose executable files from a local 
folder on the backup server. During the backup job session, Veeam Backup & Replication will upload the 
scripts to Veeam Agent computers added to the job and execute them on these computers. Veeam 
Agent for Microsoft Windows supports scripts in the EXE, BAT and CMD format. 

 

File Indexing 
You can instruct the backup job to create an index of files and folders on the protected computer OS during 
backup. If you enable the file indexing option, you will be able to search for individual files inside Veeam Agent 
backups and perform 1-click restore in Veeam Backup Enterprise Manager. 

NOTE: 

File system indexing is optional. If you do not enable this option in the backup job settings, you will still be 
able to perform 1-click restore from the backup created with such backup job. For more information, see the 
Preparing for File Browsing and Restore section in the Veeam Backup Enterprise Manager User Guide. 

 

  

https://helpcenter.veeam.com/docs/backup/em/em_preparing_for_flr_physical.html?ver=95u4
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To specify file indexing options: 

1. At the Guest Processing step of the wizard, select the Enable guest file system indexing check box. 

2. Click Indexing. 

3. In the displayed list, select a protection group or individual computer and click Edit. 

4. In the Windows indexing settings window, specify the indexing scope: 

o Select Index everything if you want to index all files within the backup scope that you have 
specified at the Backup mode step of the wizard. Veeam Agent for Microsoft Windows will 
index all files that reside: 

 On the protected computer OS (for entire computer backup) 

 On the volumes that you have specified for backup (for volume-level backup) 

 In the folders that you have specified for backup (for file-level backup) 

o Select Index everything except if you want to index all files on the protected computer OS 
except those defined in the list. By default, system folders are excluded from indexing. You 
can add or delete folders using the Add and Remove buttons on the right. You can also use 
system environment variables to form the list, for example: %windir%, %Program Files% and 
%Temp%.  

To reset the list of folders to its initial state, click Default. 

o Select Index only following folders to define folders that you want to index. You can add or 
delete folders to index using the Add and Remove buttons on the right. You can also use 
system environment variables to form the list, for example: %windir%, %Program Files% and 
%Temp%. 
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Step 12. Specify Backup Schedule 
At the Schedule step of the wizard, specify the schedule according to which you want to perform backup. 
Backup job scheduling options differ depending on the platform and job mode that you have selected at the Job 
Mode step of the wizard: 

• Scheduling Settings for Workstations 

• Scheduling Settings for Servers and Failover Clusters 

NOTE: 

If you configure a backup policy, after you click Apply at the Schedule step of the wizard, Veeam Backup & 
Replication will immediately apply the backup policy to protected computers. 

Scheduling Settings for Workstations 
At the Schedule step of the wizard, specify the schedule according to which you want to perform backup. 

To specify the job schedule:   

1. Select the Daily at check box and use the fields on the right to specify time and days when the backup 
job must start: 

o Everyday — select this option to start the job at specific time daily. 

o On week-days — select this option to start the job at specific time on week-days. 

o On these days — select this option to start the job at specific time on selected days. 

You can leave the Daily at check box unchecked to configure the backup job without daily schedule. In 
this case, you will be able to use the backup job to perform backup automatically at specific events. 

2. If you have selected the On these days option, click the Days button and clear check boxes for the days 
when the job must not start. 

3. Select the action that Veeam Agent for Microsoft Windows must perform in case the protected 
computer is powered off at the time when the scheduled backup job must start.  

o Backup once powered on — select this option if you want Veeam Agent for Microsoft Windows 
to start the scheduled backup job when the protected computer is powered on. 

o Skip backup — select this option if you want Veeam Agent for Microsoft Windows not to start 
the scheduled backup job when the computer is powered on. Veeam Agent for Microsoft 
Windows will perform backup at the next scheduled time. 

4. If you want Veeam Agent for Microsoft Windows to perform a finalizing action after the backup job 
completes successfully, select the necessary action: 

o Keep running — select this option if the computer must keep on working. 

o Sleep — select this option if you want Veeam Agent for Microsoft Windows to bring the 
computer to the standby mode. 

o Shutdown — select this option if you want Veeam Agent for Microsoft Windows to shut down 
the computer. 

o Hibernate — select this option if you want Veeam Agent for Microsoft Windows to bring the 
computer to the hibernate mode. This option is available if the hibernate mode is enabled on 
the protected computer. To learn more, see this Microsoft KB article. 

https://support.microsoft.com/en-us/kb/920730
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When the backup job completes, Veeam Agent for Microsoft Windows will prompt a dialog with a 
countdown to the selected post-job action. You can select to proceed to the action immediately or to 
cancel the action. To learn more, see the Controlling Backup Post-Job Action section in the Veeam 
Agent for Microsoft Windows User Guide. 

5. In the At the following events section, specify settings for events that trigger the backup job launch: 

o Select the Lock check box if you want to start the backup job when the user locks the Veeam 
Agent computer. 

o Select the Log off check box if you want to start the backup job when the user working with 
the computer performs a logout operation. 

o Select the When backup target is connected check box if you want to start the backup job 
when the backup storage becomes available (for example, when the computer connects to a 
local network and the target shared folder is accessible). 

o Select the Eject removable storage once backup is completed check box if you want Veeam 
Agent for Microsoft Windows to unmount the storage device after the backup job completes 
successfully. With this option selected, backup files on the removable storage will be 
protected from encrypting ransomware, such as CryptoLocker. 

o Use the Back up no more often than every <N> <time units> field to restrict the frequency of 
backup job sessions. Specify a minutely, hourly or daily interval between the backup job 
sessions. 

The Back up no more often than every <N> <time units> option is applied only to job sessions 
started at specific events. Daily backups are performed according to defined schedule 
regardless of the time interval specified for this setting. 

 

https://helpcenter.veeam.com/docs/agentforwindows/userguide/post-job_activity_prompt.html?ver=30
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IMPORTANT! 

If the power scheme on the Veeam Agent computer does not allow using wake up timers, Veeam Agent for 
Microsoft Windows will not be able to wake your computer from sleep for backup. You can manually change 
the power scheme settings on the Veeam Agent computer. To do this, navigate to Control Panel > All Control 
Panel Items > Power Options > Edit Plan Settings. 

Scheduling Settings for Servers and Clusters 
At the Schedule step of the wizard, specify the schedule according to which you want to perform backup. 

To specify the job schedule:  

1. Select the Run the job automatically check box. If this check box is not selected, you will have to start 
the backup job manually to create backup. 

2. Define scheduling settings for the job: 

o To run the job at specific time daily, on defined week days or with specific periodicity, select 
Daily at this time. Use the fields on the right to configure the necessary schedule. 

o To run the job once a month on specific days, select Monthly at this time. Use the fields on the 
right to configure the necessary schedule. 

o To run the job repeatedly throughout a day with a specific time interval, select Periodically 
every. In the field on the right, select the necessary time unit: Hours or Minutes. Click Schedule 
and use the time table to define the permitted time window for the job. In the Start time 
within an hour field, specify the exact time when the job must start.  

A repeatedly run job is started by the following rules: 

 The defined interval always starts at 12:00 AM. For example, if you configure to run a 
job with a 4-hour interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM, 12:00 
PM, 4:00 PM and so on. 

 If you define permitted hours for the job, after the denied interval is over, the job will 
start immediately and then run by the defined schedule. 

For example, you have configured a job to run with a 2-hour interval and defined permitted 
hours from 9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 
AM, when the denied period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 
PM and 4:00 PM. 

o To run the job continuously, select the Periodically every option and choose Continuously from 
the list on the right. A new backup job session will start as soon as the previous backup job 
session finishes. 

o [For Managed by backup server mode only] To chain jobs, use the After this job field. In the 
common practice, jobs start one after another: when job A finishes, job B starts and so on. If 
you want to create a chain of jobs, you must define the time schedule for the first job in the 
chain. For the rest of the jobs in the chain, select the After this job option and choose the 
preceding job from the list. 
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NOTE: 

Mind the following: 

• The After this job option is not available if you have selected the Managed by agent option at the 
Job Mode step of the wizard. 

• The After this job function will automatically start a job if the first job in the chain is started 
automatically by schedule. If you start the first job manually, Veeam Backup & Replication will 
display a notification. You will be able to choose whether Veeam Backup & Replication must start 
the chained job as well. 

3. In the Automatic retry section, define whether Veeam Backup & Replication or Veeam Agent for 
Microsoft Windows (depending on the selected job mode) must attempt to run the backup job again if 
the job fails for some reason. Enter the number of attempts to run the job and define time intervals 
between them. If you select continuous backup, Veeam Backup & Replication or Veeam Agent for 
Microsoft Windows will retry the job for the defined number of times without any time intervals 
between the job runs. 

4. In the Backup window section, define the time interval within which the backup job must complete. The 
backup window prevents the job from overlapping with production hours and ensures that the job does 
not impact performance of your server. To set up a backup window for the job: 

a. Select the Terminate job if it exceeds allowed backup window check box and click Window. 

b. In the Time Periods window, define the allowed hours and prohibited hours for backup. If the 
job exceeds the allowed window, it will be automatically terminated. 
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Step 13. Review Backup Job Settings 
At the Summary step of the wizard, complete the backup job configuration process. 

1. Review settings of the configured Veeam Agent backup job.  

2. [For backup job managed by backup server] Select the Run the job when I click Finish check box if you 
want to start the job right after you finish working with the wizard. 

3. Click Finish to close the wizard. 
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Creating Agent Backup Job for Linux Computers 
To back up data of a computer protected with Veeam Agent for Linux, you must configure a Veeam Agent 
backup job in Veeam Backup & Replication. 

Before You Begin 
Before you create a Veeam Agent backup job in the Veeam Backup & Replication console, check the following 
prerequisites: 

• The Veeam Backup & Replication license must have a sufficient number of instances to process servers 
and/or workstations that you plan to add to the Veeam Agent backup job. 

• The target location where you plan to store backup files must have enough free space. 

• Protection groups that you want to add to the job must be configured in advance. 

Veeam Agent backup jobs have the following limitations: 

• [For Veeam Agent backup job managed by backup server] You can create Veeam Agent backups on a 
Veeam backup repository only. Other types of target locations are not supported. 

• [For Veeam Agent backup job managed by Veeam Agent] You cannot save the backup of entire 
computer on the local computer disk. Use an external hard drive or USB drive, network shared folder or 
backup repository as a target location. 

• After you start managing a Veeam Agent computer with Veeam Backup & Replication, data backup for 
this computer is performed by a backup job configured in Veeam Backup & Replication. Veeam Agent 
running on the computer starts a new backup chain on a target location specified in the backup job 
settings. You cannot continue the existing backup chain that was created by Veeam Agent operating in 
the standalone mode. 

• You cannot map a Veeam Agent backup job configured in Veeam Backup & Replication to a Veeam Agent 
backup chain created by a standalone Veeam Agent on a backup repository. 

• You cannot use a Veeam Cloud Connect repository as a target for a Veeam Agent backup job configured 
in Veeam Backup & Replication. 
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Step 1. Launch New Agent Backup Job Wizard 
You can create a Veeam Agent backup job for protected computers that run a Linux OS in one of the following 
ways: 

• Create a new backup job — in this case, Veeam Backup & Replication will launch the New Agent Backup 
Job wizard. You will be able to specify protection groups, individual Active Directory objects and/or 
Veeam Agent computers to which the backup job settings must apply at the Computers step of the 
wizard. 

• Add a protection group to a new backup job — in this case, Veeam Backup & Replication will launch the 
New Agent Backup Job wizard and add the selected protection group to the backup job. You will also be 
able to change the list of Veeam Agent computers to which the backup job settings must apply at the 
Computers step of the wizard. 

• Add individual computers to a new backup job — in this case, Veeam Backup & Replication will launch 
the New Agent Backup Job wizard and add the selected computers to the backup job. You will also be 
able to change the list of Veeam Agent computers to which the backup job settings must apply at the 
Computers step of the wizard.  

Launching Backup Job Wizard 
To launch the New Agent Backup Job wizard, do either of the following:  

• On the Home tab, click Backup Job > Linux computer. 

• Open the Home view. Select the Jobs node and click Backup Job > Linux computer on the ribbon. 

• Open the Home view. Right-click the Jobs node and select Backup > Linux computer. 

Adding Protection Group to New Backup Job 
To add a protection group to a new Veeam Agent backup job, do either of the following: 

• Open the Inventory view. In the Physical & Cloud Infrastructure node, right-click the protection group 
that you want to add to the backup job and select Add to backup job > Linux > New job. 

• Open the Inventory view. In the Physical & Cloud Infrastructure node, select the protection group that 
you want to add to the backup job and click Add to Backup > Linux > New job on the ribbon. 

Veeam Backup & Replication will start the New Agent Backup Job wizard and add the protection group to the 
job. You can add other protection groups and (or) individual computers to the job later on, when you pass 
through the wizard steps. 
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Adding Computers to New Backup Job 
To add specific computers to a new Veeam Agent backup job, do either of the following: 

• Open the Inventory view. In the Physical & Cloud Infrastructure node, click the protection group whose 
computers you want to add to the backup job. In the working area, select one or more computers that 
you want to add to the job, right-click the selected computer and select Add to backup job > New job. 

• Open the Inventory view. In the Physical & Cloud Infrastructure node, click the protection group whose 
computers you want to add to the backup job. In the working area, select one or more computers that 
you want to add to the job and click Add to Backup > New job on the ribbon. 

Veeam Backup & Replication will start the New Agent Backup Job wizard and add the selected computers to the 
job. You can add other computers and (or) protection groups to the job later on, when you pass through the 
wizard steps. 

TIP: 

Consider the following: 

• You can press and hold [CTRL] to select multiple computers at once. 
• You can add an individual computer or protection group to a Veeam Agent backup job that is 

already configured in Veeam Backup & Replication. To learn more, see Adding Computers to 
Backup Job and Adding Protection Group to Backup Job. 
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Step 2. Select Job Mode 
At the Job Mode step of the wizard, specify protection settings for the backup job: 

1. Select the type of protected computers whose data you want to back up with Veeam Agents. 

2. If you choose to back up data pertaining to servers, select the job mode.  

The job mode defines the type of the created Veeam Agent backup job: the backup job (backup job 
managed by the backup server) or backup policy (backup job managed by Veeam Agent).  

Selecting Protected Computer Type 
At the Job Mode step of the wizard, in the Type field, select the type of protected computers whose data you 
want to back up with Veeam Agents. The selected type defines what settings will be available for the configured 
backup job and the job mode. You can select one of the following computer types: 

• Workstation — select this option if you want to back up data pertaining to Linux-based workstations or 
laptops. This option is suitable for computers that reside in a remote location and may have limited 
connection to the backup server. 

For backup jobs that process workstations, Veeam Backup & Replication offers settings similar to the job 
settings available in Veeam Agent for Linux operating in the Workstation mode. To learn more, see 
Veeam Agent for Linux User Guide. 

With this option selected, the backup job will be managed by Veeam Agent installed on the protected 
computer — you do not need to select the job mode. 

• Server — select this option if you want to back up data pertaining to Linux-based servers. This option is 
suitable for computers that have permanent connection to the backup server.  

For backup jobs that process servers, Veeam Backup & Replication offers settings similar to the job 
settings available in Veeam Agent for Linux operating in the Server mode. To learn more, see Veeam 
Agent for Linux User Guide. 

With this option selected, you can also select the job mode. To learn more, see Selecting Job Mode. 

  

https://helpcenter.veeam.com/docs/agentforlinux/userguide/overview.html?ver=30
https://helpcenter.veeam.com/docs/agentforlinux/userguide/overview.html?ver=30
https://helpcenter.veeam.com/docs/agentforlinux/userguide/overview.html?ver=30
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Selecting Job Mode 
If you selected the Servers computer type in the Type field, in the Mode field, select the job mode. You can 
select one of the following modes: 

• Managed by backup server — select this option if you want to configure the Veeam Agent backup job. 
With this option selected, you will be able to add one or more individual computers and/or protection 
groups to the job and instruct Veeam Backup & Replication to create Veeam Agent backups in a Veeam 
backup repository. The Veeam Agent backup job will run on the backup server in the similar way as a 
regular job for VM data backup. To learn more, see Backup Job. 

• Managed by agent — select this option if you want to configure the backup policy. The backup policy 
describes configuration of individual Veeam Agent backup jobs that run on protected computers, and 
acts as a saved template. With this option selected, you will be able to add one or more individual 
computers and/or protection groups to the backup policy, and instruct Veeam Agent to create backups 
on a local disk of a protected computer, in a network shared folder or in a Veeam backup repository. To 
learn more, see Backup Policy. 
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Step 3. Specify Job Name and Description 
At the Name step of the wizard, specify a name and description for the backup job. 

1. In the Name field, enter a name for the backup job. 

2. In the Description field, provide a description for future reference. The default description contains 
information about the user who created the job, date and time when the job was created. 

 

Step 4. Select Computers to Back Up 
At the Computers step of the wizard, select protection groups and/or individual computers that you want to 
back up. 

You can add to the Veeam Agent backup job one or more protection groups and/or individual computers added 
to inventory in the Veeam Backup & Replication console. You can also add to the job computers that are not 
added to inventory yet. Veeam Backup & Replication will add such computers to the job and also add them to 
the Manually Added protection group. 

Jobs with protection groups are dynamic in their nature. If Veeam Backup & Replication discovers a new 
computer in a protection group after the Veeam Agent backup job is created, Veeam Backup & Replication will 
automatically update the job settings to include the added computer. 



 

140 | Veeam Backup & Replication | Veeam Agent Management Guide | REV 6 

NOTE: 

If you used the Add to backup job > Linux > New job option to launch the New Agent Backup Job wizard, the 
Protected computers list will already contain computers that you have selected to add to the job. You can 
remove some computers from the job or add new computers to the job, if necessary. 

Adding Protection Groups and Computers from Inventory 
To add protection groups and/or individual computers to the Veeam Agent backup job: 

1. Click Add > Protection group. 

2. In the Add Protection Group window, select one or more protection groups and/or computers in the list 
and click OK. You can press and hold [CTRL] to select multiple objects at once. 

To quickly find the necessary object, use the search field at the bottom of the Add Protection Group window. 

1. Enter the object name or a part of it in the search field. 

2. Click the Start search button on the right or press [ENTER]. 
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Adding New Computers 
To add to the Veeam Agent backup job new computers that do not exist in the inventory: 

1. Click Add > Individual computer. 

2. In the Add Computer window, in the Host name or IP address field, enter a full DNS name or IP address 
of the computer that you want to add to the job. 

3. From the Credentials list, select a user account that has administrative permissions on the computer 
that you want to add to the job. If you have not set up credentials beforehand, click the Manage 
accounts link or click Add on the right to add credentials. For more information, see the Credentials 
Manager section in the Veeam Backup & Replication User Guide. 

 
  

https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=95u4
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Step 5. Select Backup Mode 
At the Backup Mode step of the wizard, select the mode in which you want to create a backup. 

1. In the Backup mode section, select the backup mode. You can select one of the following options: 

o Entire computer — select this option if you want to create a backup of the entire computer 
image. When you restore data from such backup, you will be able to recover the entire 
computer image as well as data on specific computer volumes: files, directories, application 
data and so on. With this option selected, you will pass to one of the following steps of the 
wizard: 

 Storage — if the Managed by backup server option was selected at the Job Mode step 
of the wizard. 

 Destination — if the Managed by agent option was selected at the Job Mode step of 
the wizard. 

o Volume level backup — select this option if you want to create a backup of specific computer 
volumes, for example, the system volume. When you restore data from such backup, you will 
be able to recover data on these volumes only: files, directories, application data and so on. 
With this option selected, you will pass to the Objects step of the wizard. 

o File level backup — select this option if you want to create a backup of individual directories on 
your computer. With this option selected, you will pass to the Objects step of the wizard. 

2. [For file-level backup] If you want to perform backup in the snapshot-less mode, select the Backup 
directly from live file system check box. With this option selected, Veeam Agent for Linux will not 
create a snapshot of a backed-up volume during backup. This allows Veeam Agent to back up data 
residing in file systems that are not supported for snapshot-based backup with Veeam Agent for Linux. 
To learn more, see the Snapshot-Less File-Level Backup section in the Veeam Agent for Linux User Guide. 

 

https://helpcenter.veeam.com/docs/agentforlinux/userguide/file_backup_snapshotless.html?ver=30
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TIP: 

File-level backup is typically slower than volume-level backup. Depending on the performance capabilities of 
your computer and backup environment, the difference between file-level and volume-level backup job 
performance may increase significantly. If you plan to back up all folders with files on a specific volume or 
back up large amount of data, it is recommended that you configure volume-level backup instead of file-level 
backup. 

Step 6. Specify Backup Scope Settings 
The Objects step of the wizard is available if you chose to create volume-level or file-level Veeam Agent 
backups. Specify backup scope for the backup job: 

• Specify volumes to back up — if you have selected the Volume level backup option at the Backup Mode 
step of the wizard. 

• Specify directories to back up — if you have selected the File level backup option at the Backup Mode 
step of the wizard. 

Specifying Volumes to Back Up 
The Objects step of the wizard is available if you have chosen to create volume-level backup. 

At this step of the wizard, you must specify the backup scope — define what volumes you want to include in the 
backup. The specified backup scope settings will apply to all computers that are added to the backup job. If a 
specified volume does on exist on one or more computers in the job, the job will skip such volumes on those 
computers and back up only existing ones. 

To specify the backup scope: 

1. In the Objects to backup field, click Add and select the type of object that you want to include in the 
backup: Device, Mount point, LVM or BTRFS. 

2. In the Add Object window, specify the object that you want to back up and click OK. 

You can specify the following objects to back up: 

o Block devices. You can include in the backup scope all volumes on a computer disk or 
individual volumes of a protected computer: 

 To include all volumes on a computer disk in the backup, type the path to a block 
device that represents the disk whose volumes you want to back up. For example: 
/dev/sda. 

 To include a specific volume of a protected computer in the backup, type the path to 
a block device that represents the volume that you want to back up. For example: 
/dev/sda1. 

o Mount points. You can include in the backup scope individual volumes of a protected 
computer. Type the path to a mount point of the volume that you want to back up. For 
example: / or /home. 
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o LVM volumes. You can include in the backup scope entire LVM volume groups or individual 
LVM logical volumes of a protected computer. Type the path to a mount point or a block 
device that represents the volume group or logical volume that you want to back up. For 
example: /dev/vg or /dev/vg/lv1. 

o Btrfs subvolumes. You can include in the backup scope all Btrfs subvolumes of a Btrfs storage 
pool or specific Btrfs subvolumes. 

 To include all subvolumes of a Btrfs pool in the backup, type the path to a block 
device that represents the Btrfs pool. For example: /dev/sda1. 

 To include a specific Btrfs subvolume in the backup, type the path to a mount point 
of this subvolume. For example: /sub1. 

3. Repeat steps 1–2 for all objects that you want to back up. 

If you have created several system partitions, for example, a separate partition for the /boot directory, make 
sure that you include all of these partitions in the backup. Otherwise, Veeam Agent for Linux does not guarantee 
that the OS will boot properly when you attempt to recover from such backup. 
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Specifying Directories to Back Up 
The Objects step of the wizard is available if you have chosen to create a file-level backup. 

At this step of the wizard, you must specify the backup scope — define what directories with files you want to 
include in the backup. The specified backup scope settings will apply to all computers that are added to the 
backup job. If a specified directory does on exist on one or more computers in the job, the job will skip such 
folder on those computers and back up existing ones. 

To specify directories to back up: 

1. In the Choose directories to backup field, click Add. 

2. In the Add Object window, type the path to a directory that you want to back up, for example, 
/home/user01, and click OK. 

3. Repeat steps 1–2 for all directories that you want to back up. 
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Configuring Filters 

To include or exclude files of a specific type in/from the file-level backup, you can configure filters.  

To configure a filter: 

1. At the Objects step of the wizard, click Advanced. 

2. Specify what files you want to back up: 

o In the Include masks field, specify file names and/or masks for file types that you want to back 
up, for example, Report.pdf or *filename*. Veeam Agent for Linux will create a backup 
only for selected files. Other files will not be backed up. 

o In the Exclude masks field, specify file names and/or masks for file types that you do not want 
to back up, for example, OldReports.tar.gz or *.odt. Veeam Agent for Linux will back up 
all files except files of the specified type. 

3. Click Add. 

4. Repeat steps 2–3 for each mask that you want to add. 

You can use a combination of include and exclude masks. Note that exclude masks have a higher priority than 
include masks. For example, you can specify masks in the following way: 

• Include mask: *.pdf 

• Exclude mask: *draft* 

Veeam Agent for Linux will include in the backup all files of the PDF format that do not contain draft in their 
names. 
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Step 7. Select Backup Destination 
The Destination step of the wizard is available if you have selected the Managed by agent option at the Job 
Mode step of the wizard. 

At this step of the wizard, select a target location for backups created by Veeam Agents installed on protected 
computers. 

You can store backup files in one of the following locations: 

• Local storage — select this option if you want to save a backup on a removable storage device attached 
to a protected computer or on a local drive of a protected computer. With this option selected, you will 
pass to the Local Storage step of the wizard. 

IMPORTANT! 

It is recommended that you store backups in the external location like USB storage device or shared network 
folder. You can also keep your backup files on the separate non-system local drive. 

• Shared folder — select this option if you want to save a backup in a network shared folder. With this 
option selected, you will pass to the Shared folder step of the wizard. 

• Veeam backup repository — select this option if you want to save a backup on a backup repository 
managed by a Veeam backup server. With this option selected, you will pass to the Backup Server step 
of the wizard. 
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Step 8. Specify Backup Storage Settings 
Specify backup storage settings for the backup job: 

• If you have selected the Managed by backup server mode at the Job Mode step of the wizard, you can 
create Veeam Agent backups on a backup repository managed by this Veeam backup server. Specify 
Veeam backup repository settings at the Storage of the wizard. 

• If you have selected the Managed by agent mode at the Job Mode step of the wizard, specify backup 
storage settings at one of the following steps of the wizard: 

o Local storage settings — if you have selected the Local storage option at the Destination step 
of the wizard. 

o Shared folder settings — if you have selected the Shared folder option at the Destination step 
of the wizard. 

o Veeam backup repository settings — if you have selected the Veeam backup repository option 
at the Destination step of the wizard. 

Backup Storage Settings 
The Storage step of the wizard is available if you have selected the Managed by backup server mode at the Job 
Mode step of the wizard. 

Specify settings for the target backup repository managed by the same backup server that manages the Backup 
Job: 

1. From the Backup repository list, select a backup repository where you want to store created backups. 
When you select a backup repository, Veeam Backup & Replication automatically checks how much free 
space is available on the backup repository. 

2. You can map the job to a specific backup stored on the backup repository. Backup job mapping can be 
helpful if you have moved backup files to a new backup repository and want to point the job to existing 
backups on this new backup repository. You can also use backup job mapping if the configuration 
database got corrupted and you need to reconfigure backup jobs. 

To map the job to a backup, click the Map backup link and select the backup on the backup repository. 
Backups can be easily identified by job names. To find the backup, you can also use the search field at 
the bottom of the window. 

NOTE: 

Mind the following: 

• Backup job mapping is available only for a Veeam Agent backup job managed by the backup 
server. 

• You cannot map a Veeam Agent backup job configured in Veeam Backup & Replication to a backup 
chain that was created on a backup repository by Veeam Agent operating in the standalone mode. 

3. In the Restore points to keep on disk field, specify the number of restore points for which you want to 
store backup files in the target location. By default, Veeam Backup & Replication keeps backup files 
created for 14 latest restore points. After this number is exceeded, Veeam Backup & Replication will 
remove the earliest restore points from the backup chain. 
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4. If you want to archive backup files created with the backup job to a secondary destination (backup 
repository or tape), select the Configure secondary destinations for this job check box. With this option 
enabled, the New Agent Backup Job wizard will include an additional step — Secondary Target. At the 
Secondary Target step of the wizard, you can link the backup job to the backup copy job or backup to 
tape backup job. 

You can enable this option only if a backup copy job or backup to tape job is already configured on the 
backup server. 

5. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced 
Backup Settings. 
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Local Storage Settings 
The Local Storage step of the wizard is available if you have selected the Managed by agent mode at the Job 
Mode step of the wizard and chosen to save the backup on a local drive of your computer. 

Specify local storage settings: 

1. In the Local folder field, type a path to a folder on a protected computer where backup files must be 
saved. If the specified folder does not exist in the file system of a protected computer, Veeam Agent for 
Linux will create this folder and save the resulting backup file to this folder. If the volume on which the 
specified folder must reside does not exist on a protected computer, Veeam Backup & Replication will 
not apply the backup job settings to this computer. 

IMPORTANT! 

USB storage devices formatted as FAT32 do not allow storing files larger than 4 GB in size. For this reason, it 
is recommended that you do not use such USB storage devices as a backup target. 

2. In the Restore points to keep on disk field, specify the number of restore points for which you want to 
store backup files in the target location. By default, Veeam Agent for Linux keeps backup files created 
for 14 latest restore points. After this number is exceeded, Veeam Agent for Linux will remove the 
earliest restore points from the backup chain. 

3. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced 
Backup Settings. 
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Shared Folder Settings 
The Shared Folder step of the wizard is available if you have selected the Managed by agent mode at the Job 
Mode step of the wizard and chosen to save the backup in a network shared folder. 

Specify shared folder settings: 

1. In the Shared folder field, type a UNC name of the network shared folder in which you want to store 
backup files. Keep in mind that the UNC name always starts with two back slashes (\\). 

2. In the Share type section, select the type of a network shared folder: 

o NFS — to connect to a network shared folder using the NFS protocol. 

o SMB — to connect to a network shared folder using the SMB (CIFS) protocol. 

3. If the network shared folder requires authentication, select the This share requires access credentials 
check box and select from the list a user account that has access permissions on this shared folder. If 
you have not set up credentials beforehand, click the Manage accounts link or click Add on the right to 
add credentials. The user name must be specified in the DOMAIN\USERNAME format. 

4. In the Restore points to keep on disk field, specify the number of restore points for which you want to 
store backup files in the target location. By default, Veeam Agent for Linux keeps backup files created 
for 14 latest restore points. After this number is exceeded, Veeam Agent for Linux will remove the 
earliest restore points from the backup chain. 

5. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced 
Backup Settings. 
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Veeam Backup Repository Settings 
If you have selected the Managed by agent mode for the backup job and chosen to store backup files on a 
Veeam backup repository, specify settings to connect to the backup repository: 

1. At the Backup Server step of the wizard, specify backup server settings.  

2. At the Backup Repository step of the wizard, select the Veeam backup repository. 

Specifying Backup Server Settings 

The Backup Server step of the wizard is available if you have selected the Managed by agent mode at the Job 
Mode step of the wizard and chosen to store backup files on a Veeam backup repository. 

In the DNS name or external IP address field, review and change if necessary the name or IP address of the 
Veeam backup server on which you configure the Veeam Agent backup job. The specified DNS name or IP 
address must be accessible from the network to which Veeam Agent computers are connected.  
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Selecting Backup Repository 

The Backup Repository step of the wizard is available if you have selected the Managed by agent mode at the 
Job Mode step of the wizard and chosen to save backup files on a Veeam backup repository.  

Specify settings for the target backup repository: 

1. From the Backup repository list, select a backup repository where you want to store created backups. 
When you select a backup repository, Veeam Backup & Replication automatically checks how much free 
space is available on the backup repository. 

2. In the Restore points to keep on disk field, specify the number of restore points for which you want to 
store backup files in the target location. By default, Veeam Agent for Linux keeps backup files created 
for 14 latest restore points. After this number is exceeded, Veeam Agent for Linux will remove the 
earliest restore points from the backup chain. 

3. If you want to archive backup files created with the backup job to a secondary destination (backup 
repository or tape), select the Configure secondary destinations for this job check box. With this option 
enabled, the New Agent Backup Job wizard will include an additional step — Secondary Target. At the 
Secondary Target step of the wizard, you can link the backup job to the backup copy job or backup to 
tape backup job. 

You can enable this option only if a backup copy job or backup to tape job is already configured on the 
backup server. 

4. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced 
Backup Settings. 
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Step 9. Specify Advanced Backup Settings 
In the Advanced Settings window, specify advanced settings for the Veeam Agent backup job: 

• Backup settings 

• Maintenance settings 

• Storage settings 

• Notification settings 

• Script settings 

TIP: 

After you specify necessary settings for the Veeam Agent backup job, you can save them as default settings. 
To do this, click Save as Default at the bottom left corner of the Advanced Settings window. When you create 
a new backup job, Veeam Backup & Replication will automatically apply the default settings to the new job. 

Backup Settings 
You can specify backup settings for the job if you have selected the Managed by backup server mode at the Job 
Mode step of the wizard. 

To specify settings for a backup chain created with the backup job: 

1. Click Advanced at one of the following steps of the wizard: 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

2. [For Veeam Agent jobs managed by the backup server] If you want to periodically create synthetic full 
backups, on the Backup tab, select the Create synthetic full backups periodically check box and click 
Days to schedule synthetic full backups on the necessary week days.  

3. If you want to periodically create active full backups, select the Create active full backups periodically 
check box. Use the Monthly on or Weekly on selected days options to define scheduling settings. 
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NOTE: 

Consider the following: 

• Before scheduling periodic full backups, you must make sure that you have enough free space on 
the target location. 

• If you schedule the active full backup and synthetic full backup on the same day, Veeam Backup & 
Replication will perform only active full backup. Synthetic full backup will be skipped. 

 

Maintenance Settings 
You can specify maintenance settings for a backup chain created with the Veeam Agent backup job. 
Maintenance operations help make sure that the backup chain remains valid and consistent. 

Maintenance settings are available for the following types of Veeam Agent backup jobs that process Linux 
computers: 

• Backup job managed by the backup server. 

• Backup job managed by Veeam Agent (backup policy). For backup jobs of this type, maintenance 
settings are available only if the job is targeted at a Veeam backup repository. 
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To specify maintenance settings for the backup job: 

1. At the Storage step of the wizard, click Advanced. 

2. Click the Maintenance tab. 

3. [For backup jobs managed by the backup server] To periodically perform a health check for the latest 
restore point in the backup chain, in the Storage-level corruption guard section select the Perform 
backup files health check check box and specify the time schedule for the health check. 

An automatic health check can help you avoid a situation when a restore point gets corrupted, making 
all dependent restore points corrupted, too. If during the health check Veeam Backup & Replication 
detects corrupted data blocks in the latest restore point in the backup chain (or the restore point before 
the latest one if the latest restore point is incomplete), it will start the health check retry and transport 
valid data blocks from the protected computer to the Veeam backup repository. The transported data 
blocks are stored to a new backup file or the latest backup file in the backup chain, depending on the 
data corruption scenario. For more information, see the Health Check for Backup Files section in the 
Veeam Backup & Replication User Guide. 

NOTE: 

For a file-level Veeam Agent backup job, if Veeam Backup & Replication detects corrupted data blocks in the 
restore point during health check, Veeam Backup & Replication will always create a full backup file during the 
health check retry. 

4. [For backup jobs and policies targeted at a Veeam backup repository] Select the Remove deleted items 
data after check box and specify the number of days for which you want to keep the backup created 
with the backup job in the target location. 

o For backup jobs managed by the backup server, deleted items retention policy is similar to 
retention policy for deleted VMs. After you remove a protection group or individual computer 
from a Veeam Agent backup job, Veeam Backup & Replication will keep its data on the backup 
repository for the period that you have specified. When this period is over, backup data of this 
computer will be removed from the backup repository. For more information, see the 
Retention Policy for Deleted VMs section in the Veeam Backup & Replication User Guide. 

o For backup jobs managed by Veeam Agent, if Veeam Agent does not create new restore points 
for the backup, the backup will remain in the target location for the period that you have 
specified. When this period is over, the backup will be removed from the target location. For 
more information, see the Veeam Agent for Linux User Guide. 

By default, the deleted items data retention period is 30 days. Do not set the deleted items retention 
period to 1 day or a similar short interval. In the opposite case, the backup job may work not as expected 
and remove data that you still require. 

5. [For backup jobs managed by the backup server] To periodically compact a full backup, select the 
Defragment and compact full backup file check box and specify the schedule for the compact operation. 

During the compact operation, Veeam Backup & Replication creates a new empty file and copies to it 
data blocks from the full backup file. As a result, the full backup file gets defragmented and the speed 
of reading and writing from/to the backup file increases. 

If the full backup file contains data blocks for deleted items (protection groups or individual 
computers), Veeam Backup & Replication will remove these data blocks. For more information, see the 
Compact of Full Backup File section in the Veeam Backup & Replication User Guide. 

https://helpcenter.veeam.com/docs/backup/vsphere/backup_health_check.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/retention_deleted_vms.html?ver=95u4
https://helpcenter.veeam.com/docs/agentforlinux/userguide/overview.html?ver=30
https://helpcenter.veeam.com/docs/backup/vsphere/backup_compact_file.html?ver=95u4
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NOTE: 

Consider the following: 

• If you want to periodically compact a full backup, you must make sure that you have enough free 
space in the target location. For the compact operation, the amount of free space must be equal to 
or more that the size of the full backup file. 

• In contrast to the compact operation for a VM backup, during compact of a full Veeam Agent 
backup file, Veeam Backup & Replication does not perform the data take out operation. If the full 
backup file contains data for a machine that has only one restore point and this restore point is 
older than 7 days, Veeam Backup & Replication will not extract data for this machine to a separate 
full backup file. 

 

Storage Settings 
To specify storage settings for the backup job: 

1. Click Advanced at one of the following steps of the wizard: 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

2. Click the Storage tab. 
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3. From the Compression level list, select a compression level for the backup: None, Dedupe-friendly, 
Optimal, High or Extreme. 

4. In the Storage optimization section, select what type of backup target you plan to use: Local target (16 
TB + backup files), Local target, LAN target or WAN target. Depending on the chosen storage type, 
Veeam Agent for Linux will use data blocks of different size to optimize the size of backup files and job 
performance. 

5. To encrypt the content of backup files, select the Enable backup file encryption check box. In the 
Password field, select a password that you want to use for encryption. If you have not created the 
password beforehand, click Add or use the Manage passwords link to specify a new password. For more 
information, see the Password Manager section in the Veeam Backup & Replication User Guide. 

If the backup server is not connected to Veeam Backup Enterprise Manager, you will not be able to 
restore data from encrypted backups in case you lose the password. Veeam Backup & Replication will 
display a warning about it. For more information, see the Decrypting Data Without Password section in 
the Veeam Backup & Replication User Guide. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/password_manager.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/decrypt_without_pass.html?ver=95u4
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NOTE: 

Consider the following: 

• Data encryption settings for Veeam Agent backup jobs and backup policies configured in Veeam 
Backup & Replication are stored to the Veeam Backup & Replication database. For backup jobs and 
policies targeted at a Veeam backup repository, all data encryption operations are performed in 
Veeam Backup & Replication, too. Encryption settings are passed to a Veeam Agent computer only 
in case this computer is added to a backup policy targeted at a local drive of a protected computer 
or at a network shared folder. Veeam Backup & Replication performs this operation when applying 
the backup policy to a protected computer. 

• If you change a password for data encryption for an existing backup policy targeted at a Veeam 
backup repository without changing other backup policy settings, the process of applying the 
backup policy to a protected computer completes with a notification informing that the backup 
policy was not modified. This happens because data encryption settings for managed Veeam 
Agents are saved to the Veeam Backup & Replication database and are not passed to a Veeam 
Agent computer. 

• If you enable encryption for an existing Veeam Agent backup, during the next job session Veeam 
Agent for Linux will create a full backup file. The created full backup file and subsequent 
incremental backup files in the backup chain will be encrypted with the specified password. 

• Encryption is not retroactive. If you enable encryption for an existing backup job, Veeam Agent for 
Microsoft Windows will encrypt the backup chain starting from the next restore point created with 
this job. 

To learn more about data encryption in Veeam Backup & Replication, see the Data Encryption section in the 
Veeam Backup & Replication User Guide. 

Notification Settings 
You can specify notification settings for Veeam Agent backup jobs configured in Veeam Backup & Replication. 
Notification options differ depending on the job mode that you have selected at the Job Mode step of the 
wizard: 

• Managed by backup server. To learn more, see Notification Settings for Veeam Agent Backup Job. 

• Managed by agent. To learn more, see Notification Settings for Backup Policy. 

Notification Settings for Veeam Agent Backup Job 

To specify notification settings for the backup job: 

1. At the Storage step of the wizard, click Advanced. 

2. Click the Notifications tab.  

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the 
job completes successfully.  

SNMP traps will be sent if you specify global SNMP settings in Veeam Backup & Replication and 
configure software on recipient's machine to receive SNMP traps. For more information, see the 
Specifying SNMP Settings section in the Veeam Backup & Replication User Guide. 

  

https://helpcenter.veeam.com/docs/backup/vsphere/data_encryption.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/hyperv/snmp_options.html?ver=95u4
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4. Select the Send email notifications to the following recipients check box if you want to receive 
notifications about the job completion status by email. In the field below, specify a recipient’s email 
address. You can enter several addresses separated by a semicolon. 

Email notifications will be sent if you configure global email notification settings in Veeam Backup & 
Replication. For more information, see the Configuring Global Email Notification Settings section in 
Veeam Backup & Replication User Guide. 

5. You can choose to use global notification settings or specify custom notification settings. 

o To receive a typical notification for the job, select Use global notification settings. In this case, 
Veeam Backup & Replication will apply to the job global email notification settings specified 
for the backup server. 

o To configure a custom notification for the job, select Use custom notification settings specified 
below. You can specify the following notification settings: 

 In the Subject field, specify a notification subject. You can use the following variables 
in the subject: %Time% (completion time), %JobName%, %JobResult%, 
%VmCount% (number of machines in the job) and %Issues% (number of machines in 
the job that have been processed with the Warning or Failed status). 

 Select the Notify on success, Notify on warning and/or Notify on error check boxes to 
receive email notification if the job completes successfully, fails or completes with a 
warning. 

 Select the Suppress notifications until the last retry check box to receive a 
notification about the final job status. If you do not enable this option, Veeam Backup 
& Replication will send one notification per every job retry. 

 

https://helpcenter.veeam.com/docs/backup/hyperv/general_email_notifications.html?ver=95u4
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Notification Settings for Backup Policy 

You can specify email notification settings for the backup policy. If you enable notification settings, Veeam 
Backup & Replication will send a daily email report with backup policy statistics to a specified email address. The 
report contains cumulative statistics for backup job sessions performed for the last 24-hour period on 
computers to which the backup policy is applied. 

NOTE: 

Email reports with backup policy statistics will be sent if you configure global email notification settings in 
Veeam Backup & Replication. For more information, see the Configuring Global Email Notification Settings 
section in the Veeam Backup & Replication User Guide. 

After you enable notification settings for the backup policy, Veeam Backup & Replication will send reports 
with the backup policy statistics to email addresses specified in global email notification settings and email 
addresses specified in the backup policy settings. 

To specify notification settings for the backup policy: 

1. Click Advanced at one of the following steps of the wizard: 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

2. Click the Notifications tab.  

3. Select the Send daily e-mail report to the following recipients check box and specify a recipient’s email 
address in the field below. You can enter several addresses separated by a semicolon. 

4. You can choose to use global notification settings or specify custom notification settings. 

o To receive a typical notification for the backup policy, select Use global notification settings. 
In this case, Veeam Backup & Replication will apply to the backup policy global email 
notification settings specified for the backup server. Veeam Backup & Replication will send the 
email report containing backup policy statistics at 8:00 AM daily. 

o To configure a custom notification for the backup policy, select Use custom notification 
settings specified below. You can specify the following notification settings: 

 In the Send report at field, specify the time when Veeam Backup & Replication must 
send the email notification for the backup policy. Veeam Backup & Replication will 
sent the report daily at the specified time. 

 In the Subject field, specify a notification subject. You can use the following variables 
in the subject: %Time% (completion time), %JobName%, %JobResult%, 
%VmCount% (number of computers in the backup policy) and %Issues% (number of 
computers in the backup policy that have been processed with the Warning or Failed 
status). 

  

https://helpcenter.veeam.com/docs/backup/vsphere/general_email_notifications.html?ver=95u4
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 Select the Notify on success, Notify on warning and/or Notify on error check boxes to 
receive email notification if the job completes successfully, fails or completes with a 
warning. 

 

Script Settings 
To specify script settings for the backup job: 

1. Click Advanced at one of the following steps of the wizard: 

o Local Storage — if you have selected to save backup files on a local storage of a Veeam Agent 
computer. 

o Shared Folder — if you have selected to save backup files in a network shared folder. 

o Storage — if you have selected to save backup files in a Veeam backup repository. 

2. Click the Scripts tab. 

NOTE: 

Custom scripts that you define in the advanced job settings relate to the backup job itself, not the OS 
quiescence process on protected computers. To add pre-freeze and post-thaw scripts for Veeam Agent 
computer OS quiescence, use the Guest Processing step of the wizard. 
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3. Specify script settings for the job: 

o [For Veeam Agent backup job managed by the backup server] If you want to execute custom 
scripts before and/or after the backup job, select the Before the job and After the job check 
boxes and click Browse to choose executable file(s) from a local folder on the backup server. 
The scripts are executed on the backup server. 

You can select to execute pre- and post-backup actions after a number of backup sessions or 
on specific week days. 

 If you select the Run scripts every <N> backup session option, specify the number of 
the backup job sessions after which the script(s) must be executed. 

 If you select the Run scripts on the selected days only option, click Days and specify 
week days on which the script(s) must be executed. 
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o [For Veeam Agent backup job managed by Veeam Agent] If you want to execute custom 
scripts before and/or after the backup job, select the Run the following script on target 
machines before the job and Run the following script on target machines after the job check 
boxes and click Browse to choose executable file(s) from a local folder on the backup server. 
Veeam Backup & Replication will upload the script(s) to all computers added to the configured 
Veeam Agent backup job. During the Veeam Agent backup job session, Veeam Agent for Linux 
will execute the script(s) on a protected computer. 
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Step 10. Specify Secondary Target 
The Secondary Target step of the wizard is available if you have enabled the Configure secondary destinations 
for this job option at the Storage step of the wizard. 

At the Secondary Target step of the wizard, you can link the Veeam Agent backup job to a backup to tape or 
backup copy job. As a result, the backup job will be added as a source to the backup to tape or backup copy job. 
Backup files created with the backup job will be archived to tape or copied to the secondary backup repository 
according to the secondary jobs schedule. For more information, see Linking Backup Jobs to Backup Copy Jobs 
and Linking Backup Jobs to Backup to Tape Jobs in the Veeam Backup & Replication User Guide. 

The backup to tape job or backup copy job must be configured beforehand. You can create these jobs with an 
empty source. When you link the Veeam Agent backup job to these jobs, Veeam Backup & Replication will 
automatically update the linked jobs to define the Veeam Agent backup job as a source for these jobs. 

To link jobs: 

1. Click Add. 

2. From the jobs list, select a backup to tape or backup copy job that must be linked to the Veeam Agent 
backup job. You can link several jobs to the backup job, for example, one backup to tape job and one 
backup copy job. To quickly find the job, use the search field at the bottom of the wizard. 

 
  

https://helpcenter.veeam.com/docs/backup/vsphere/linking_backup_to_copy.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/linking_backup_to_backup_to_tape.html?ver=95u4
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Step 11. Specify Guest Processing Settings 
At the Guest Processing step of the wizard, you can enable the following guest OS processing settings for a 
Veeam Agent backup job that includes Linux-based computers: 

• Application-aware processing. This option is available only if you have selected the Server option at the 
Job Mode step of the wizard 

• Archived log handling for Oracle databases. This option is available only if you have selected the Server 
option at the Job Mode step of the wizard 

• Use of pre-freeze and post-thaw scripts. This option is available only if you have selected the Server 
option at the Job Mode step of the wizard 

• File indexing. 

 

Application-Aware Processing 
If your computer runs the Oracle Database system, you can enable application-aware processing to create a 
transactionally consistent backup. The transactionally consistent backup guarantees proper recovery of Oracle 
databases without data loss. 

To enable application-aware processing: 

1. At the Guest Processing step of the wizard, select the Enable application-aware processing check box. 

2. Click Applications. 
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3. In the displayed list, select a protection group or individual computer and click Edit. 

To define custom settings for a computer added as a part of a protection group, you must include the 
computer to the list as a standalone object. To do this, click Add and choose the computer whose 
settings you want to customize. Then select the computer in the list and define the necessary settings. 

4. On the General tab, in the Applications section, specify whether Veeam Agent for Linux running on a 
protected computer will process Oracle databases. You can select one of the following options: 

o Select Require successful processing if you want Veeam Agent for Linux to process Oracle 
databases. With this option selected, if an error occurs when processing an Oracle database, 
Veeam Agent for Linux will stop the backup process.  

If you select this option, you will have to specify settings for database log handling on the 
Oracle tab of the Processing Settings window. For more information, see Oracle Archived Log 
Settings. 

o Select Try application processing, but ignore failures if you want Veeam Agent for Linux to 
process Oracle databases. With this option selected, if an error occurs when processing an 
Oracle database, Veeam Agent for Linux will not stop the backup process. Instead, Veeam 
Agent for Linux will skip this database and proceed to the next one. After the backup process 
completes, you will be able to restore data from the backup and restore databases that were 
successfully processed during backup. 

If you select this option, you will have to specify settings for database log handling on the 
Oracle tab of the Processing Settings window. For more information, see Oracle Archived Log 
Settings. 

o Select Disable application processing if you do not want Veeam Agent for Linux to process 
Oracle databases. If you select this option, the Oracle tab of the Processing Settings window 
will become unavailable. You will be able to specify pre-freeze and post-thaw scripts for the 
job on the Scripts tab of the window. 
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Oracle Archived Log Settings 
If you back up an Oracle database, you can specify how Veeam Agent for Linux must process archived logs: 

1. At the Guest Processing step of the wizard, select the Enable application-aware processing check box. 

2. Click Applications. 

3. In the displayed list, select a protection group or individual computer and click Edit. 

To define custom settings for a computer added as a part of a protection group, you must include the 
computer to the list as a standalone object. To do this, click Add and choose the computer whose 
settings you want to customize. Then select the computer in the list and define the necessary settings. 

4. On the General tab, in the Applications section, select Require successful processing or Try application 
processing, but ignore failures. 

5. In the Processing Settings window, click the Oracle tab. 

6. To specify a user account that Veeam Agent for Linux will use to connect to the Oracle database, select 
from the Specify Oracle account with SYSDBA privileges list a user account that has SYSDBA rights on 
the database. If you have not set up credentials beforehand, click the Manage accounts link or click Add 
on the right to add credentials. 

By default, the Use guest credentials option is selected in the list. With this option selected, Veeam 
Agent for Linux will connect to the Oracle database under the account that you have specified for the 
protected computer in the protection group settings. 

7. In the Archived logs section, specify if Veeam Agent for Linux must delete archived logs on the Oracle 
database: 

o Select Do not delete archived logs if you want Veeam Agent for Linux to preserve archived 
logs. When the backup job completes, Veeam Agent for Linux will not delete archived logs.  

It is recommended that you select this option for databases for which the ARCHIVELOG mode 
is turned off. If the ARCHIVELOG mode is turned on, archived logs may grow large and 
consume all disk space. In this case, the database administrator must take care of archived logs 
him-/herself. 

o Select Delete logs older than <N> hours or Delete logs over <N> GB if you want Veeam Agent 
for Linux to delete archived logs that are older than <N> hours or larger than <N> GB. Veeam 
Agent for Linux will wait for the backup job to complete successfully and then trigger archived 
logs truncation via Oracle Call Interface (OCI). If the backup job fails, the logs will remain 
untouched until the next successful backup job session. 

8. [For Veeam Agent jobs managed by the backup server] To back up Oracle archived logs with Veeam 
Agent for Linux, select the Backup log every <N> minutes check box and specify the frequency for 
archived logs backup. By default, archived logs are backed up every 15 minutes. The minimum log 
backup interval is 5 minutes. The maximum log backup interval is 480 minutes. 
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9. [For Veeam Agent jobs managed by the backup server] In the Retain log backups section, specify 
retention policy for archived logs stored in the backup location: 

o Select Until the corresponding image-level backup is deleted to apply the same retention 
policy for Veeam Agent backups and archived log backups.  

o Select Keep only last <n> days to keep archived logs for a specific number of days. By default, 
archived logs are kept for 15 days. If you select this option, you must make sure that retention 
for archived logs is not greater than retention for the Veeam Agent backups. The maximum 
time period to keep archived logs is 60 days. 

 

Pre-Freeze and Post-Thaw Scripts 
You can specify what scripts Veeam Agent for Linux must use to quiesce the OS on a protected computer. The 
pre-freeze script quiesces the file system and application data to bring the OS to a consistent state before 
Veeam Agent for Linux creates a volume snapshot. After the snapshot is created, the post-thaw script brings the 
file system and applications to their initial state. 

To specify pre-freeze and post-thaw scripts for the job: 

1. At the Guest Processing step, select the Enable application-aware processing check box. 

2. Click Applications. 

3. In the displayed list, select a protection group or individual computer and click Edit. 

To define custom settings for a computer added as a part of a protection group, you must include the 
computer to the list as a standalone object. To do this, click Add and choose the computer whose 
settings you want to customize. Then select the computer in the list and define the necessary settings. 
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4. In the Processing Settings window, click the Scripts tab. 

5. Select the Enable script execution check box. 

6. In the Pre-freeze script and Post-thaw script fields, click Browse to choose executable files from a local 
folder on the backup server.  

Veeam Agent for Linux supports scripts in the SH file format. During the backup job session, Veeam 
Backup & Replication will upload the scripts to the /var/lib/veeam/scripts directory on each 
Veeam Agent computer added to the job and execute them on these computers. 

To learn more about pre-freeze and post-thaw scripts, see the Backup Job Scripts section in Veeam Agent for 
Linux User Guide. 

 

File Indexing 
To specify file indexing options: 

1. At the Guest Processing step of the wizard, select the Enable guest file system indexing check box. 

2. Click Indexing. 

3. In the displayed list, select the protection group or individual computer and click Edit. 

To define custom settings for a computer added as a part of a protection group, you must include the 
computer to the list as a standalone object. To do this, click Add and choose the computer whose 
settings you want to customize. Then select the computer in the list and define the necessary settings. 

  

https://helpcenter.veeam.com/docs/agentforlinux/userguide/backup_job_script.html?ver=30
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4. In the Indexing Settings window, specify the indexing scope: 

o Select Index everything if you want to index all files within the backup scope that you have 
specified at the Backup mode step of the wizard. Veeam Agent for Linux will index all files that 
reside: 

 On the protected computer OS (for entire computer backup) 

 On the volumes that you have specified for backup (for volume-level backup) 

 In the directories that you have specified for backup (for file-level backup) 

o [For volume-level backup only] Select Index everything except if you want to index all files on 
your computer OS except those defined in the list. By default, system directories /cdrom, 
/dev, /media, /mnt, /proc, /tmp and /lost+found are excluded from indexing. You can 
add or delete folders using the Add and Remove buttons on the right. 

To reset the list of folders to its initial state, click Default. 

o [For volume-level backup only] Select Index only following folders to define directories that 
you want to index. You can add or delete directories to index using the Add and Remove 
buttons on the right. 

NOTE: 

You can specify a custom indexing scope only in for a volume-level backup job. For a file-level backup job 
that processes Linux-based computers, only the Index everything option is available. 
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Step 12. Specify Backup Schedule 
At the Schedule step of the wizard, specify the schedule according to which you want to perform backup. 

To specify the job schedule:  

1. Select the Run the job automatically check box. If this check box is not selected, you will have to start 
the backup job manually to create backup. 

2. Define scheduling settings for the job: 

o To run the job at specific time daily, on defined week days or with specific periodicity, select 
Daily at this time. Use the fields on the right to configure the necessary schedule. 

o To run the job once a month on specific days, select Monthly at this time. Use the fields on the 
right to configure the necessary schedule. 

o To run the job repeatedly throughout a day with a specific time interval, select Periodically 
every. In the field on the right, select the necessary time unit: Hours or Minutes. Click Schedule 
and use the time table to define the permitted time window for the job. In the Start time 
within an hour field, specify the exact time when the job must start.  

A repeatedly run job is started by the following rules: 

 The defined interval always starts at 12:00 AM. For example, if you configure to run a 
job with a 4-hour interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM, 12:00 
PM, 4:00 PM and so on. 

 If you define permitted hours for the job, after the denied interval is over, the job will 
start immediately and then run by the defined schedule. 

For example, you have configured a job to run with a 2-hour interval and defined permitted 
hours from 9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 
AM, when the denied period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 
PM and 4:00 PM. 

o To run the job continuously, select the Periodically every option and choose Continuously from 
the list on the right. A new backup job session will start as soon as the previous backup job 
session finishes. 

o [For backup job managed by backup server] To chain jobs, use the After this job field. In the 
common practice, jobs start one after another: when job A finishes, job B starts and so on. If 
you want to create a chain of jobs, you must define the time schedule for the first job in the 
chain. For the rest of the jobs in the chain, select the After this job option and choose the 
preceding job from the list. 

NOTE: 

Mind the following: 

• The After this job option is not available if you have selected the Managed by agent option at the 
Job Mode step of the wizard. 

• The After this job function will automatically start a job if the first job in the chain is started 
automatically by schedule. If you start the first job manually, Veeam Backup & Replication will 
display a notification. You will be able to choose whether Veeam Backup & Replication must start 
the chained job as well. 
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3. In the Automatic retry section, define whether Veeam Backup & Replication or Veeam Agent for Linux 
(depending on the selected job mode) must attempt to run the backup job again if the job fails for some 
reason. Enter the number of attempts to run the job and define time intervals between them. If you 
select continuous backup, Veeam Backup & Replication or Veeam Agent for Linux will retry the job for 
the defined number of times without any time intervals between the job runs. 

4. [For backup job managed by backup server] In the Backup window section, define the time interval 
within which the backup job must complete. The backup window prevents the job from overlapping with 
production hours and ensures that the job does not impact performance of your server. To set up a 
backup window for the job: 

a. Select the Terminate job if it exceeds allowed backup window check box and click Window.  

b. In the Time Periods window, define the allowed hours and prohibited hours for backup. If the 
job exceeds the allowed window, it will be automatically terminated. 

NOTE: 

If you configure a backup policy, after you click Apply at the Schedule step of the wizard, Veeam Backup & 
Replication will immediately apply the backup policy to protected computers. 
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Step 13. Review Backup Job Settings 
At the Summary step of the wizard, complete the Veeam Agent backup job configuration process. 

1. Review settings of the configured backup job. 

2. [For backup job managed by backup server] Select the Run the job when I click Finish check box if you 
want to start the job right after you finish working with the wizard. 

3. Click Finish to close the wizard. 

 



 

175 | Veeam Backup & Replication | Veeam Agent Management Guide | REV 6 

Creating Veeam Agent Backup Policy 
To create a Veeam Agent backup policy, you must create a Veeam Agent backup job in Veeam Backup & 
Replication with the Managed by agent option selected in the job settings. In contrast to a Veeam Agent backup 
job managed by the backup server that is similar to a regular backup job for VM backup, a backup policy acts as a 
template that describes settings of individual Veeam Agent backup jobs running on protected computers. When 
you select the Managed by agent option in the New Agent Backup Job wizard, the subsequent steps of the 
wizard will automatically change to offer backup settings available in Veeam Agent for Microsoft Windows or 
Veeam Agent for Linux. For details, see Creating Agent Backup Job for Windows Computers and Creating Agent 
Backup Job for Linux Computers. 

After you create a backup policy, Veeam Backup & Replication immediately connects to protected computers 
added to the backup policy and applies settings specified in the policy to configure the Veeam Agent backup job 
on each computer. 
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Managing Veeam Agent Backup Jobs 
You can manage Veeam Agent backup jobs configured in Veeam Backup & Replication. Operations available for a 
Veeam Agent backup job depend on the job mode specified in the job properties: 

• For a Veeam Agent backup jobs managed by the backup server, Veeam Backup & Replication allows you 
to perform a set of operations similar to a regular backup job for VM data backup. To learn more, see 
Managing Veeam Agent Backup Jobs. 

• For a Veeam Agent backup job managed by Veeam Agent, or backup policy, Veeam Backup & Replication 
allows you to perform a set of operations similar to a regular Veeam Agent backup job configured on a 
Veeam Agent computer. To learn more, see Managing Veeam Agent Backup Policies. 

Managing Veeam Agent Backup Jobs 
You can use the Veeam Backup & Replication console to perform the following operations with a Veeam Agent 
backup job managed by the backup server: 

• Start and stop a Veeam Agent backup job. 

• Retry a Veeam Agent backup job. 

• Perform active full backup. 

• Edit Veeam Agent backup job settings. 

• Enable and disable a Veeam Agent backup job. 

• Clone a Veeam Agent backup job. 

• Remove a Veeam Agent backup job. 
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Starting and Stopping Veeam Agent Backup Job 
You can start a Veeam Agent backup job manually, for example, if you want to create an additional restore point 
in the backup chain and do not want to change the job schedule. You can also stop a job, for example, if 
processing of a Veeam Agent computer is about to take long, and you do not want the job to produce workload 
on the production environment during business hours. 

NOTE: 

You can use the Veeam Backup & Replication console to start and stop only Veeam Agent backup jobs 
managed by the backup server. You cannot start and stop a Veeam Agent backup job managed by Veeam 
Agent (backup policy) in Veeam Backup & Replication. Instead, you can start a Veeam Agent backup job 
directly on a protected computer from the Veeam Agent user interface. 

Starting Jobs 
To start a job: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the Veeam Agent backup job and click Start on the ribbon or right-click the 
job and select Start. 

Stopping Jobs 
You can stop a Veeam Agent backup job in one of the following ways: 

• Stop job immediately. In this case, Veeam Backup & Replication will produce a new restore point only 
for those computers in the job that have already been processed by the time you stop the job. 

• Stop job gracefully. In this case, Veeam Backup & Replication will produce a new restore point only for 
those computers in the job that have already been processed and for computers that are being 
processed at the moment. 

To stop a job immediately: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the Veeam Agent backup job and click Stop on the ribbon or right-click the 
job and select Stop. In the displayed window, click Immediately. 
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To stop a job gracefully: 

1. Open the Home view. 

2. In the inventory pane, click Jobs. 

3. In the working area, right-click the job and select Stop. In the displayed window, click Gracefully. 
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Retrying Veeam Agent Backup Job 
You can manually retry a Veeam Agent backup job configured in Veeam Backup & Replication if the job failed 
during the previous job session. When you retry a Veeam Agent backup job, Veeam Backup & Replication 
processes only those computers in the job that were not processed successfully during the previous job session. 

To retry a job: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the Veeam Agent backup job and click Retry on the ribbon or right-click the 
job and select Retry. 
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Performing Active Full Backup 
You can create an ad-hoc full backup — active full backup, and add it to the backup chain on the backup 
repository. The active full backup resets the backup chain. All subsequent incremental backups use the active 
full backup as a starting point. The previously used full backup will remain on the backup repository until it is 
removed from the backup chain according to the retention policy. 

NOTE: 

You can manually create active full backups only for Veeam Agent computers added to a Veeam Agent 
backup job managed by the backup server. This operation is not available for Veeam Agent backup jobs 
managed by Veeam Agent (backup policies). 

To perform active full backup: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the Veeam Agent backup job and click Active Full on the ribbon or right-click 
the job and select Active Full. 
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Editing Veeam Agent Backup Job Settings 
You can edit Veeam Agent backup jobs configured in Veeam Backup & Replication at any time. For example, you 
may want to edit a backup job to change the backup scope, target location or job scheduling settings. 

NOTE: 

Mind the following: 

• You cannot change the type of protected computers added to the job and the job mode (that is, 
change a Veeam Agent backup job to a backup policy and vice versa). 

• If you want to specify another backup repository as a target for backups created by the job, you 
must delete backups from the old repository or move backups to the new repository prior to 
changing a backup repository in the job settings. 

• [For Veeam Agent backup jobs for Linux computers] You cannot change the backup mode from 
file-level to volume-level and vice versa. 

To edit job settings: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the job and click Edit on the ribbon or right-click the job and select Edit. 

4. Complete the steps of the Edit Agent Backup Job wizard to change the job settings as required. 
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Enabling and Disabling Veeam Agent Backup Job 
You can temporary disable Veeam Agent backup jobs configured in Veeam Backup & Replication. When you 
disable a job, Veeam Backup & Replication does not start the job by the specified schedule. You can start a 
disabled job manually at any time you need. You can also enable a disabled job at any time. 

To disable a job: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the job and click Disable on the ribbon or right-click the job and select 
Disable. 

To enable a disabled job, select it in the list and click Disable on the ribbon once again. 
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Cloning Veeam Agent Backup Job 
You can clone Veeam Agent backup jobs configured in Veeam Backup & Replication. For example, you may want 
to configure a Veeam Agent backup job that will be used as a ‘job template’, and use this job to create multiple 
jobs with similar settings. 

To clone a Veeam Agent backup job: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the job and click Clone on the ribbon or right-click the job and select Clone. 

4. After a job is cloned, you can edit all its settings, including the job name. 

NOTE: 

The job cloning functionality is available only in the Enterprise and Enterprise Plus editions of Veeam Backup 
& Replication. 
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Removing Veeam Agent Backup Job 
You can permanently remove a Veeam Agent backup job from Veeam Backup & Replication. When you remove a 
job, Veeam Agent backups created by this job remain intact on the backup repository. In the Veeam Backup & 
Replication console, such backups are displayed in the Home view, under the Backups > Imported node in the 
inventory pane. 

To remove a job: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the Veeam Agent backup job and click Delete on the ribbon or right-click the 
job and select Delete. 
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Managing Veeam Agent Backup Policies 
You can use the Veeam Backup & Replication console to perform the following operations with a Veeam Agent 
backup policy, that is, a Veeam Agent backup job managed by Veeam Agent: 

• Apply backup policy to Veeam Agent computers. 

• Edit backup policy settings. 

• Enable and disable a backup policy. 

• Clone a backup policy. 

• Remove a backup policy. 

Applying Backup Policy to Protected Computers 
To configure individual Veeam Agent backup jobs on protected computers added to a backup policy, Veeam 
Backup & Replication applies settings of the backup policy to these computers. This operation is performed 
automatically at the time when the backup policy is created and at the process of automatic protection group 
rescan. You can also apply backup policy settings manually at any time. This may be required, for example, in 
case one or more protected computers could not be accessed over the network at the time when the backup 
policy was created. 

To assign a backup policy to protected computers: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the backup policy and click Apply Now on the ribbon or right-click the policy 
and select Apply Now. 
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Editing Backup Policy Settings 
You can edit settings of a Veeam Agent backup policy at any time. For example, you may want to change the 
backup scope, target location or scheduling settings for Veeam Agent backup jobs running on protected 
computers. After you change settings of the backup policy, Veeam Backup & Replication applies the specified 
settings to Veeam Agent backup jobs configured on protected computers added to the policy. 

NOTE: 

Mind the following: 

• You cannot change the type of protected computers added to the job and the job mode (that is, 
change a Veeam Agent backup job to a backup policy and vice versa). 

• [For Veeam Agent backup jobs for Linux computers] You cannot change the backup mode from 
file-level to volume-level and vice versa. 

• If you change a password for data encryption without changing other backup policy settings, the 
process of applying the backup policy to a protected computer completes with a notification 
informing that the backup policy was not modified. This happens because data encryption settings 
for managed Veeam Agents are saved to the Veeam Backup & Replication database and are not 
passed to a Veeam Agent computer. 

To edit backup policy settings: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the backup policy and click Edit on the ribbon or right-click the policy and 
select Edit. 

4. Complete the steps of the Edit Agent Backup Job wizard to change the job settings as required. 
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Enabling and Disabling Backup Policy 
You can temporary disable Veeam Agent backup policies configured in Veeam Backup & Replication. While a 
backup policy is in the disabled state, the following operations are not performed in the Veeam Agent 
management infrastructure: 

• Veeam Backup & Replication does not apply backup policy settings to Veeam Agent computers. 

• Veeam Agent running on a protected computer does not create backups on the backup repository. 

If a user of a protected computer starts the Veeam Agent backup job manually or if the job starts by 
schedule, the job session will fail and report the "The job has been disabled by the Veeam Backup & 
Replication administrator" error. To let Veeam Agent for Microsoft Windows store backups to the 
backup repository again, you must enable the disabled policy and apply it to protected computers. To 
learn more, see Applying Backup Policy to Protected Computers. 

NOTE: 

Disabling a backup policy does not affect performance of Veeam Agent backup jobs if a local drive or network 
shared folder is specified as a target location for backups in the policy settings. 

To disable a Veeam Agent backup policy: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the Veeam Agent backup policy and click Disable on the ribbon or right-click 
the policy and select Disable. 

To enable a disabled policy, select it in the list and click Disable on the ribbon once again. 
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Cloning Backup Policy 
You can clone backup policies configured in Veeam Backup & Replication. For example, you may want to 
configure a backup policy that will be used as a ‘policy template’, and use this policy to create multiple policies 
with similar settings. 

To clone a backup policy: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the backup policy and click Clone on the ribbon or right-click the backup 
policy and select Clone. 

4. After a backup policy is cloned, you can edit all its settings, including the job name. 

NOTE: 

The backup policy cloning functionality is available only in the Enterprise and Enterprise Plus editions of 
Veeam Backup & Replication. 
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Removing Backup Policy 
You can permanently remove a Veeam Agent backup policy from Veeam Backup & Replication. When you 
remove a backup policy, Veeam Backup & Replication also removes child backup jobs configured on Veeam 
Agent computers. Backups created by these jobs remain on the target location. 

To remove a Veeam Agent backup policy: 

1. Open the Home view. 

2. In the inventory pane, select Jobs. 

3. In the working area, select the Veeam Agent backup policy and click Delete on the ribbon or right-click 
the policy and select Delete. 
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Managing Protected Computers 
You can perform the following operations with computers added to the inventory in Veeam Backup & 
Replication: 

• Move an unmanaged computer to a protection group. 

• Add a protected computer to a Veeam Agent backup job. 

• Perform quick backup for a protected computer. 

• View properties of a protected computer. 

• Rescan a protected computer. 

• Manage Veeam Agent installed on a protected computer: 

o Create Veeam Recovery Media for a protected computer. 

o Install Veeam Agent on a protected computer. 

o Upgrade Veeam Agent on a protected computer. 

o Install Veeam CBT driver on a protected computer. 

o Reboot a protected computer. 

o Uninstall Veeam Agent on a protected computer. 
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Moving Unmanaged Computer to 
Protection Group 
You can quickly move an unmanaged Veeam Agent computer to a protection group in the Veeam Backup & 
Replication inventory. This allows you to start using Veeam Backup & Replication to manage Veeam Agent that 
is already set up to create backups in the Veeam backup repository. 

You can move a computer from the Unmanaged protection group to a new protection group or protection group 
that you have already created.  

• When you move an unmanaged computer to a new protection group, Veeam Backup & Replication 
creates the protection group and adds the computer to this group. In the protection group settings, you 
can define discovery and deployment options according to which Veeam Backup & Replication will 
process the added computer. 

• When you move an unmanaged computer to an already existing protection group, Veeam Backup & 
Replication adds this computer to the protection group and starts processing the computer according to 
discovery and deployment settings defined in the properties of the protection group. Veeam Backup & 
Replication discovers the added computer, checks whether Veeam Agent running on the computer 
needs upgrade and upgrades Veeam Agent if needed. 

NOTE: 

Mind the following: 

• You can move an unmanaged computer only to a protection group that includes individual 
computers.  

• After you move a computer to a protection group, data backup for this computer will be 
performed by a backup job configured in Veeam Backup & Replication. Veeam Agent running on 
the computer will start a new backup chain on a target location specified in the backup job 
settings. The original backup job configured on the Veeam Agent computer will be removed in 
Veeam Agent, and you will not be able to continue the backup chain created with this job. 

• You cannot map a Veeam Agent backup job configured in Veeam Backup & Replication to a backup 
chain that was created on a backup repository by Veeam Agent operating in the standalone mode. 

To move an unmanaged computer to a new protection group: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select the Unmanaged node. 

3. In the working area, select the necessary computer and click Move to > New protection group on the 
ribbon or right click the computer and select Move to > New protection group. 
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To move an unmanaged computer to a protection group that is already created in the inventory: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select the Unmanaged node. 

3. In the working area, select the necessary computer and click Move to > name of the protection group on 
the ribbon or right click the computer and select Move to > name of the protection group. 
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Adding Computer to Backup Job 
You can quickly add a specific protected computer to a Veeam Agent backup job that you have configured in 
Veeam Backup & Replication. To do this, do the following: 

1. Open the Inventory view. 

2. In the inventory pane, in the Physical & Cloud Infrastructure node, select a protection group whose 
computer(s) you want to add to a Veeam Agent backup job and do one of the following: 

o In the working area, select the computer that you want to add to the job and click Add to 
Backup > name of the job on the ribbon. 

o In the working area, right-click the computer that you want to add to the job and select Add to 
backup job > name of the job. 

NOTE: 

Consider the following: 

• You can add a computer to a Veeam Agent backup job configured for computers of the same 
platform. For example, you can add a Linux computer only to a Veeam Agent backup job for Linux 
computers. 

• You can also add a specific protected computer to a new backup job. To learn more, see Creating 
Veeam Agent Backup Jobs. 
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Performing Quick Backup 
You can create an ad-hoc incremental backup for one or more protected computers — quick backup, and add it 
to the backup chain on the backup repository. Quick backup can be helpful if you want to produce an additional 
restore point for one or more computers in the Veeam Agent backup job and do not want to configure a new job 
or modify the existing one. 

Quick backup can be performed for computers that meet the following requirements: 

• A protected computer is added to a Veeam Agent backup job managed by the backup server. 

• A full backup file for the protected computer exists on the backup repository configured in the backup 
infrastructure. 

To perform quick backup: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select a protection group 
that contains the protected computer that you want to back up. 

3. In the working area, select the computer(s) and click Quick Backup on the ribbon or right-click the 
computer(s) and select Quick backup. 

Veeam Backup & Replication will trigger a Veeam Agent backup job to create a new incremental restore point 
for selected computer(s). Details of a running quick backup task are displayed in the job session window. 

NOTE: 

If a computer for which you want to perform quick backup is added to more than one Veeam Agent backup 
job, Veeam Backup & Replication will trigger only the job that created the latest restore point for this 
computer. 
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Viewing Properties 
You can view detailed information about protected computers. The detailed information provides the following 
data: 

• Host name 

• IP address 

• Fingerprint (for computers running a Linux OS) 

• Key algorithm (for computers running a Linux OS) 

• Operating system 

• Veeam Agent version 

• CBT driver version (for computers running a Microsoft Windows Server OS) 

To view detailed information about a protected computer: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node. 

3. In the working area, select the computer and click Details on the ribbon or right-click the computer and 
select Details. 
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Rescanning Protected Computer 
You can rescan protected computers added to the inventory. The rescan operation may be required, for 
example, if you want to refresh information about the protected computer in the Veeam Backup & Replication 
database. During the rescan operation, Veeam Backup & Replication communicates to Veeam Installer Service 
running on the protected computer, retrieves information about the computer and stores this information to the 
configuration database. 

To rescan a protected computer: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select the necessary 
protection group. 

3. In the working area, select the computer and click Rescan on the ribbon or right-click the computer and 
select Rescan. 
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Creating Veeam Recovery Media 
You can use the backup console to create Veeam Recovery Media for a Veeam Agent computer that you manage 
in Veeam Backup & Replication. The process of creating Veeam Recovery Media in Veeam Backup & Replication 
does not differ from the regular one performed on a Veeam Agent computer. To learn more, see the Veeam 
Recovery Media section in the Veeam Agent for Microsoft Windows User Guide. 

Before You Begin 
You can create a Veeam Recovery Media for a protected computer in Veeam Backup & Replication if the 
following conditions are met: 

• A protected computer runs a Microsoft Windows OS. 

• A full backup file of one of the following backup types was created for the protected computer on the 
target location by a Veeam Agent backup job: 

o Entire computer backup 

o Volume-level backup of the computer OS data (created with the Operating system option 
selected in the backup job settings) or computer system volume 

o File-level backup of the computer OS data (created with the Operating system option selected 
in the backup job settings) 

Removable Storage Device Scenario (USB, SD Card and Other) 

• The removable storage device must be inserted into a corresponding slot on the computer or connected 
to the computer. 

• The removable storage device must have enough capacity to store the created recovery image. On 
average, the size of the created recovery image without manually loaded drivers is 500 MB. 

• During the recovery image creation, Veeam Agent for Microsoft Windows formats the removable 
storage device. If you have important information on the device, create a copy of this data in some other 
location.  

CD/DVD/BD Scenario 

• An empty or re-writable CD/DVD/BD must be inserted into a CD/DVD/BD drive on the computer. 

• The CD/DVD/BD must have enough capacity to store the created recovery image. On average, the size 
of the created recovery image without manually loaded drivers is 500 MB. 

• [For RW CD/DVD/BD] During the recovery image creation, Veeam Agent for Microsoft Windows erases 
information on the CD/DVD/BD. If you have important information on the CD/DVD/BD, create a copy of 
this data in some other location. 

  

https://helpcenter.veeam.com/docs/agentforwindows/userguide/recovery_media.html?ver=21
https://helpcenter.veeam.com/docs/agentforwindows/userguide/recovery_media.html?ver=21


 

198 | Veeam Backup & Replication | Veeam Agent Management Guide | REV 6 

Step 1. Launch Create Recovery Media Wizard 
To launch the Create Recovery Media wizard:  

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select a protection group 
that contains the necessary protected computer. 

3. In the working area, select the computer and click Recovery Media on the ribbon or right-click the 
computer and select Agent > Create recovery media. 

TIP: 

You can also launch the Create Recovery Media wizard from the Backups node in the Home view of the 
Veeam backup console. To learn more, see Creating Recovery Image. 
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Step 2. Specify Recovery Media Options 
At the Recovery Media step of the wizard, in the Available bootable media types list, specify on which type of 
media you want to create a recovery image. You can create the following types of recovery images: 

• Recovery image on a removable storage device. You can create a recovery image on a USB drive, SD card 
and so on. Veeam Backup & Replication displays all removable storage devices currently attached to the 
backup server. Select the necessary one in the list. 

• Recovery image on an optical disk. You can create a recovery image on a CD, DVD or BD. Veeam Backup 
& Replication displays all CD, DVD and BD drives available on the backup server. Select the necessary 
one in the list. 

• ISO file with the recovery image. You can create a recovery image in the ISO file format and save the 
resulting file locally on the backup server. 
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Step 3. Specify Path to ISO 
The Image Path step of the wizard is available if you have selected to create an ISO file with the recovery image. 

In the Specify folder to create recovery media image in field, specify a real path to the folder where you want to 
save the created recovery image and the ISO file name. When you create Veeam Recovery Media using the 
Veeam Backup & Replication console, you can save the ISO file on the local drive of the Veeam backup server 
only. Thus, the recovery image will always be available should Veeam Agent computer volumes get corrupted or 
the computer fail to start. 
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Step 4. Review Recovery Image Settings 
At the Ready to Apply step of the wizard, review settings of the recovery image that you plan to create and click 
Create. 

Veeam Backup & Replication will collect data necessary for recovery image creation and write the resulting 
recovery image to the specified target. 
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Step 5. Finish Working with Wizard 
The process of recovery image creation may take some time. Wait for the process to complete and click Finish to 
exit the wizard. 

If you want to interrupt the process of recovery image creation, click Cancel or close the wizard window. 

 

What You Do Next 
[For ISO file] After the recovery image is created, you can burn the created ISO file to a CD/DVD/BD. To do this, 
you can use native Microsoft Windows tools or third-party software. 
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Installing Veeam Agent 
You can install Veeam Agent on a specific protected computer in the inventory. This operation may be required, 
for example, if you want to test the installation process before allowing Veeam Backup & Replication to deploy 
Veeam Agent to all computers included in the protection group. 

Before you install Veeam Agent, check the following prerequisites: 

• The protected computer must be powered on and able to be connected over the network. 

• The required version of Veeam Agent must be available on the distribution server. 

To install Veeam Agent on a protected computer: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select the necessary 
protection group. 

3. In the working area, select the necessary computer and click Install Agent on the ribbon or right-click 
the computer and select Agent > Install backup agent. 
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Upgrading Veeam Agent 
You can upgrade Veeam Agent running on a specific protected computer. This operation may be required, for 
example, if you did not allow Veeam Backup & Replication to automatically upgrade Veeam Agent on computers 
included in the protection group and want to test the upgrade process on a selected computer first.  

Before you upgrade Veeam Agent, check the following prerequisites:  

• The protected computer must be powered on and able to be connected over the network. 

• The required version of Veeam Agent must be available on the distribution server. 

TIP: 

During the protected computers discovery process, Veeam Backup & Replication checks the version of Veeam 
Agent running on a protected computer and the version of Veeam Agent available on the distribution server. 
If a newer version of Veeam Agent becomes available on the distribution server, and automatic upgrade of 
Veeam Agent is disabled for a protection group, Veeam Backup & Replication puts a computer to the Upgrade 
required state.  

In addition, Veeam Backup & Replication includes computers that require upgrade of Veeam Agent in the Out 
of Date protection group. You can upgrade Veeam Agent on all computers that require upgrade at once. To 
learn more, see Upgrading Veeam Agent on Multiple Computers. 

To upgrade Veeam Agent on a protected computer: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select the necessary 
protection group. 

3. In the working area, select the necessary computer and click Upgrade on the ribbon or right-click the 
computer and select Agent > Upgrade. 
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Upgrading Veeam Agent on Multiple Computers 
You can upgrade Veeam Agent on all computers that require upgrade at once. To upgrade Veeam Agent on 
protected computers: 

1. Open the Inventory view. 

2. In the inventory pane, in the Physical & Cloud Infrastructure node, select the Out of Date protection 
group and click Upgrade on the ribbon or right-click the Out of Date protection group and select 
Upgrade. 
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Installing Veeam CBT Driver 
You can use the Veeam Backup & Replication console to quickly install the Veeam changed block tracker (CBT) 
driver on a protected computer. This operation may be required, for example, if you want to evaluate driver 
performance on a selected computer rather than deploy driver to all computers in the protection group at once. 

Before you install the Veeam CBT driver, check the following prerequisites: 

• The protected computer on which you want to install the driver must run a Microsoft Windows Server 
OS. 

• The protected computer on which you want to install the driver must be powered on and able to be 
connected over the network. 

IMPORTANT! 

Prior to installing the Veeam CBT driver on a computer that runs Microsoft Windows Server 2008 R2, make 
sure that update KB3033929 is installed in the OS. To learn more, see this Microsoft KB article. 

The update adds SHA-2 code signing support for Microsoft Windows 7 and Microsoft Windows Server 2008 
R2 that is required for verification of the Veeam CBT driver signature. Without this update installed, the OS 
running on a protected computer will fail to boot after you install the Veeam CBT driver. 

To install the Veeam CBT driver on a protected computer: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select a protection group 
that contains the computer on which you want to install the driver. 

3. In the working area, select the necessary computer and click Install Driver on the ribbon or right-click 
the computer and select Agent > Install driver. 

 

https://support.microsoft.com/en-us/help/3033929/microsoft-security-advisory-availability-of-sha-2-code-signing-support
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NOTE: 

To enable the CBT driver after installation, you need to reboot the computer. To learn more, see Rebooting 
Protected Computer. 

Uninstalling Veeam CBT Driver 
You can uninstall the Veeam CBT driver at any time you need. To uninstall the driver: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select a protection group 
that contains the computer on which you want to uninstall the driver. 

3. In the working area, select the necessary computer and click Uninstall Driver on the ribbon or right-click 
the computer and select Agent > Uninstall driver. 

NOTE: 

To complete the driver uninstallation process, you need to reboot the computer. To learn more, see 
Rebooting Protected Computer. 
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Rebooting Protected Computer 
You can use the Veeam Backup & Replication console to reboot a protected computer. This operation may be 
required, for example, if you have installed the CBT driver on a selected computer and need to reboot this 
computer to finish the installation process and enable the driver. 

To reboot a protected computer: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select a protection group 
that contains the computer that requires reboot. The computer that requires reboot is displayed in the 
Reboot required status in the Veeam Backup & Replication console. 

3. In the working area, select the necessary computer and click Reboot on the ribbon or right-click the 
computer and select Agent > Reboot. 

4. In the displayed window, click Yes. 

TIP: 

You can also reboot a computer with a different status than the Reboot required status. To do this, press and 
hold the [CTRL] key, right-click the necessary computer and select Agent > Reboot. 
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Uninstalling Veeam Agent 
You can remove Veeam Agent from a specific protected computer, for example, if you want to reinstall Veeam 
Agent running on the protected computer. When you remove Veeam Agent from a protected computer, Veeam 
Backup & Replication also removes the Veeam Installer Service from this computer. 

To uninstall Veeam Agent: 

1. Open the Inventory view. 

2. In the inventory pane, expand the Physical & Cloud Infrastructure node and select the necessary 
protection group. 

3. In the working area, select the necessary computer and click Uninstall All Components on the ribbon or 
right-click the computer and select Agent > Uninstall all components. 

4. In the displayed notification window, click Yes. 

NOTE: 

Mind the following: 

• If automatic installation of Veeam Agent is enabled in the protection group settings, after you 
remove Veeam Agent from a selected computer, Veeam Backup & Replication will install Veeam 
Agent on this computer during the next rescan job session started by schedule. 

• Prerequisite components installed and used by Veeam Agent are not removed during the uninstall 
process. To remove the remaining components, use the Microsoft Windows Control Panel on the 
computer from which you uninstalled Veeam Agent 
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Restoring Data from Veeam Agent 
Backups 
You can recover data from backups created by Veeam Agent backup jobs configured in Veeam Backup & 
Replication. For data restore with the Veeam backup console, you can use Veeam Agent backups created on a 
Veeam backup repository. If you specified a local drive or network shared folder as a target for Veeam Agent 
backups, you need to restore data from such backups using Veeam Agent UI on a protected computer. 

You can perform the following data restore tasks with Veeam Agent backups in Veeam Backup & Replication: 

• Restore a Veeam Agent backup to a Hyper-V VM. 

• Restore data from a Veeam Agent backup to Microsoft Azure. 

• Restore data from a Veeam Agent backup to Amazon EC2. 

• Restore computer volumes from a Veeam Agent backup. 

• Restore individual files and folders from a Veeam Agent backup. 

• Restore application items from a Veeam Agent backup with Veeam Explorers. 

• Export computer disks as VMDK, VHD or VHDX disks. 

• Export a specific restore point in a Veeam Agent backup to a full backup (VBK) file. 

Restoring Data with Veeam Recovery Media 
In addition to data restore tasks available in the Veeam backup console, you can also recover data on a Veeam 
Agent computer using the Veeam Recovery Media. To do this, you must have a backup of the computer whose 
data you want to restore and the Veeam Recovery media created for this computer. 

• For a Microsoft Windows computer, you can create the Veeam Recovery Media with the Veeam backup 
console. To learn more, see Creating Veeam Recovery Media. 

• For a Linux computer, you can download the Veeam Recovery Media from the Veeam website or create a 
custom Veeam Recovery Media. To learn more, see the Veeam Recovery Media section in the Veeam 
Agent for Linux User Guide. 

The process of data restore with the Veeam Recovery Media in the Veeam Agent management scenario does not 
differ from the same process on a computer that runs Veeam Agent operating in the standalone mode. 

• For information on data restore with the Veeam Recovery Media on a Microsoft Windows computer, see 
the Restoring from Veeam Recovery Media section in the Veeam Agent for Microsoft Windows User 
Guide. 

• For information on data restore with the Veeam Recovery Media on a Linux computer, see the Restoring 
from Veeam Recovery Media section in the Veeam Agent for Linux User Guide. 

https://www.veeam.com/linux-backup-download.html
https://helpcenter.veeam.com/docs/agentforlinux/userguide/recovery_media.html?ver=30
https://helpcenter.veeam.com/docs/agentforwindows/userguide/image_boot.html?ver=30
https://helpcenter.veeam.com/docs/agentforlinux/userguide/baremetal.html?ver=30
https://helpcenter.veeam.com/docs/agentforlinux/userguide/baremetal.html?ver=30
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Restoring Veeam Agent Backup to Hyper-V 
VM 
You can use the Veeam Backup & Replication console to restore a Veeam Agent computer as a Hyper-V VM in 
your virtualization environment. For instant recovery to a Hyper-V VM, you can use backups created by Veeam 
Agent for Microsoft Windows on the Veeam backup repository. 

The procedure of instant recovery for a Veeam Agent computer practically does not differ from the same 
procedure for a VM. The main difference from instant VM recovery is that you do not need to select the recovery 
mode, because Veeam Agent computers are always restored to a new location. To learn more about instant VM 
recovery, see the Instant VM Recovery section in the Veeam Backup & Replication User Guide. 

 

https://helpcenter.veeam.com/docs/backup/hyperv/instant_recovery.html?ver=95u4
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Restoring to Microsoft Azure 
You can restore machines from Veeam Agent backups to Microsoft Azure. 

The procedure of restore to Microsoft Azure from a Veeam Agent backup practically does not differ from the 
same procedure for a VM backup. To learn more about restore to Microsoft Azure, see the Restore to Microsoft 
Azure section in the Veeam Backup & Replication User Guide. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/restore_azure.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/restore_azure.html?ver=95u4
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Restoring to Amazon EC2 
You can restore machines from Veeam Agent backups to Amazon EC2. 

The procedure of restore to Amazon EC2 from a Veeam Agent backup practically does not differ from the same 
procedure for a VM backup. To learn more about restore to Amazon EC2, see the Restore to Amazon EC2 section 
in the Veeam Backup & Replication User Guide. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/restore_amazon.html?ver=95u4
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Restoring Volumes 
You can use Veeam Backup & Replication to restore a specific computer volume or all volumes from a volume-
level backup created with Veeam Agent for Microsoft Windows. 

If data on a computer volume gets corrupted, you can restore this volume from the backup. For volume-level 
restore, you can use backups that were created at the volume level. File-level backups cannot be used for 
volume restore. 

When you perform volume-level restore, Veeam Backup & Replication restores the entire content of the 
volume. It retrieves from the backup data blocks pertaining to a specific volume and copies them to the 
necessary location. 

Note that you cannot browse the volume in the backup and select individual application items, files and folders 
for restore. For granular file-level restore, you can use the File-Level Restore option. 

A volume can be restored to its original location or new location. If you restore the volume to its original 
location, Veeam Backup & Replication overwrites data on the original volume. If you restore the volume to a 
new location, and the target disk contains any data, Veeam Backup & Replication overwrites data in the target 
location with data retrieved from the backup. 

A volume can be restored to a new location that has greater or less space than the size of the volume in the 
backup. Depending on the amount of free disk space on target location, you can select either to shrink or to 
extend the volume during restore. To learn more, see the Volume Resize section in the Veeam Agent for 
Microsoft Windows User Guide. 

Before You Begin 
Before you begin the volume-level restore process, check the following prerequisites: 

• The volume-level backup from which you plan to restore data must be successfully created at least 
once. 

• A computer on which you want to restore a volume must be added to the Veeam Backup & Replication 
inventory and run Veeam Agent for Microsoft Windows operating in the managed mode. 

Volume-level restore has the following limitations: 

• You can restore volumes only from backups created with Veeam Agent for Microsoft Windows. 

• You cannot restore a system volume to a system volume of the original Veeam Agent computer or 
another computer. 

• You cannot restore a volume to a volume on which the Microsoft Windows swap file is hosted. 

  

https://helpcenter.veeam.com/docs/agentforwindows/userguide/data_restore_with_volume_resize.html?ver=30
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Step 1. Launch Volume Level Restore Wizard 
To launch the Volume Level Restore wizard, do either of the following: 

• Open the Home tab and click Restore > Agent > Volume restore > Volume restore. In this case, you will 
be able to select a backup of the necessary Veeam Agent computer at the Backup step of the wizard. 

• Open the Home view. In the inventory pane, click the Backups node. In the working area, expand the 
necessary Veeam Agent backup, select the necessary computer in the backup and click Restore Volumes 
on the ribbon or right-click the computer and select Volume restore. 

In this case, you will pass immediately to the Restore Point step of the wizard. 
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Step 2. Select Backup 
At the Backup step of the wizard, select a backup from which you want to recover data. 

To quickly find the necessary backup, use the search field at the bottom of the window: enter a backup name or 
a part of it in the search field and click the Start search button on the right or press [ENTER]. 

In the list of backups, Veeam Backup & Replication displays only volume-level backups created with Veeam 
Agent for Microsoft Windows. File-level backups and backup created with Veeam Agent for Linux are not 
displayed. 
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Step 3. Select Restore Point 
At the Restore Point step of the wizard, select a restore point from which you want to recover data.  

By default, Veeam Backup & Replication uses the latest restore point. However, you can select any valid restore 
point to recover volumes to a specific point in time. 

Veeam Backup & Replication displays restore points for volume-level backups only. For example, if you have run 
3 job sessions to create a backup of all computer volumes and then changed the backup scope to file-level 
backup, Veeam Backup & Replication will display only 3 restore points in the list. 

 

Step 4. Map Restored Disks 
At the Disk Mapping step of the wizard, select what volumes you want to restore and map volumes from the 
backup to volumes on the target computer. 

IMPORTANT! 

It is strongly recommended that you change disk mapping settings only if you have experience in working 
with Microsoft Windows disks and partitions. If you make a mistake, your computer data may get corrupted. 
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To select volumes for restore: 

1. In the Destination hosts field, specify the target computer where you want to restore volumes. By 
default, Veeam Backup & Replication restores volumes to their original location. If you want to restore 
volumes from the backup to another computer, click Choose and select the necessary computer. You 
can restore volumes only to computers that are added to the Veeam Backup & Replication inventory and 
run Veeam Agent for Microsoft Windows. 

2. In the Disk mapping section, select check boxes next to volumes that you want to restore from the 
backup. By default, Veeam Backup & Replication restores volumes to their initial location and maps the 
restored volumes automatically. If the initial location is unavailable, a volume is restored to a disk of the 
same or larger size. If you want to map the restored volume to another computer disk, at the bottom of 
the wizard click Customize disk mapping. 

NOTE: 

If Veeam Backup & Replication cannot map a volume automatically, Veeam Backup & Replication will prompt 
you to perform disk mapping manually. To proceed to the Disk Mapping window, click Yes. 

3. At the Disk Mapping window, specify how volumes must be restored: 

o Right-click the target disk on the left and select the necessary disk layout: 

 Apply Backup Layout — select this option if you want to apply to disk the 
settings that were used on your computer at the moment when you 
performed backup. 

 Apply Disk Layout — select this option if you want to apply to the current disk 
settings of another disk. 

 Erase — select this option if you want to discard the current disk settings. 
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o Right-click unallocated disk space in the disk area on the right and select what volume from 
the backup you want to place on this computer disk. 

If you want to change disk layout configured by Veeam Backup & Replication, right-click an 
automatically mapped volume and select Remove. You will be able to use the released space 
for mapping volumes in your own order. 

 

4. [For restore with volume resize] You can resize a volume mapped by Veeam Backup & Replication to a 
target computer disk. To resize a volume, right-click it in the Disk Mapping window and select Resize. 
With this option selected, you will pass to the Volume Resize window. 

NOTE: 

If you map a backup volume that is larger than the amount of available space on the target disk, Veeam 
Backup & Replication will prompt you to shrink the restored volume. After you agree and click OK, Veeam 
Backup & Replication will prepare to shrink the volume to the size of available disk space. 
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Step 5. Resize Restored Volumes 
At the Disk Mapping step of the wizard you can set the necessary size for the restored volumes. You can resize a 
volume if you have chosen to restore data in the Manual mode and customize disk layout. A volume will be 
shrunk or extended to the specified size during the process of data restore. 

NOTE: 

By default, Veeam Agent for Microsoft Windows displays volume size in megabytes (MB). This allows you to 
specify the desired size for the volume precisely. You can also choose to display volume size in gigabytes 
(GB). This may be helpful when you need to resize volumes on larger computer disks and want to simplify 
disk size calculations. 

When you use GB as a volume size unit, you can specify volume size with integral numbers, for example, 1 GB, 
60 GB or 200 GB, but not 0,8 GB, 60,5 GB or 200,7 GB. However, if the maximum volume size is in fact 
greater than the displayed value for less than 1 GB, Veeam Agent for Microsoft Windows will automatically 
add the exceeding amount of disk space to the extended volume. For example, if the maximum volume size is 
60,2 GB, Veeam Agent for Microsoft Windows will display this size as 60 GB. When you specify 60 GB as a 
desired volume size, Veeam Agent for Microsoft Windows will extend the volume to 60,2 GB. 

To resize a volume: 

1. Specify а volume you want to resize: 

a. Right-click a restored volume mapped to a target disk and select Resize. 

b. [For volume shrink] Right-click unallocated disk space and select what volume from the 
backup you want to place on the computer disk. If the selected volume is larger than the 
amount of unallocated disk space, Veeam Backup & Replication will prompt you to shrink the 
restored volume. 

2. In the Volume Resize window, select the volume size unit and specify the desired size for the restored 
volume. 
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Step 6. Specify Secure Restore Settings 
At the Secure Restore step of the wizard, you can instruct Veeam Backup & Replication to perform secure 
restore — scan restored volume data with antivirus software before restoring the volume. To learn more about 
secure restore, see the Secure Restore section in the Veeam Backup & Replication User Guide. 

To specify secure restore settings: 

1. At the Secure Restore step of the wizard, select the Scan the restored disk for malware prior to 
performing recovery check box. 

2. Select the Scan the entire image check box if you want the antivirus software to continue volume scan 
after the first malware threat is found. For information on how to view results of the antivirus scan, see 
the Viewing Antivirus Scan Results section in the Veeam Backup & Replication User Guide. 

 
  

https://helpcenter.veeam.com/docs/backup/hyperv/av_scan_about.html&ver=95u4
https://helpcenter.veeam.com/docs/backup/hyperv/av_scan_log.html&ver=95u4
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Step 7. Specify Restore Reason 
At the Reason step of the wizard, enter a reason for restoring the computer volume. 

TIP: 

If you do not want to display the Restore Reason step of the wizard in future, select the Do not show me this 
page again check box.  
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Step 8. Complete Restore Process 
At the Summary step of the wizard, complete the procedure of volume-level restore. 

1. Review settings of the restore process. 

2. Click Finish to start the recovery process. Veeam Backup & Replication will perform partition re-
allocation operations if necessary, restore the necessary volume data from the backup and overwrite 
volume data on the target computer with the restored data. 
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Restoring Files and Folders 
You can use the Veeam Backup & Replication console to restore individual files and folders from Veeam Agent 
backups. The procedure of file-level restore from a Veeam Agent backup practically does not differ from the 
same procedure for a VM backup. The difference is that you select a Veeam Agent backup instead of a VM 
backup in the File Level Restore wizard. To learn more, see the Guest OS File Recovery section in the Veeam 
Backup & Replication User Guide. 

NOTE: 

To restore files and folders from a backup of a Linux machine, you must have a VMware vSphere or Microsoft 
Hyper-V virtualization host added to the Veeam backup infrastructure. When you start the file-level restore 
procedure, Veeam Backup & Replication will use this host to deploy a helper appliance — a helper VM 
required to mount Linux machine disks from the backup. To learn more about adding a virtualization server, 
see Adding VMware vSphere Servers and Adding Microsoft Hyper-V Servers. 

It is recommended that you add a vCenter Server and not a standalone ESXi host in the Veeam backup 
console. If Veeam Backup & Replication is set up to deploy a helper appliance on a standalone ESXi host, after 
Veeam Backup & Replication removes the helper appliance, the helper VM will be displayed in vCenter as 
orphaned. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/guest_file_recovery.html?ver=95u4
https://helpcenter.veeam.com/docs/backup/vsphere/add_vmware_server.html?ver=95
https://helpcenter.veeam.com/docs/backup/hyperv/add_hyperv_server.html?ver=95
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Restoring Application Items 
You can use Veeam Explorers to restore application items from Veeam Agent backups. Veeam Backup & 
Replication lets you restore items and objects from the following applications: 

From backups created with Veeam Agent for Microsoft Windows 

• Microsoft Active Directory 

• Microsoft Exchange 

• Microsoft SharePoint 

• Microsoft SQL Server 

• Oracle 

From backups created with Veeam Agent for Linux 

• Oracle 

The procedure of application-item restore from a Veeam Agent backup does not differ from the same procedure 
for a VM backup. To learn more, see the Restoring Application Items section in the Veeam Backup & Replication 
User Guide. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/restore_veeam_explorers.html?ver=95u4
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Exporting Disks 
You can restore computer disks from volume-level backups and convert them to disks of the VMDK, VHD or 
VHDX format.  

During disks restore, Veeam Backup & Replication creates standard virtual disks that can be used by VMware 
vSphere and Microsoft Hyper-V VMs. 

• When you restore a disk in the VMDK format, Veeam Backup & Replication creates a pair of files that 
make up the VM virtual disk: a descriptor file and file with the virtual disk content. 

• When you restore a disk in the VHD/VHDX format, Veeam Backup & Replication creates a file of the VHD 
or VHDX format. 

You can save converted disks locally on any server added to the backup infrastructure or place disks on a 
datastore connected to an ESX(i) host (for VMDK disk format only). VMDK disks can be restored as thin 
provision and thick disks: 

• Disks restored to a datastore are saved in the thin provisioned format. 

• Disks restored to a server are saved in the thick format. 

VHD/VHDX disks are always restored as dynamically expanding. 

Veeam Backup & Replication supports batch disk restore. For example, if you choose to restore 2 computer 
disks, Veeam Backup & Replication will convert them to 2 virtual disks and store these disks in the specified 
location. 

To restore disks and convert them to the VMDK, VHD or VHDX format, use the Export Disk wizard. 
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Step 1. Launch Export Disk Wizard 
To launch the Export Disk wizard, do either of the following: 

• Open the Home tab and click Restore > Agent > Volume restore > Export disk. In this case, you will be 
able to select a backup of the necessary Veeam Agent computer at the Backup step of the wizard. 

• Open the Home view. In the inventory pane, click the Backups node. In the working area, expand the 
necessary Veeam Agent backup, select the necessary computer in the backup and click Export Disks on 
the ribbon or right-click a computer in the backup and select Export disk content as virtual disks. 

In this case, you will pass immediately to the Restore Point step of the wizard. 
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Step 2. Select Backup 
At the Backup step of the wizard, select a backup from which you want to restore disk(s). In the list of backups, 
Veeam Backup & Replication displays all backups that are currently hosted on the Veeam backup repository. 

Make sure that you select a volume-level backup in the list. 
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Step 3. Select Restore Point 
At the Restore Point step of the wizard, select the necessary restore point from which you want to restore 
disk(s). In the list of points, Veeam Backup & Replication displays all restore points that have been created. 
Make sure that you select a restore point that relates to a volume-level backup. 
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Step 4. Select Disks 
At the Disks step of the wizard, select check boxes next to those disks that you want to export. 

 

Step 5. Select Destination and Disk Format 
At the Target step of the wizard, select the destination for disk export and format in which you want to save the 
resulting virtual disk. 

1. From the Server list, select a server on which the resulting virtual disks must be saved. If you plan to 
save the disks in the VMDK format on a datastore, select an ESX(i) host to which this datastore is 
connected. 

2. In the Path to folder field, specify a folder on the server or datastore where the virtual disks must be 
placed. 

3. Select the export format for disks: 

o VMDK — select this option if you want to save the resulting virtual disk in the VMware VMDK 
format. 

o VHD — select this option if you want to save resulting virtual disk in the Microsoft Hyper-V 
VHD format. 

o VHDX — select this option if you want to save resulting virtual disk in the Microsoft Hyper-V 
VHDX format (supported by Microsoft Windows Server 2012 and later). 
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NOTE: 

If you have selected to store the resulting virtual disk to a datastore, you will be able to save the virtual disk 
in the VMDK format only. Other options will be disabled. 
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Step 6. Specify Secure Restore Settings 
The Secure Restore step of the wizard is available if you export disks from a Veeam Agent backup of a Microsoft 
Windows machine. 

At this step of the wizard, you can instruct Veeam Backup & Replication to perform secure restore — scan 
restored disk data with antivirus software before restoring the disk. To learn more about secure restore, see the 
Secure Restore section in the Veeam Backup & Replication User Guide. 

To specify secure restore settings: 

1. At the Secure Restore step of the wizard, select the Scan the restored disk for malware prior to 
performing recovery check box. 

2. Select the Scan the entire image check box if you want the antivirus software to continue disk scan after 
the first malware threat is found. For information on how to view results of the antivirus scan, see the 
Viewing Antivirus Scan Results section in the Veeam Backup & Replication User Guide. 

 
  

https://helpcenter.veeam.com/docs/backup/hyperv/av_scan_about.html&ver=95u4
https://helpcenter.veeam.com/docs/backup/hyperv/av_scan_log.html&ver=95u4
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Step 7. Specify Restore Reason 
At the Reason step of the wizard, enter a reason for restoring the computer volume.  

TIP: 

If you do not want to display the Restore Reason step of the wizard in future, select the Do not show me this 
page again check box. 
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Step 8. Complete Restore Process 
At the Summary step of the wizard, complete the disk restore procedure. 

1. Review details for the disk to be restored. 

2. Click Finish to start the restore procedure and exit the wizard. 
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Exporting Restore Point to Full Backup File 
You can restore data from a specific restore point in a Veeam Agent backup and export this data to a standalone 
full backup file. The procedure of Veeam Agent backup export does not differ from the same procedure for a 
VM. To learn more, see the Exporting Backups section in the Veeam Backup & Replication User Guide. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/exporting_backups.html?ver=95u4
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Managing Veeam Agent Backups 
You can perform administration tasks with backups created on a Veeam backup repository by Veeam Agent 
backup jobs configured in Veeam Backup & Replication. For such Veeam Agent backups, Veeam Backup & 
Replication allows you to perform the same set of operations as for backups created with Veeam Agent backup 
jobs configured directly on a Veeam Agent computer. You can perform the following tasks: 

• Create the Veeam Recovery Media for a computer in backup. 

• Remove a Veeam Agent backup from configuration. 

• Delete a Veeam Agent backup from disk. 

• View properties of a Veeam Agent backup. 
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Creating Veeam Recovery Media from 
Backup 
You can create the Veeam Recovery Media for a computer whose Veeam Agent backup resides on a Veeam 
backup repository. For this operation, you can use a backup created by any type of a Veeam Agent backup job: a 
backup job managed by the backup server or backup job managed by Veeam Agent (backup policy). 

Creating the Veeam Recovery Media for a computer in a backup does not differ from creating the Veeam 
Recovery Media for a protected computer in the Veeam Backup & Replication inventory. To learn more, see 
Creating Veeam Recovery Media.  

To create Veeam Recovery Media: 

1. Open the Home view. 

2. In the inventory pane, click Backups. 

3. In the working area, expand the Veeam Agent backup, select the necessary computer in the backup and 
click Recovery Media on the ribbon or right-click the computer and select Create recovery media. 

4. Complete the steps of the Create Recovery Media wizard. 
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Removing Backup from Configuration 
If you want to remove records about Veeam Agent backups from the Veeam Backup & Replication console and 
configuration database, you can use the Remove from configuration operation. When you remove a Veeam 
Agent backup from configuration, the actual backup files remain on the backup repository. You can import the 
backup to the Veeam Backup & Replication at any time later and restore data from it. 

NOTE: 

Mind the following: 

• You can use the Veeam Backup & Replication console to remove backups created by Veeam Agent 
backup jobs on the Veeam backup repository. Backups created on a local drive of a protected 
computer or in a network shared folder are not displayed in the Veeam backup console. 

• The Remove from configuration operation is not available for backups of failover clusters. 

You can remove an entire backup related to a Veeam Agent backup job or remove specific child backups — 
backups related to individual computers in the backup. 

To remove a Veeam Agent backup from configuration: 

1. Open the Home view. 

2. In the inventory pane, click Backups. 

3. In the working area select and remove the necessary backup: 

o To remove the entire backup related to the Veeam Agent backup job or policy, select the 
backup and click Remove from > Configuration on the ribbon or right-click the backup and 
select Remove from configuration. 

o To remove a backup of a specific computer in the Veeam Agent backup job or policy, expand 
the parent backup, select the necessary computer and click Remove from > Configuration on 
the ribbon or right-click the computer and select Remove from configuration. 
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Deleting Backup from Disk 
If you want to delete records about backups from the Veeam Backup & Replication console and configuration 
database and, additionally, delete backup files from the backup repository, you can use the Delete from disk 
operation. 

NOTE: 

You can use the Veeam Backup & Replication console to remove backups created by Veeam Agent backup 
jobs on the Veeam backup repository. Backups created on a local drive of a protected computer or in a 
network shared folder are not displayed in the Veeam Backup & Replication console. 

You can remove an entire backup related to a Veeam Agent backup job or remove specific child backups — 
backups related to individual computers in the backup. 

To remove a Veeam Agent backup from the backup repository: 

1. Open the Home view. 

2. In the inventory pane, click Backups. 

3. In the working area select and remove the necessary backup: 

o To remove the entire backup related to the Veeam Agent backup job or policy, select the 
backup and click Remove from > Disk on the ribbon or right-click the backup and select Delete 
from disk. 

o To remove a backup of a specific computer in the Veeam Agent backup job or policy, expand 
the parent backup, select the necessary computer and click Remove from > Disk on the ribbon 
or right-click the computer and select Delete from disk. 
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Viewing Backup Properties 
You can view summary information about backups created by Veeam Agent backup jobs on the backup 
repository. The summary information provides the following data: 

• Backup location 

• Available restore points  

• Date of restore points creation  

• Compression and deduplication ratios  

• Data size and backup size 

You can view summary information for the following types of Veeam Agent backups: 

• Entire backup related to a Veeam Agent backup job (parent backup) 

• Backup of a separate protected computer in the Veeam Agent backup job (child backup) 

To view summary information for a parent backup: 

1. Open the Home view. 

2. In the inventory pane, select Backups. 

3. In the working area, select the backup and click Properties on the ribbon or right-click the backup and 
select Properties. 
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To view summary information for a child backup (backup of a specific Veeam Agent computer): 

1. Open the Home view. 

2. In the inventory pane, select Backups. 

3. In the working area, expand the parent backup, select the necessary child backup and click Properties on 
the ribbon or right-click the child backup and select Properties. 
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Reporting 
You can view real-time statistics for rescan jobs, as well as Veeam Agent backup jobs and backup policies 
configured in Veeam Backup & Replication. You can also generate reports with statistics data for performed 
rescan job or backup job sessions. You can generate reports manually in the Veeam Backup & Replication 
console or set up Veeam Backup & Replication to send reports automatically by email. 

Viewing Rescan Job Statistics 
You can view statistics about performed rescan job sessions. When you create a protection group or manually 
start the discovery process for a protection group or individual protected computer, Veeam Backup & 
Replication displays statistics for the currently running rescan job session. In the statistics window, Veeam 
Backup & Replication displays session duration details and a list of operations performed during the job. 

In addition to overall rescan job statistics, the statistics window provides information on each protected 
computer processed within the rescan job session. To view the processing progress for a specific computer, 
select it in the list on the left. 

You can also view statistics for any performed rescan job session. To view rescan job statistics, do one of the 
following: 

• Open the Inventory view. In the inventory pane, select the necessary protection group and click 
Statistics on the ribbon or right-click the protection group and select Statistics. 

• Open the History view. In the inventory pane, select the System node. In the working area, select the 
necessary rescan job session and click Statistics on the ribbon or right-click the rescan job session and 
select Statistics. 
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Viewing Rescan Job Report 
You can generate reports with details about rescan job sessions performed for a specific protection group. The 
report contains data on the latest backup job session initiated for the job. To generate a report: 

1. Open the Inventory view. 

2. In the inventory pane, select the necessary protection group and click Report on the ribbon or right-click 
the protection group and select Report. 

The report contains the following data: 

• Cumulative session statistics: details of the session performance, including the number of protected 
computers in the protection group and the number of newly discovered computers. 

• Detailed statistics for every protected computer processed within the session: DNS name, IP address 
and operating system of the protected computer, list of warnings and errors (if any). 

TIP: 

You can also set up Veeam Backup & Replication to send reports automatically by email. To learn more, see 
Enabling Email Reporting. 
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Viewing Veeam Agent Backup Job 
Statistics 
You can view statistics about Veeam Agent backup jobs configured in Veeam Backup & Replication. For Veeam 
Agent backup jobs managed by the backup server, Veeam Backup & Replication displays statistics in the similar 
way as for backup jobs for VM data backup. The main differences are the following: 

• The list of objects included in the job contains Veeam Agent computers instead of VMs. 

• Detailed statistics become available in the Veeam Backup & Replication console after the Veeam Agent 
job session completes. For currently running sessions, Veeam Backup & Replication displays duration 
and the name of the Veeam Agent computer only. 

To learn more, see the Reporting section in the Veeam Backup & Replication User Guide. 

To view Veeam Agent backup job statistics: 

1. Open the Home view. 

2. In the inventory pane, click the Jobs node. 

3. In the working area, double-click the necessary Veeam Agent backup job. Alternatively, you can select 
the necessary Veeam Agent backup job and click Statistics on the ribbon or right-click the job and select 
Statistics. 

 

https://helpcenter.veeam.com/docs/backup/vsphere/reporting.html?ver=95u4
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Viewing Veeam Agent Backup Job Report 
You can generate a report with details about Veeam Agent backup job session performance. The report contains 
data on the latest backup job session initiated for the job. To generate a report: 

1. Open the Home view. 

2. In the inventory pane, click the Jobs node. 

3. In the working area, select the necessary job and click Report on the ribbon or right-click the job and 
select Report. 

The report contains data on the latest job session: 

• Cumulative session statistics: session duration details, details of the session performance, amount of 
read, processed and transferred data, backup size, compression and deduplication ratios. 

• Detailed statistics for every protected computer processed within the session: processing duration 
details, backup data size, amount of read and transferred data, list of warnings and errors (if any). 

TIP: 

You can also set up Veeam Backup & Replication to send reports automatically by email. To learn more, see 
Enabling Email Reporting. 

 



 

246 | Veeam Backup & Replication | Veeam Agent Management Guide | REV 6 

Viewing Backup Policy Statistics 
You can view statistics about Veeam Agent backup jobs configured in Veeam Backup & Replication. For Veeam 
Agent backup jobs managed by Veeam Agent, or backup policies, Veeam Backup & Replication displays statistics 
in the following way: 

• After you create a backup policy, Veeam Backup & Replication applies the backup policy to protected 
computers. In the policy statistics window, Veeam Backup & Replication displays information about 
policy application process and results. This information remains in the policy statistics window until the 
first Veeam Agent backup job session is performed on computers included in the backup policy.  

• After the Veeam Agent backup job session statistics becomes available in Veeam Backup & Replication, 
this statistics appears in the policy statistics window. The job session statistics becomes available in 
Veeam Backup & Replication at a different time depending on what target for backup files is selected in 
the backup policy settings: 

o If a Veeam Agent backup job whose settings are defined by the backup policy creates backup 
files on a Veeam backup repository, backup job session statistics becomes available in Veeam 
Backup & Replication immediately after the session completes. 

o If a Veeam Agent backup job creates backup files on a local drive of a Veeam Agent computer 
or in a network shared folder, backup job session results are not passed to Veeam Backup & 
Replication immediately after the session completes. Statistics for such backup sessions 
becomes available in Veeam Backup & Replication later, after rescan of a protection group that 
contains computers added to the backup policy. This process happens regularly upon the 
discovery schedule defined in the protection group settings. 

• Veeam Backup & Replication regularly applies the backup policy to protected computers. This operation 
is performed during automatic rescan of a protection group that contains computers added to the 
backup policy. If the application process completes with a warning or an error, Veeam Backup & 
Replication displays information about the application process results in the policy statistics window. 
Information about successful application of the backup policy is not displayed in the statistics window 
between two backup sessions. 

 Veeam Backup & Replication displays statistics for backup policies in a different way than for Veeam Agent 
backup jobs managed by the backup server. The main differences are the following: 

• For backup policies, Veeam Backup & Replication does not display the job progress bar. You can monitor 
the job progress in Veeam Agent running on a protected computer only. 

• Detailed statistics include the number of Veeam Agent computers specified in the backup policy 
settings, the number of computers to which settings of the backup policy are applied, and the number 
of computes that have no connection to the backup server at the time when the Veeam Agent backup 
job is performed. 

• You can use the Errors, Warnings and/or Success buttons at the bottom of the job statistics window to 
view details on operations that failed, completed with a warning or completed successfully during a 
Veeam Agent job session performance. 

TIP: 

In addition to backup policy statistics, Veeam Backup & Replication displays individual backup session 
statistics for each computer in the backup policy. You can view these statistics in the Last 24 Hours node of 
the Home view and in the History view of the Veeam backup console. 
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To view Veeam Agent backup policy statistics: 

1. Open the Home view. 

2. In the inventory pane, click the Jobs node. 

3. In the working area, double-click the necessary Veeam Agent backup policy. Alternatively, you can 
select the necessary Veeam Agent backup policy and click Statistics on the ribbon or right-click the 
backup policy and select Statistics. 
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Viewing Backup Policy Report 
You can generate a report with details about Veeam Agent backup job sessions performed on protected 
computers added to a backup policy. The report contains data on the latest backup job session initiated for the 
backup policy. To generate a report: 

1. Open the Home view. 

2. In the inventory pane, click the Jobs node. 

3. In the working area, select the necessary backup policy and click Report on the ribbon or right-click the 
backup policy and select Report. 

The report contains data on the latest job session: 

• Cumulative session statistics: details on the number of protected computers specified in the backup 
policy settings, the number of computers to which settings of the backup policy are applied, and the 
number of disconnected computes, details of the session performance, amount of read, processed and 
transferred data. 

• Detailed statistics for every protected computer processed within the session: processing duration 
details, backup data size, amount of read and transferred data, list of warnings and errors (if any). 

TIP: 

You can also set up Veeam Backup & Replication to send reports automatically by email. To learn more, see 
Enabling Email Reporting. 
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Enabling Email Reporting 
You can set up Veeam Backup & Replication to send reports automatically by email. To do this, you must enable 
and configure global email notification settings in Veeam Backup & Replication. To learn more, see the 
Configuring Global Email Notification Settings section in the Veeam Backup & Replication User Guide. 

In addition, you can enable and configure custom notification settings for a specific protection group, Veeam 
Agent backup job or backup policy. This may be useful if you want to change subject, notification rules or list of 
recipients for some reports. 

Rescan Job Report 
By default, after you enable and configure global email notification settings in Veeam Backup & Replication, 
Veeam Backup & Replication sends rescan job reports at 10:00 PM daily. Veeam Backup & Replication sends a 
separate report for every protection group that you configured. The report contains cumulative statistics for 
rescan job sessions performed within the last 24-hour period. 

You can specify custom notification settings for a specific protection group. To learn more, see Notification 
Settings. 

Veeam Agent Backup Job Report 
By default, after you enable and configure global email notification settings in Veeam Backup & Replication, 
Veeam Backup & Replication sends an email notification after every backup job session completes. 

You can specify custom notification settings for a specific Veeam Agent backup job. To learn more, see the 
following sections: 

• Notification Settings for Veeam Agent Backup Job (for Microsoft Windows computers) 

• Notification Settings for Veeam Agent Backup Job (for Linux computers) 

Backup Policy Report 
By default, after you enable and configure global email notification settings in Veeam Backup & Replication, 
Veeam Backup & Replication sends backup policy reports at 8:00 AM daily. Veeam Backup & Replication sends a 
separate report for every backup policy that you configured. The report contains cumulative statistics for 
backup job sessions performed for the last 24-hour period on computers to which the backup policy is applied. 

You can specify custom notification settings for a specific backup policy. To learn more, see the following 
sections: 

• Notification Settings for Backup Policy (for Microsoft Windows computers) 

• Notification Settings for Backup Policy (for Linux computers) 

https://helpcenter.veeam.com/docs/backup/vsphere/general_email_notifications.html?ver=95u4
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