
Microsoft Entra ID

Your complete identity and 
access management solution 

with integrated security 

Self-service management

Password reset and change

Group management

Credential registration

Credential recovery

App launching

Access requests and approvals

Profile management

Governance

Access certifications

Privileged access/just-in-time

Entitlement management

Identity lifecycle

Access requests

Workflow

Automated user/group provisioning

Policy management

Reporting, auditing, and analytics

Data access policies

Administration

User management

Group management

Domain management

Delegated administration

Application management

Password management

Authorization

Machine learning based risk scoring

Adaptive access

OAuth authorization management

OAuth token issuance and revocation

Claims/attribute mapping

Role-based access control (RBAC)

Session lifetime management

Authentication

User authentication

Multifactor authentication (MFA)

Single sign-on (SSO)

Federation

Passwordless authentication

Passwordless FIDO2 key partners

Certificate/smartcard-based 
authentication partners

Federated identity provider partners

Developer support

API management 

API security

Solution API’s

SDK’s

Externalized RBAC, policy enforcement 
point, policy decision point

Application registration

Customer identity and 

access management

Social identity federation

Self-service registration

Custom end-user experiences

Customer data management

Consent management

Administer users and partners

Privacy management

Application access

Pre-integrated SSO and provisioning

BYO SAML and OATH 2.0

Custom provisioning (system for cross-
domain identity management)

HR-driven provisioning partners

Web access manager

Hosted directory services

Secure hybrid access and VPN partners

Windows VDI integration

Managing cloud infrastructure

Managed identities

PaaS identity management

IaaS/VM identity management
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